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Abstract—Despite recent improvements, P2P systems are still topology is how localized and respects the underlying heer
plagued by fundamental issues such as overlay/underlay top topology, and the P2P user pro ts from the ISP's knowledge.
logical and routing mismatch, which affects their performance Moreover, using an oracle explicitly avoids caching cobten

and causes traf ¢ strains on the ISPs. In this work, we aim . - -
to improve overall system performance for ISPs as well as contrary to [5], thus absolving ISPs of potential legal &su

P2P systems by means of traf ¢ localization through improvel While there are alternate proposals to localize P2P trafc,
collaboration between ISPs and P2P systems. More specidgl e.g., [6][7][8], the oracle proposal [4] is simple, scakbl

we study the effects of different ISP/P2P topologies as wedis a applicable to all overlays, and promotes active collationat
broad range of in uential user behavior characteristics, namely between ISPs and P2P systems.

content availability, churn, and query patterns, on end-ugr and
ISP experience. We show that ISP-aided P2P locality bene ts B. Our Contributi
both P2P users and ISPs, measured in terms of improved conten °- ur Lontributions

download times, increased network locality of query resposes In this paper, we build on our previous work by
and desired content, and overall reduction in P2P traf c. . . .
extending the ISP's oracle to also consider last-hop band-

. INTRODUCTION width of P2P users while ranking possible neighbors
studying the impact of different ISP/P2P topologies and
user behavior patterns on end-user performance. This task
comprises three stages: (i) design of different ISP and
P2P topologies, (ii) design of different user behavioral
patterns, namely, content availability, churn, and query
patterns, (iii) extensive experimental studies to deteemi
the impact of different topologies and behavioral patterns

P2P systems are self-organizing systems of autonomous
entities, called peers, that cooperate for common goalss@h
common goals range from sharing of resources, e.g., music
and video les, processing power, or storage space [1] to
collaborative routing as in Skype and P2P-TV. A fundamental
characteristic of these systems is their distributed togiek
and resources, which is in stark contrast to the centralized d ; task dd q t 1o th
resources of client-server systems. Measurement studies ¢ gn en f-userkexperlence, a lask unaddressed as yet to the
sistently indicate that 50 70% of Internet traf ¢ is caused by est of our knowledge.
popular P2P applications [1][2]. Our ndings shqw that in_contrast to the unmodi ed P2_P

Despite their many advantages, P2P systems are plagued¥sfem. the ISP-aided localized P2P system shows corisisten
some fundamental issues, such as overlay/underlay topoldgiProvements in the observed end-user experience, measure
cal and routing mismatch [3], inef ciencies in locating andn terms of content download times, network locality of quer
retrieving resources, and scalability and performanceeiss 'ésponses and desired content, and number of query response

caused by uncontrolled traf ¢ swamps [1]. A signi cantly large portion of P2P traf c remains local to
the ISP network, and ISPs notice a substantial reduction in
A. Overlay-Underlay Correlation the overall P2P traf c. This can lead to immense cost savings

Several of these drawbacks can be addressed by collabdP4-the ISPs [2]. The oracle consistently shows performance
tion between the P2P overlay and the Internet routing uagler|92ins even across different topologies under a broad rahge o
In previous work [4], we proposed that each ISP offers atf€r behavior scenarios.

“oracle” service to the P2P users which explicitly helps P2P
users to choose “good” neighbors. The P2P user can supply
its ISP's oracle with a list of possible P2P neighbors, dyrin We propose to extend the ISP-hosted oracle [4] to go beyond
bootstrapping and/or content exchange. The ISP's oraele thusing only network proximity (nodes within the AS, AS-hop
returns a ranked list to the querying user, according to itéstance) to keep traf c within its network. It should also
preference (e.g., nodes within the AS, AS-hop distance) ande last-hop bandwidth of P2P users within its network to
knowledge of the ISP topology and traf ¢ volume, while atelp querying P2P users select high-performance neighbors
the same time keeping the interest of the P2P user in mirithis is possible as the ISP knows its customers' last-hop
We showed that in principle, P2P systems as well as the ISfEndwidth and hence does not have to measure it, yet this
prot from the use of the oracle even when only considerinmetric is dif cult and traf c-intensive to reverse enginee
the AS-distance for ranking nodes [4], because the overlagcurately [9][10] for the P2P users.

Il. USING BANDWIDTH TO SELECT NEIGHBORS



Moreover, this has advantages over neighbor selectitmmost other P2P le sharing systems. Recent developments
using latency measurements [8] as network latency chke ef cient querying, Gnutella2, and support for mobilsars
change quickly [11]. Also, latency is difcult to predict have helped keep the number of Gnutella users arouné 1
reliably [12][13], especially in the face of newer breed ofnillion [23].

Internet applications characterized by large data cordedt

high churn. While we agree that similar arguments hold - TOPology models

some degree regarding estimating available last-hop bandin order to study the effects of ISP topologies as well as
width [10] as well, we argue that utilizing the ISP knowledgéhe distribution of P2P customers per ISP on P2P locality,
via the oracle helps to (i) improve accuracy (i) mitigat€®¥S we design 5 different AS topologies: Germany, USA, World1,
concerns about traf c management and respect for routivgorld2 and World3. Each topology consists of 700 P2P nodes
policies (iii) reduce the excessive traf c swarm [14] thesults distributed within various ASes (recall the memory limibats
from frequent pinging of the network to deduce latency and/of packet-level simulators [20][6]). We take a subset of the
available bandwidth. Besides, latency between InternstshoAS topology of Germany as published in [24], and distribute
is dominated by the cable/DSL bandwidths at the last-mitte P2P nodes in each of the 12 ISPs according to the actual
connections [15], thus making neighbor selection based nomber of DSL customers of these major ISPs [25]. For USA,
last-hop bandwidths a good option. we model several regional providers at most of the majoeiti

We show that keeping the P2P traf ¢ localized allows usernd connect them with peering links [20][26], distributitinge
to benet from the signi cant geographic and interest-bdiseP2P nodes in the 25 ASes according to the ratio of the popu-
clustering [16] for audio/video P2P content. One may argu&tion of the cities. To model the World topologies, we desig
in favour of bypassing the ISP's oracle service to utilizenter-AS connections as derived from BGP routing informiati
geolocalization technigues [17] to choose neighbors. lewe in [27], and distribute P2P nodes based on results in [2T][28
we caution that even the best such techniques can idenfifgch World topology has 1 level-1 AS, 5 level-2 ASes, and 10
a node to within 22 miles of its actual position [13], henckevel-3 ASes, hence resulting in a 16-AS network. The number
making differentiation of nodes even within the same citgf P2P nodes assigned to (level-1,level-2,level-3) ASes ar
dif cult. On the other hand, the ISP being aware of the minutas follows: World1: 1046;46; World2: 35%23;23; World3:
details of its PoP-level backbone topology, can easily bise t50;46;42. We thus have 3 different topologies, and for the
information to better rank the querying node's neighbovene World topology, 3 different ways of distributing P2P nodes
within the same city. Indeed, oracles from multiple ISPs camithin the ASes.
collaborate to build a global coordinate system [18]. Westhu Bearing in mind the memory limitations and that it is funda-
believe that ISP-aided P2P neighbor selection is a win-wmentally dif cult to simulate the Internet [29], we modeleh
solution for ISPs as well as P2P systems. topologies within SSFNet as follows. Each AS has 2 routers,
one for intra-AS node connections, and one for the inter-AS
connections between ASes. Within each AS, all the nodes are

To be able to study user behavior and its impact on PZBnnected in a star topology to the intra-AS router. The sode
system performance, we require a packet level simulaten evhave network interfaces representing typical last-hop B&d
though this limits the scale of our experiments to roughl® 7Qcable modem bandwidths, ranging from 1 Mbps to 16 Mbps,
P2P nodes. We use the Java-based, discrete-event netvemitk top-tier ASes have a larger proportion of higher bantwid
simulator SSFNet [19][20], which provides multi-protocolcustomers than the lower-tier ASes [9][20][25][28]. Thekis
multi-domain Internet modeling at and above the IP packbetween level-1 and level-2 ASes have a delay oféms,
level of detail. Network entities like IP, TCP, UDP, BGPwhile links between level-2 and level-3 ASes have a delay of
OSPF, HTTP, hosts, routers, links and LANs are supportéd 18 ms [20][30].
within it. At the application layer, we code a P2P protocdl][2
similar to Gnutella, an unstructured le-sharing systetyirey
on ooding connectivity pings and search queries to locate While we have implemented a speci ¢ protocol in SSFNet,
content [22]. Each node oods query search messagesador goal is to perform experiments that represent a large
all its connected peers, which iteratively forward it to ithe section of P2P systems in use today. Studies [31][32] have
connected peers, until the query reaches a peer that pessesisown that user behavior is largely invariant across P2P
the searched content. Such a peer then sends a query respsysems, both structured and unstructured. This means that
to the originating peer, retracing the overlay path tramgrisy factors like session lengths, content availability (frekng),
the corresponding query. Each message carries a TTL (tiopgery patterns and search strings are similar across eliffer
to live) and message ID tag. To improve scalability, nodes aP2P systems.
classi ed in a two-level hierarchy, with high-performangke We note that user behavioral patterns are in constant
trapeer nodes maintaining the overlay structure by coimgecttransition, although the broad characteristics acroderdifit
with each other and forwarding only the relevant messagggstems are comparable. Hence, we use different diswitsiti
to a small number of shielded leaf nodes. File exchanget@ simulate the behavioral patterns, some very close to ob-
carried out between the peers directly using HTTP, similaerved behavior, e.g., Weibull distributions, some thavese

I1l. METHODOLOGY

B. User Behavior models



as a comparison standard, and some that re ect worst-casdsoof 512KB size (the typical le piece size used in popular
utopian scenarios, e.g., exponential or uniform distidng. P2P systems) and is exchanged directly between the peers
We derive the parameters for each P2P user characteriaticwsing HTTP. The oracle sorts the candidate list of neighbors
careful sensitivity analysisby exploring multiple parametersbased on the following algorithm: (i) identify the nodeshiiit

for each distribution, until we achieve a representatioat thits AS, and sort them based on last-hop bandwidth, (ii) for
re ects observed user behavior within the limitations of @odes not within its AS, sort them using AS-hop distance.
simulation environment. o

Content availability: The presence of a large numbef Variation in Topology
of free-riders has been con rmed by extensive measuremenfor each topology model, we run two experiments, one with
studies [9][16][23][33]. The distribution of the number ¢ds  unmodi ed(U) P2P, another with oracle-aided and theretore
shared by each peer appears to be heavy-tailed, though tHéesed(B) P2P. In the unmodi ed case, P2P nodes go online,
is no agreement on the exact parameters. Hence, we takanect to random neighbors, search for content and exehang
different models to represent le distribution. While Wailb les, without consulting the ISP's oracle at any stage. le th
(scale=42, shape=%) and Pareto (k=100, alpha=10) casebiased case, P2P nodes consult the oracle while bootstigppi
represent realistic behavior (i.e., large number of fiders), as well as when downloading les. The bootstrapping phase
the Uniform case (min=0, max=100) is used as a comparisisnused to connect to proximal neighbors, hence setting up
base, and the Poisson case (mean=50) represents a scenaldcalized P2P topology that is correlated with the Interne
where every peer shares a constant number of les. AS topology. Nodes search for a speci ¢ content by ooding

Session lengthsChurn in P2P systems has attracted mudiueries. On nding it at a set of nodes, they again consult the
attention from researchers [31][32][34]. Again, while mosoracle to choose the best node for downloading. We model
studies agree that online session length is a heavy-tailgghtent availability and online session lengths by Weilligt
distribution, different P2P systems have been shown to ttibutions (realistic behavior). The results for all 5 tépgies
different distributions (or different parameters of themga are shown in Figure 1.
distribution) at different times of measurement [32]. Henee Content exchange:The most important metric for the end-
represent online session lengths using different didiohs user is the time taken to download content. As shown in
where Pareto (k=600, alpha®) and Weibull (scale=600, Figure 1(a), the download time per 512KB le decreases by
shape=(R) cases represent realistic behavior, Uniform cade 3 seconds (a reduction of 1634%) for all 5 topologies,
(min=1, max=600) is used as a comparison base, and Poissdten P2P users consult the ISP-hosted oracle to choose
case (mean=300) represents the scenario where almost eysoximal neighbors. We also notice that changing the inter-
peer has a constant online duration. AS delays does not have a signi cant effect on le download

Query strings: Most P2P systems are characterized bymes. Moreover, additional simulations con rm that exoga
guery search phrases of two kinds [35]: constant phrasés tifg content with a high-bandwidth peer in another AS is
aim to nd content of a particular type, e.g., mp3, rap, dvd;onsistently faster than a low-bandwidth peer in the same AS
and volatile phrases that search for a specic content, e:Bhis conrms that le download times are dominated by last-
artist or aloum name. Query popularity distributions anadio hop bandwidths [15].
across time and region are reported in [33][35]. We re ectth From the ISP point of view, the amount of le content that
by using 45% constant phrases and 45% volatile phrases femains within the ISP network boundaries more than doubles
guery strings. The rest 10% query strings are chosen suth tleai the biased P2P case, see Figure 1(b). This can result in
they do not match any content in the network. Besides, 208iect cost savings for the ISP, estimated to be in the orfler o
of all queries match only 1 or 2 content les. This enables Ul billion world-wide [2]. We note that the improvements for
to analyze the effect of P2P locality on content search.  the biased P2P system are more pronounced in World1 and
World3, as the peers are more evenly distributed across the
ASes in these topologies.

In this paper, we go beyond our previous work, by using the We conclude that while the ISP bene ts from AS-distance
following metrics to judge end-user as well as ISP expegendased neighbor selection, the benets to P2P users accrue
number of responses that each Query generates, the m8inly from last-hop bandwidth based selection, thus under
distance and overlay hop count of Query-responses, timentalscoring the need for both metrics in the oracle.
to download a single le, amount of exchanged content that Query Search: Figure 1(c) shows that there is no adverse
remains within ISP network boundaries, and total redudtion effect on the query search phase of P2P systems when nodes
P2P negotiation traf c. We perform two sets of experimentsctively consult the oracle. We actually notice an increase
() to study the effects ofvarious topologieson the above in the number of query responses per query for the biased
metrics with realistic user behavior, comparing oracliedi P2P case, which is due to a more efcient swarming of
P2P with unmodi ed P2P, (ii) to measure the effectvafious the queries (and their responses) within the localized P2P
user behavior patternsn the above metrics for oracle-aidedopology. A closer examination reveals that for the same
P2P. All the results are based on experiments with0Q0 number of unique queries, the negotiation traf c in the dagr
successful queries that result in;000 le transfers. Each le which is emanating from ooding and forwarding of queries

IV. RESULTS



and their responses, decreases by #D% in the biased P2P ISPs. Consider the median le download time in Figure 2(a).
topologies. Despite this welcome reduction in P2P tratere Even though its value varies from% 7 seconds for biased
is no adverse effect, as the number of responses per quegp, it still remains below:8 seconds for unmodi ed P2P.
actually increases. This implies that a signi cantly sreall The results for the mean AS distance of query responses are
number of duplicate messages is carried in the overlay, thaimilar. In Figure 2(b), we witness a noticeable reduction i
improving the scalability of P2P systems and reducing thbe number of AS hops between peers that send a query and
traf ¢ in the ISP network. peers that satisfy the query. Also, the mean overlay hoptcoun
The number of queries that fail to nd any content remainsf query responses in baised P2P cases remains comparable
the same for the unmodi ed as well as the biased P2P systamthat of unbiased P2P, as shown in Figure 2(c). This result
This means that even for the case of queries which matehs positive rami cations for mobile applications, whene a
only 1 or 2 content les located somewhere in the networlicrease in the overlay hop count can lead to performance
the ef cient swarming of queries in the localized topologylegradations due to processing overhead at each additional
ensures that queries nd such content. Besides, the quemyde encountered in the path. The success rate of queries
responses more often come from peers that are located wittémains the same, while the number of responses to queries
the same AS as the originating query, see Figure 1(d). Th&mains consistenly higher than that with the unmodi ed P2P
naturally leads to a decrease in the average AS distancesg$tem.
query responses per query for the biased P2P case. With regards to the graph properties, the node degree in
P2P topology: An investigation of the graph topologicalFigure 2(d) remains largely unchanged, except for the case
properties of biased overlay graphs reveals that local22d of Poisson session lengths. The results for the mean overlay
graphs maintain the nice graph properties which are typiqath length between all pairs of nodes are also similar, see
of random overlays, namely, small node degree, small graplyure 2(e). Although the graph properties are negatively
diameter, small mean path length and connectedness, eaffacted by the Poisson session length distribution, we not
under heavy node churn. The average node degree, showthat this distribution is not observed in real P2P systeresch
Figure 1(e), changes only slightly, from 18 for unmodi edAP2 we can ignore this case.
to 16 for biased P2P. The graph diameter is found to remainAnalyzing the bene ts to the ISPs, we notice in Figure 2(f)
constant at 6 7 hops, and the mean overlay path lengtthat the amount of exchanged content that remains within
between all pairs of overlay nodes increases only hominatlye ISP network boundaries across all the tested scenarios
from 2:5 hops for unmodi ed P2P to:3 hops for biased P2P, ranges from 60 80%, signi cantly more than the 10% value
see Figure 1(f). In other words, the graph structural prisgger observed in the case of unmodi ed P2P. This convincingly
of the overlay are not affected adversely when consultirspows that ISP-aided P2P neighbor selection maintains its
the oracle even under churn. Importantly, despite heave ndaene ts across different user behavior patterns. Even the
churn, the overlay graph remains connected. Even if a syiresence of a large number of free-riders, or a large nunfber o
graph gets temporarily disconnected, P2P nodes quickly peers who have very short online durations does not adyersel
establish peerings and form a connected topology. affect localized P2P topologies. The inherent dynamic d® P2
systems ensures that the overlay graph remains connealed an
maintains its nice graph structural properties, while 1SBs
Now that the bene ts of ISP-aided P2P locality have beenell as P2P systems bene t from co-operation.
established across various topology models, we analyse the
effects of user behavior on the above metrics. This helps to
reveal the effect of aggresive node churn on graph conrigctiv  In this paper, we design representative ISP/P2P topology
and query responses. We also study scenarios when a snmadtels and user behavior characteristics in a simulation
number of nodes serve most of the les in the P2P network afiddmework, and study their impact on ISP-aided bandwidth-
go of ine, to observe their impact on network performance. Ibased localized neighbor selection for P2P users. Through
other words, we determine if biased P2P maintains its benedxtensive experiments, we show that both P2P users and ISPs
across different scenarios. bene t from collaboration, measured in terms of improved
As explained in Section 111-B, we model content availalilit content download times, increased network locality of guer
as well as session lengths as Uniform, Pareto, Weibull anesponses and desired content, and overall reduction in P2P
Poisson distributions, thus giving us 16 possible comimnat traf c. While ISPs bene t from a simple AS distance-based
for the two characteristics. Hence, we run 16 different exieighbor selection, P2P users bene t mainly by peering with
periments for the biased P2P case for each topology. In thisdes possessing higher last-hop bandwidth links. Theradva
section, we focus on the World3 topology as the P2P nodeges of ISP-P2P collaboration hold across different I3P/P
are nearly evenly distributed in each of the 16 ASes, thtrspologies under a broad range of user behavior scenarios.
minimizing the effect of topology on the metrics. We now seek to further extend the oracle to consider
We see that across all the 16 combinations of contel®P's router-level topology and its routing policies, amdct
availability and online session lengths, the biased P2Bltep to dynamic network conditions by considering “available”
gies maintain their bene ts for the P2P users as well as thandwidth at bottleneck links. We are implementing the lerac

B. Variation in User Behavior
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(a) File download time - box plot [36] (b) Amount of intra-AS le exchange - bar plot

(c) Number of Query-responses per Query - box plot (d) Amount of intra-AS Query-responses per Query - box plot
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(e) Mean node degree of overlay nodes - bar plot (f) Mean overlay path length - bar plot

Fig. 1. Plots comparing unmodi ed(U) and biased(B) P2P hekd selection across 10K queries and 10K le transfers,5f@opologies
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