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Abstract

In recentstudiesaboutinter-domainroutingmessagexchangejt wasfoundoutthatthe
amountof routing updatessentby BGP routerswas severaltimesgreaterthantheoreti-
cally expected.Comingalongwith the high numberof updates|nternetroutinginstabil-
ities, rapid uctuations of network reachabilityandeventhelossof internalconnectvity
in wide-areanetworks couldbe obsered,which resultedn pacletlossandincreaseda-
tencieq17]. Furtherexaminationshave revealedthata seriouspartof suchpathological
inter-domainrouting behaiour canbe attributedto increasinguseof intra-domainrout-
ing elementsn the BGProutingprocesg23] [14]. Thisthesisexaminegheimpactof the
integrationof OSPFshortespathmetricsin the BGP routing processOurwork is based
on network simulationswhich we performedusingthe SSFNet[31] network simulator
We useda BGP implementatiorthat both appliesIGP metricsasa tie-breakingrule for
selectingbestroutesandannouncegre xeswith OSPFmetric mappedVIED attributes
to neighboringASes.Via single,AS internallink androuterfailureswe generatedSPF
routingchangesndobsenedtheeffectsonBGR. We shaw thattheimpactonglobalinter-
domainrouting dependsstronglyon numbey connectvity andBGP policy lIters of the
borderrouterslocatedin the AS whereintra-domairnrouting changesausedOSPF-BGP
interactions.
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Chapter 1

Intr oduction

1.1 Motivation

Fromtheearlybegginningsattheendof the 1960swherethe InternetancestoARPANET
was born, until todaysworldwide accessibldnternetthe world hasseena tremendous
growth andevolution of worldwide interconnectegdomputemetworks, especiallyin the
last two decades.With the numberof nodesin the networks andthe densityof links,
connectingthe nodesandthe networks with eachother the compleity of routing' has
grown. In the early dayswhennetworks weresmallandmanageableouting wasstatic
anddeterminednanuallyby systemadministratorsin the 1980sinter-networksachiered
acomplity thatmadeit necessaryo deploy routingprotocolsthatdynamicallyrespond
to topology changedy adjustingrouting information. Soonit turnedout thatthe enor
mousgrowth of destinatiorhostsand networks led to exhaustingresourceconsumption
by therouting processesTo getundercontrol explodingrouting tablesandupdatesthe
global routing was subdvided into demarcatedouting domains,so called Autonomous
SystemgqAS), which are doing relatively independentouting and aggreation of rout-
ing information when exchangingwith other domainsat their borders. The ASesare
againsubdvidedinto subdomainsalsoseparatingand Itering routinginformationand
soforth. A hierarchyof several coexisting routing protocolsand protocolimplementa-
tions hasbeendeveloped,keepinga sensitve balancebetweenoptimal routing and re-
sourceexploitation. However studiesaboutrouting behaiour in the lastfew yearshave
revealedthat this is not the caseby far! They detecteda lot of routing instabilitiesand
rapid uctuation of network reachabilityinformationin the Internet[17]! It wasfound
thattheamountof exchangedoutinginformationwasmary timesovertheirtheoretically
expectednumberandthatmostof themwereuselesanddid notre ect therealnetwork
topologicalchangesFurthermorehoseroutinginstabilitiesandinformation uctuations

When speakingof routing we meanthe processof ®nding a path from a particularsourceto ary
reachablelestinatiorwithin theinterconnectedietworks. For amoredetaileddescriptionseechapter2.1
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2 CHAPTER1. INTRODUCTION

canpropagatdrom nodeto nodethroughoutseveralnetwork domainsandthusmay cost
datalossin severaldataconnectionsgelaysin theroutingprocessandadditionalresource
overheadvhen ltering andmatchingunnecessargoutinginformation. But whatarethe
reasongor suchadisastrousievelopment?

Recentlymoreand more peoplebeganwith a closerexaminationof the origins of these
phenomenal2] for examplefound out that the hierarchicalorganisationof the Internet
is disintggrating by continuouslysettingup newv exchangepoints and peeringrelations
betweernthe AutonomousSystems But alsonew routeattributeslike BGP communities
[9] [6] and especiallythe upcomingconnectionbetweeninter andintra-domainrouting
hierarchyhave underminedhe relative strongly demarcatedouting domainsandcause
more andmorerouting updatetrafc [23]. Besidessomebugsin routing softwareim-
plementationsiscon guredprotocolsandoscillatinghardwarefailures,the couplingof
intra-domairroutingelementslik e IGP pathlengths(metrics) to inter-domainroutingel-
ementdike the BGP MED attribute seemgo be oneof themainresponsiblgartyfor the
occurringroutinganomalie$23]. By directinginter-domaintraf c basednintra-domain
information, InternetServiceProviders (ISP) found a powerful alternatve to speedup
trafc o wsandreducetraf c loadtransitingtheir ASes.But via the connectiorof intra-
domainwith inter-domainrouting,otherwiseocally limited routingchangesow getvis-
ibly to globalrouting. ThemorelSPspursuesuchanapproachthemorelikely it is thata
singlechangdn intra-domainroutingwill inducea globalchainreactionin inter-domain
routing.

Theinteractiondbetweerroutingprotocolslike OSPFvintra-domainandBGP4(inter-
domain)haven't beenstudiedsufciently yet. In additiontherearemary openquestions
concernindguture developmentsandusageof routing protocolsthatmay intensify thein-
teractioneffects. Trafc Engineeringor exampleis a topic of highly interest.Although
it is not clearwhethera combinedrouting andtraf c engineeringorotocolwill be ever
deployedin the future, thereare however seriousattemptsto do Trafc Engineeringon
top of traditional routing protocols[36]. In this context it is of particularconcern,to
useoptimalintervalswhenapplyinglink changesandto know whatimpactsthoselittle
changesnayhave on globalrouting.

In thisthesiswe aregoingto shaw potentialeffectsthatinteractiondetweeralocalanda
globalroutingprotocolmaytrigger. We analysdifferentinteractioncausale®ntheirim-
pactandtry to answetrthe questionhow to reduceor to avoid theseimpacts.Our work is
basedon simulatednetwork ervironmentsncluding speci ¢ implementation®f anintra
andinterdomainrouting protocol. The protocolinteractionswveresimulatedin a single
complex network topology which is a simpli ed adaptionof someU.S. ISPsbackbone
networks. To betterunderstandhein uence of intra-domairnrouting, we attachedartic-
ular importanceto the analysisof sucha protocol's behaiour. The next sectiongivesa
moredetailedoutline of our work.
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1.2 Outline

We baginin chapter2 with anintroductionof severalroutingspeci ¢ terms whichwe use
in the courseof this thesis.Subsequentlyve give a shortdescriptionof the intra-domain
routing protocolOSPFv2andtheinterdomainrouting protocolBGP4. Our analysishas
concentratean thesetwo routing protocols. The chapterendswith a few wordsabout
the network simulatorSSFNe{31] thatwasusedto performthe simulations.Sincerout-
ing behaiour is extremelydependenbn the underlyingnetwork topology we presenin
chapter3 the topologieswe usedto study OSPFS routing behaiour andits interaction
with BGP. We explainthedif culties of nding anadequateopologyfor the OSPF-BGP
interactionsandjustify the design. In chapter4 we nally begin with the actualanaly-
sisof ourwork. The chapterdealsexclusively with the routing behaiour of the Interior
Gatevay ProtocolOSPEWe presenin detailtheindividual parametricandtopological
impactson load and corvergencetime of this protocol. The ndings from theseexami-
nationsareusedlaterto understandhe context of todaysandpossiblefuture OSPF-BGP
interactions. Thereafteiwe study the actual OSPF-BGRFinteractionsin chapter5. Our
work hasconcentrate@n the useof OSPFshortesipathmetricsin tie-breakingrulesof
the BGP bestpathselectionalgorithm. Besidesthe regular useof IGP metricswe also
deployed IGP metricmappedMED attributes. Triggeredby single, AS interior link and
router failures,we studiedsort and scaleof OSPF-BGPinteractioneffects. Chapter4
and5 bothendwith a conclusiorwherewe summarise@ur ndings. Thethesis nishes
with a conclusionin chapter6 wherewe brie y resumeour work andpoint out the main
results.
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Chapter 2

Background

In this chaptemwe provide explanationsanddescriptionf terms,protocolsandtools to
understandhebackgrounaf ourwork. We begin with aseriesof termsusedin computer
networking. Thereaftemwe aregoingto introducethe routing protocolsOSPFand BGP
which we usedto studyinteractionsbetweenintra andinter-domainrouting. In the last
sectionwe give a brief descriptionof SSFNetthe network simulatorwe usedto generate
our network scenariogndthe protocoldatathatwe analysdan chapte4 and>5.

2.1 Routing in the Inter net

When exchangingdatabetweenend-systemsn computernetworks, one questionthat
arisesis: How doesdatatravel from a senderA to a recever B? In a network like
todayslinternet,that containsmore than 170 millions of suchend-systemsalled hosts
[15], which aredistributedaroundtheworld, ef cient navigationis a quite complex task.
Due to the geographicablistancesbetweenthe hosts,the bulk of themis not directly
connectedIn factalarge meshof special-purposeomputerscalledrouters is deployed
to ensureconnectvity betweenthe hosts. Routersand hostsform the nodesin a huge
network beinginterconnectedsia variousmedia, which we simply refer to as“links”.
Apartfrom someotherrequirementshe routershave two generakasks:

1. They do datatransitbetweenhostsby forwardingincomingdatahop by hop, i.e.
routerby routeruntil it reacheshe destinatiorhost.

2. They haveto provide correct,|oop-freeroutesthroughthenetworkin orderthatdata
trafc can o w via theseroutesfrom arny sourcehostto any reachablalestination.

The rst taskis calleddataforwarding the secondrouting andboth areachieved sepa-
rately by specialsoftwarealgorithmscalled protocolswhich arerunningdistributedand

lWhenspeakingf routerswe mear@level threelnternetProtocolpacket switches{27]
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6 CHAPTERZ2. BACKGROUND

decentralisedn all routers.Currentlythe mostwidespreadlataforwardingprotocolde-
ployedin the Internetis the I nternetProtocol (IP) [16]. For the routing however, dueto
its highercompleity in comparisorwith dataforwardingandthe differentdemandsn
it, thereare several protocolsin usetoday like for exampleRIPv2 [29], OSPFv2[27],
IS-IS [21], Appletalk[4], BGP4[1] andothers. But althoughtheseprocessesjatafor-
warding and routing, are executedby separatgrotocols,they areyet correlatedin the
way thatwhendoing dataforwardingthe routertriesto senddatato a destinatiorby use
of information gainedfrom the routing process.For that reasona commoninterfaceis
usedby both which is the routing or forwarding table?. After calculating,the routing
protocolstoresthe bestroutesto ary reachablelestinationn this table. Thoseroutesor
pathsconsistof asetof pathdescribingattributes lik e for instancegheaddres®f thenext
node(next hop)onthepathto thedestinationthenameof theinterfacecardthatconnects
to thelink leadingto thenodeandsoon. The setsform routeentriesandthey arekeyed
by the correspondingoute’s destinatioraddressSowhenarouterrecevesa datapaclet
thatis not destinedfor a local attachecdhost,thenit's dataforwarding protocolinstance
(mostly IP) performsa tablelookup for the pacletsdestinatiorand hopefully getsback
the necessarynformationto forward the datato the next hop routeron the bestpathto-
wardsthereceving host. If so,the pacletis sentto thatnext hop. This procesgepeats
on eachrouter(hop)on theway to the destinatioruntil the datapacletis deliveredto the
recever host.

Although this is an easymechanisnfor transportingdatafrom A to B, it doesnt scale
for somereasonsAs mentionedbeforethe Internetis a hugenetwork, containingmore
than170million hostsandit grows constantly Storinga singlerouteentryfor eachhost
on eachrouter would thereforebe impossibleto manageef ciently (accesgimes,stor
agecapacities).Moreover routesare not static! Due to its dimensionschangesn the
Internets structureappearquite often. Hard- and Software usedin networks may fail
or may be shutdown for maintenancer upgradesand then againget back operating.
In addition,new hosts,routers,links and othercomponentsre addedby andby. That
leadsto a permanentlychangingnetwork topologyandof coursechangingoestpaths.To
maintainthe paths,routing protocolinstancesnustrespondquickly to suchchangesy
communicatinghemto all routersvia topology updatesandthenrecalculatingthe best
paths. But a single routing protocolrunningdistributed on all routers,doing the entire
Internetsroutingprocessvould beaffectedby sucha highfrequeng of changesamount
of updatessentin respondgo the changesupdatepropagatiortimesandof coursepath
calculationoverheadon therouters that sensiblerouting wouldn't be possiblearymore.
In additionthe Internetis not a homogeneousetwork underthe control of oneauthori-
tative administrator Insteadit is composedf mary networks of differentsizes,owned
andadministratedy several Il nternetService Providers(ISP), universities,privatecom-
panies,andothers. They all have their own ideaof directingtrafc within their domain

2In SSFNetheforwardingtableis calledIP FIB (IP Forwardingl nformationBase).
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andtransitingtheir domain.

(D—(e) é

a) point-to-point network b) broadcast network

Figure 2.1: Exampledor simplenetworks

Sohow thenis routingin the Internetperformed?To answerthatquestionwe rst have
to askfor the structureof the Internet. Todaysinternetis often called a network, but
it isn't just a setof routersand hoststhat are somehav interconnected lts structureis
ratherdescribedasa network of networks organisedmore or lesshierarchically At the
bottom,we have small subnetvorks (subnets)inking only a few hostsandrouters.The
smallestpossiblesubnets a simplelink connectingwo network nodesandit's calleda
point-to-pointlink (ptp-link) or point-to-pointnetwork (ptp-network). Whenmorethan
two nodesare connectedsia onecommonlink thenit is often doneby usinga so called
broadcastmedi& like Ethernet. Figure 2.1 shows graphs,sketchingexamplesfor both
kinds of networks. Circlesdepictsroutersor hostsandbold lines representéinks. All
network nodesareidenti ed by a particular uniqueaddressvhich mustbe speci ed as
destinationraddressvhendatais sentto the node. To simplify matters,we assumenere
that hostsarethe only nodes,datacanbe sentto. Suchhostaddresseareencodedn a
specialformatwhichis a 32-bit Stringdividedinto two parts.The rst partis thenetwork
part, which takesusuallythe rst 8, 16 or 24 bits of the Stringandaddressethe network
to whichthedestinatiorhostis attached Therestdenoteghe hostpart thataddressethe
destinatiorhostitself relative to the network. Thoseaddressearecommonlyknown as
IP addresse$33].

Via thefeaturesof “subnetting”,thatis the division of anIP addresshostpartinto a sub-
netandahostID [18] and“classlessnter-domainrouting” (CIDR), thatis theaggreation
of multiple IP addressessharinga particularportion of high-orderbits, into a singleIP
addresg3] [8], ahierarchyof subnetsvashbuilt, whereeachof the subnetdormsaniso-
latedaddresslomainof acommonaddresspace At thetop of this hierarchythereare,so
calledAutonomousSystemyqAS), i.e. largenetworksundertheadministratiorof asingle
ISR, university or otherorganisations.TheseASes,interconnecteanostly by fast, high
bandwidthptp-links, form the Internet. Due to competitionbetweenthe operatorsthe

3They differ from non-broadcasmediaby their specialbroadcasaddress Datasentto this addresss
deliveredto all routersandhostsattachedo the broadcaslink
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ASesnotonly represenisolatedaddressilomainsout alsoisolatedroutingdomains.That
meansyoutingis performedby differentkinds of protocols.On ahighlevelit is realized
outside,.e. betweerthe ASesby anExterior Gatevay Protocol (EGP).We call this kind
of routing inter-domainor inter-AS routing. On a local level, variousl nterior Gatevay
Protocols(IGP) aredeployedto performtherouting processnsidethe ASes.Routingon
IGP levelis calledintra-domainor intra-ASrouting. Via subnettingandaddresaggrea-
tion (CIDR) it is possibleto describeghewholeaddresspaceof anAS by asingleaddress
pre x matchingtheaddressesf all nodedocatedwithin the AS. At the AS' borderghese
pre x esareexchangedvith neighbouringASesvia so called ASborder routers. These
routersbelongto a particularAS, yet areconnectedo oneor moreneighbouringASes.
Thusinsteadof announcinga singleroutefor eachhostlocatedin any subnetof the AS,
asinglepre x is sufcient to describeeachabilityof all intra-domainocations.Thusthe
size of routing tablescanbe reducedby several ordersof magnitudeandISPsare able
to hidethe detailsof their AS-internalnetwork structure.To propagatehosereachability
informationamongthe ASesandto provide apre x basednter-domainrouting,asingle
EGPcalledBorderGatavay Protocol (BGP)is deplgyedin the Internet. Within anAS,
dueto thefactthat ASesareunderthe administrationof a singleorganisationa shortest
pathrouting to single hostsand subnetss usually deployed. To reducethe amountof
routingupdatesthe propagationiimesandthesizeof routingtablesin intra-domairrout-
ing, sometimesnorethanoneIGP is used. In combinationwith the subnettingfeature
the AS-interiorroutingdomainthusmay be subdvidedinto isolatedaddressandrouting
domainsexchangingaggregatedrouting informationat their borders.On the otherhand
therearelGPslik e the Open ShortestPath First (OSPF)routing protocol,which canbe
con guredto setup isolatedroutingdomains(areas}thatareyet underthe control of the
samelGP. We comebackto thatin section2.2.1.
Thisentiredesignbreakgheproblematiadown into piecessimpli es it andenablesarel-
atively stableandef cient routing. Isolatedroutingdomaindimit theimpactof topology
changedo local domains. Addressaggrgationand pre x basedrouting savesrouting
tablespace. AutonomousSystemshide andprotectnetwork structurefrom competitors
andthemoreor lessstrict separatiomf inter andintra-domairroutingreducegsheamount
of routingtrafc, updatepropagatiortimesand nally the routing calculationoverhead
that is generatedvhenthe topology of the network haschangedsomevhere. The last
pointsare extremelyimportant. The numberof updatesthe propagatiortimesandthe
calculationoverheacdhave a big impacton the convergencetime of routing protocols.By
convergencewne denotethe procesghatstartsatthetime, achangen thenetwork'stopol-
ogy occurredand endsafter the last routerin the routing domaindetectedhe change,
calculatecthe new bestpathsandappliedthe changego ary forwardingtable. We call
the time periodwherethe network passeghroughthat processhe corvergencetime or
convergencephase Sowhenaroutingprotocolcorvemes it is in theproces®f updating
its view of the network's topologyandcalculatingthe new bestpaths. But what exactly
is a “best path” or “bestroute”? Thereis no preciseanswerto this questionsincethere
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aredifferentdemandson routing protocolsandthuson the paths.We will dealwith that
in moredetailin the next sectionwherewe describehow intra andinter-domainrouting
is accomplishedising OSPFand BGR In this sectionwe presentthe basicknowledge
thatis neededo understandhe interactionsbetweeran IGP like OSPFandtheinter-AS
routing protocol BGP. The core of this interactionis basedon the BGP routing starte-
gies hot potatorouting [14] and cold potatorouting Thesestratgiesbothtie BGP to
the AS-interiorIGPsin the way that BGP selectsamongmultiple “equally good” routes
to a destinationpre x, the one having the shortestdistancein the senseof the IGPsin
the respectie AS*. By anincreaseditilisation, thesestratgies becomea powerful tool
to reducedatatraf c load within AutonomousSystemssincedatatrafc now takesthe
shortestpathsthroughthe relative ASes. But it alsoleadsto otherwiseisolatedintra-
domainrouting informationin ltrating into the inter-AS routing domain. With it, local
intra-domairroutinginstabilitiescangetglobally visible [23]. Thisagaincauses higher
amountof routing updatetraf c, longer propagationtimes, more calculationoverhead
andtherefordongerandmorefrequentcorvergencephasesAt theendahigh measuref
instability in theglobalroutingprocessnayresultfrom that,causingossesn datatraf c
andincreasedetwork lateng [17].

2.2 DeployedInter net Routing Protocols

We yetaddressetveforethatthe Internetis subdvidedinto ASsandthatroutingis done
moreor lessseparatelyputsideandinsideof thoseASes.But dueto theincreaseditilisa-
tion of hotandcold potatoroutingstratgies,dynamicsdbhetweerBGP andIGPscanarise.
To closerexaminethesedynamicswve have to understandhefunctionalityof theinvolved
protocolsrst to getthebasicknowledgeabouttheir characterOurwork hasconcentrated
on OSPF-BGHnteractionsij.e. theimpactthat OSPFroutinginformationmight have on
BGP Thereforewe are going to give a shortoutline aboutbodywork andfunctionality
of thoseprotocolsin this section. In caseof OSPFwe restrictour descriptiongo the
componentshat contributeto corvergencetime andthe backgroundo understandhese
components.For a detailedspeci cation of the OSPFarchitecturepleasesee[24] and
[27]. ConcerningBGP we only give an abstractsincewe aregoingto studytheimpact
thatOSPFhason BGPandnot BGPitself or BGP-OSPFHnteractionsj.e. theimpactthat
BGPinformationmay have on OSPFE For moreinformationaboutBGP see[1] and[7].

4An exactdescriptionof hotandcold potatoroutingwill begivenlateronwhenwe have introducedhe
necessaryerms
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2.2.1 An Intr oductionto OSPF

In todaysinternettherearetwo generakateyoriesof Interior Gatevay Protocols Onedif-
ferentiatebetweerdistance-vectorandlink-staterouting protocols.OSPFis a link-state
routingprotocolandwasexpresslydesignedor the TCP/IPprotocolstack[24]. Running
distributed,it exchangesouting informationbetweenthe routersof its routing domain.
To transportheseinformation, OSPFmakesuseof IP as“transport”protocol. SincelP's
forwardingis basedon OSPFs5 routing, OSPFonly sendsdatato routersthatareknown
beforeor detectedvia its Hello Protocol (seenext paragraph).The routing information
againconsistsof small piecesof data,describingthe currentstateof particularnetwork
parts.On the onehandthis includesthelocal environmentof a routeron which OSPFis
running,i.e. thestateof its locally attachedinks. Thisis wherethenamelink-statecomes
from. On the otherhandthat might alsoinclude subnetdescriptiondearnedfrom other
areaswithin the routing domain(seeparagraptHierar chical Routing), culminatingin
informationaboutpre x eslearnedfrom otherrouting protocols.We denotethesepieces
of routinginformationasL ink StateAdvertisement$L SA). Eachroutergeneratesatleast
oneLSA, arouterLSAthatdescribeghe stateof its locally attachedinks. OSPFstores
LSAsin socalledLink-StateDatabasegLS Databases).

Via LSA distribution throughoutthe routing domair? eachrouteris ableto accumulate
LSAsgeneratedby otherroutersin its LS DatabaseAs it is thecasewith apuzzle,OSPF
thenassemblea network topologyfrom theinformationgainedfrom theinstalledLSAs.
Figure2.2 shonvs a sampletopologycomposeaf four routersall supposedo run OSPF
Theleft sideshownsthe situationwhenOSPFwasjust started Annotatedo eachrouteris
the guratively representedndividual routerLSA this router contributesby describing
its local ervironment.In thefurtherprocessherouterstry to establistbidirectionalcom-
municationwith their directly attachedeighbourslf bidirectionalcommunicatiorcould
be establishedthe LSAs storedin therespectie LS Databasesreexchanged.Whena
new LSA or anew instanceof analreadyknown LSA, asocalledLSAupdateis receved
from a neighbourit is propagatedo the otherneighbours.This mechanisnensureghat
eachrouterrecevesa copy of this LSA. At the endall routershave storedall available
LSAs in their LS Databasesyhich meanghatthe contentsare exactly the same.When
this stateis reachedhe databasearesaidto be synchronisedTheright pictureof gure
2.2 shows the situationwhenall LSAs are exchanged.Annotatedto eachrouteris the
illustratedcontentof its synchronisedlatabaseWe assumeénerethatbidirectionalcom-
municationcould be establishedbetweenrall pairsof neighbouringouters.

Now that eachrouterhasa consistentview of the network topology it is ableto indi-
vidually computebestpathsto eachreachablelestination(i.e. known by anLSA). As it
is denotedby the name,OSPFis a shortespathrouting protocol. Thatmeansjn OSPF
termsabestpathis apaththathastheshortestlistanceo its destination.To determinghe

5An examplefor adistance-ectorprotocolis RIP. A speci®catiorof RIP canbefoundin [29]
6Somel SAs aresubjectedo restrictionsconcerningdistribution. See[27].



2.2. DEPLOYED INTERNET ROUTING PROTOCOLS 11

oX ® o)

€y €9

" A S

LS Databases at start LS Databases when synchronized

Figure 2.2: Exampletopologywith annotated.S Databas&ontents

distancegachlink beingpartof the OSPFroutingdomainis assigned particularmetric
We will alsoreferto ascostor weight Theselink metricsare positive naturalnumbers
assignedy the network administrator& Usually their valuesare gearedo thelink de-
laysor transmissionimes[24]. OSPFnow de nesthedistanceof a path,sometimeslso
calledthe pathlength asits metric. Sincea pathis a seriesof links leadingfrom asource
to adestinationits accordingpathmetricis the sumof the metricsof all of its composing
links. Thereforetheshortespathto a destinatioris the pathwith theshortespathmetric.
OSPFcalculatedoop-free,shortestpathsusing Dijkstra's ShortestPath First (SPF)al-
gorithm[19]. Settingitself asroot nodeandrunningthe SPFalgorithmon thetopology
graphprovidedby the LSAsin the databasegachrouter's OSPFsessiorcomputesanin-
dividual ShortestPath Tree(SPT)thatprovidesthedesiredoutesto all reachabla@lestina-
tions. Figure2.3shaws, ontheleft side,the sampletopologyof gure 2.2with annotated
link weights. The right side depictsthe resultingshortesipathgraphthat representshe
individual SPT of eachrouter Fromthe shortesipaths,the next hop routerson the way
to the destinationsandthe appropriatenterfacecardsto forward datato thosenext hops
(forwarding interface canbe derived. Togethemwith someotherattributes,routeentries
arebuilt from theseinformationandthe IP forwardingtableis updatedaccordingly
Since eachrouter computests routesin the samemannerbasedon the samedata, all
routershave a consistentziew of reachablalestinationsandthe properroutes.Thusdata
trafc follows pathsthat are exactly predeterminedrom the rst hopon. To guarantee
thatthisis the caseindeed two thingsmustbe assured:

Link-Stateinformationgainedfrom the LSAs mustbekeptup to date.

Link-StateDatabasemustbe keptsynchronised.

“Actually metricsarenot assignedo links but to interfacesconnectinghe routersto thelinks. Thisis
done,to allow for asymmetrigaths but sincewe don't work with asymmetrigpathsin this thesis,we may
simplify thematter
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Sample topology with asssigned link weights Shortest path tree of each route

Figure 2.3: Exampletopologywith weightedlinks andresultingSPT

Otherwiseit could not be ensuredthat sensiblerouting tablesare computed. For this
reasonOSPFis equippedwith mechanismso establisrand maintainbidirectionalcon-
nectionswith otherOSPFspeakingoutersandto reliabledistribute LSAs via thosecon-
nections. Given that thesemechanismsnake substantialcontributionsto cornvergence
time, we aregoingto discusgshemin moredetailin thefollowing paragraphs.

The OSPFHello Protocol

To senddatareliablefrom anetwork nodeA to anetwork nodeB, abidirectionalconnec-
tion betweenrA andB is required rstly , sothatA's datamayreachB andB's acknavl-
edgementor the receved datamayreachA. As we suggestedbefore,thereis no direct
communicatiorbetweerall OSPFnstancesn theroutingdomain.LSAs areratherprop-
agatedrom routerto router ThereforeOSPFreducegshe problemof bidirectionalcom-
municationto directly linked, neighbouringrouters. Consequentlytwo arbitrary OSPF
routershave abidirectionalconnectionif all links composinghis connectiorarebidirec-
tional. The mechanisnthatestablishesindmaintainsbidirectionalconnectity between
neighbourss the OSPFHello Protocol Via the router's interfacecardsit periodically
sendsout special OSPFpaclets, the hello-padets (hellog. The interval at which such
pacletsare sentout is referredto as hello-intervalandits default valueis 10 seconds,
accordingto [27]. If arouterrecevesa hello from a neighbouythenit knows thatthere
is an, at leastunidirectionalconnectiorto this neighbourvia the receving interface. To
make surethatthis connections bidirectionaltoo, a hello carrieswith it alist on which
eachneighbouris recordedof whom a hello washeardrecently Thusdependenbn the
interfaceon which it is sentout, the hello-paclet carriesthe identi ers of all neighbours
whosehelloshave beenseernrecentlyon thatinterface.If arouterrecevesahellofrom a
neighbourandseests own identi er onthelist, thenit knowsthatthereis a bidirectional
connectiorto thatneighbour This mechanisms partof a statemachinethatdetermines
thestateof therelationshipo eachdiscovered neighbouringouter It'scalled,theNeigh-
bour StateMachine (NSM). Figure 2.4 shavs an excerptof the NSM, con ning on the
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partof the Hello Protocol. Eachstateof this automatorrepresents particularstatein a
neighbourelationship.The statesarecomputedndividually for eachneighbourto keep

inactivity timer expired

1 way received

1 way received 2 way received

. 4

2 way received

Figure 2.4: TheHello Protocol(Excerptfrom the NeighbourStateMachine)

track aboutthe connectionrandexchangedouting data. They arerecordedamongother
informationin NeighbourData Structues[27]. Eachtime an OSPFrouterdetectsa new
neighbouron oneof its interfacecards,i.e. therouterreceveda hello from it via thatin-
terfacefor the rst time, anew NeighbourDataStructures setup. If theroutercouldnt
nd itself on the neighbourlist of a hello (1-way-receved), the stateof the relationship
is turnedto “Init” (initial), meaningthatthe connections supposedo be unidirectional.
Similarly transition“2-way-receved” is traversedwhenthe connectionvasfoundto be
bidirectionalasde ned before. In state“Init” or higher the routeraddsthe neighbours
identi er to the neighbourlist of its hellos sentout the interface. In state“Down” the
connectiorto the neighbouris supposedo be brokenoff completelyandtheidenti er is
removedfrom thelist.

Becauséhellosare sentandthusreceved periodically it is easyto determinewhethera
connections still bidirectional,wentdown from a higherstateto unidirectional(Init) or
againbecameidirectional.But whenis aneighbourrelationshipdeclaredo be“Down”?
OSPFestimateghattime by assigninganinactivity-timerto eachneighbourrelationship.
Whenthe rst hello from the neighbourwasreceved, thetimer is started.It is restarted
every time a new hello washeardof it. If it expires,no hello hasbeenreceved for a
period of time andthe connectionis declaredto be “Down”. This periodis calledthe
routerdead-intervalor simply dead-interval Usuallyit is setagainstthe hello-interval
thatis threeor four timeslargerthanit, takinginto accounthatpacletlossesmayoccur
Thedefaultvalue,accordingo [27] is 40 seconds.

Reliable Flooding

Having detectedh changen the network's topology for examplea failing link or a new
routerjoining theroutingdomain thedetectingDSPFoutersgenerateewn LSAsdescrib-
ing the changedopologypartandbegin with the distribution of theseL SAs to the other
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OSPFroutersin the routing domain. As mentionedbefore, OSPFusesIP astransport
protocolto exchangeoutinginformation. SincelP is a besteffort dataforwardingproto-
col, without guaranteeingorrectdatatransmissionOSPFmustimplementan adequate
mechanisnto assureaeliabletransportation.This mechanisms calledreliable ooding
processor just ooding. In this processeachrouter that receved a nev LSA or LSA
update s responsibldor transmittingthis LSA reliableto all of its adjacenneighbours.
A neighbouringDSPFrouteris calledadjacentjf it is directly attachedvia a singlelink
andtherelationshipto this routeris in a particularstate.In this state the connectindink
was found to be bidirectionalandit is allowed to exchangelL. SAs with the neighbou?.
With this mechanisnit is ensuredhatLSAs arepropagatingr ooding routerby router
thoughtheroutingdomain.To getareliable ooding, thetransmissiorof LSAs between
two adjacenOSPFneighboursnustbe madereliable. OSPFprovidestwo kindsof pack-
etsfor thatpurposeln alink-stateupdatepaclet (LS Update)the LSAsto be ooded are
storedandsentout to the adjacenineighbour Via a link-stateAcknowledgemenpaclet
(LS Ack) the recever sendsback acknavledgementgor eachreceved, non-corrupted
LSA. If the senderrecevesan LS Ack, it extractsthe acknavledgementsand checks
which of the LSAs sentin thelastLS Updatehave beenacknavledged.LSAs thatwere
notacknavledgedmustbe retransmittedFor thatreasorthe senderprovidesa link-state
retransmissiofiist for eachNeighbourDataStructureanda retransmissiotimer. Onthe
link-stateretransmissionist it keepsall LSAs that mustbe transmittedand are not yet
acknavledged.In casean LSA wasacknavledged,it is removedfrom thatlist. There-
transmissioimer ensureshattheremainingLSAs areretransmittect constantntervals
until thelist is empty Theinterval atwhich LSAs areretransmitteds determinedy the
con gurable rxmt-intervalparameterand hasa default value of 5 secondsaccordingto
[27]. Acknowledgementsiresentbackalmostimmediatelyafterreceiptof the LSA. To
avoid sendingto much LS Acks, acknavledgementsare sometimeddelayed,suchthat
they canbebundledin asingleLS Ack. Thedelaytimeis referredto asdelayed-ak-time
andshouldbe smallerthanrxmt-intenal to preventunnecessargetransmissions.
Viathereliable ooding processOQSPFexchangesanddistributesalmostall of its LSAs.
An exceptionis the procesavhenexchangingLS Databasebetweertwo routersthatare
establishingan adjaceng. This processs more or lessuncoupledfrom reliable ood-
ing and usesadditionalpacletslik e DatabaséDescriptionand LS Requespaclets. Its
mechanisnof reliabledataexchangdas however similar.

Hierar chical Routing

We mentionedeforethatdividing routingin isolatedroutingdomainss a goodstratey
to hidepartsof thenetwork'sinfrastructurefo reducehememoryconsumptiorof routing
tablesandto limit theimpactof topologychangeslik e the link-bandwidthconsumption

8For a detailedexplanatiorwhenwhich routermaybecomeor is adjacenpleasesee[27]
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by routing updatesandthe routing table calculationoverheadon the routers. Within an
AS the needfor hiding the network structuremight be not so high sincean AS is usually
underthe controlof asinglenetwork administrator Thecontainmenbf resourcaequire-
mentshoweveris of greatinterest,sinceASesusuallycompriselarge networks.

OSPFis an IGP that is capableto reduceits resourcerequirementsdy subdviding its
routingdomaininto so calledareas Thoseareasarerelatively isolatedrouting domains
running a separatedopy of the basicOSPFrouting algorithm. That meansthat each
router provides a separatdink-state databasdor eachareait is connectedo andalso
calculatesseparateéSPTsfor its areas. The separatedouting informationis exchanged
betweenareasvia a specialbadkbonearea To do so, all areashave to be somehav
connectedo the backbonearea,physicallyor virtually by so calledareaborder routers
(ABR). The ABRs usuallyaggreaterouting informationinto IP addresgre x esbefore
forwardingit into the backbone.Thussimilar to BGP, routing betweenareass mostly
pre x based.The backboneagainmakesthesepre x esavailableto the otherareasIn so
doing,thebackboneareais determinedo provide transitfor datatraf c originatedin any
non-backbonareadestinedor ary other To beableto directdatatrafc to destinations
outsideits routingdomain,OSPFcanimport routinginformation. SpecialOSPFrouters,
the ASboundaryrouters (ASBR) learnaddressre x esfrom otherroutingprotocolslike
for instanceBGPR, andannounceghemin the OSPFrouting domain. To protectagainst
a ood of externaldestinationpre xes,in ating the routing tables,OSPFmay be con-
gured to declareareasto be “stub”. Such“stub areas”refuseall routing information
comingfrom outsidethe AS andinsteadrely on default routesleadingto routerswhich
know aboutthedestination.

This sophisticatedouting hierarchyenablesa resource-sang but still ef cient IGP rout-
ing. Moreover the principle of a backboneareawasadoptedoy mary network operators
whenthey wereorganisingtheir ASes[22]. UsuallyanAS is designechierarchically At
thetopthereis a backbonenetwork consistingof powerful routersvery denselyintercon-
nectedvia high-speedndhigh-bandwidtHinks, connectingo otherASesandproviding
transitfor all kindsof traf c (intra-AS,intra-to-interAS andalsointer-AS). Beneaththat
level, attachedto the backbonesub-networks connectingto customersare located. It
is self-evidentthat routing within thosesubnetss usuallysomehav separatedrom the
backboneWe comebackto thetopologicalaspectsn chapter3.2wherewe describeour
designdecisiondor our simulatednetwork environments.

2.2.2 An Intr oduction to BGP

TheBorderGatewvay Protocolis the defactostandardnter-Autonomous-Systemouting
protocoldeplo/edin todaysinternet. Its primaryfunctionis the exchangeof AS reacha-
bility informationwith otherBGPrunningsystemgBGP spealers). We call a unit of this
informationa routeor routeinformation It consistsof a destinatiorpre X, aggreating
theaddresslomainof an AS, anda numberof pathattributesdescribingthe pathto that
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destination.By collectingthoseroutesandapplyingsome ltering rules(policies, BGP
constructsa loop-freegraphof AS connectvity. Similarto OSPFEBGP providesmecha-
nismsfor establishingand maintainingconnectiondetweenBGP spealers, exchanging
routing informationdatabasesjetectingerrorsin connection@andotherrequirements$o
accomplishts task. But in contrasto OSPEBGP wasnot developedto do shortespath
routingin rst place,althoughit is capableto do that. It wasratherdesignedo be able
to directtraf ¢ accordingto the needsandpoliciesof the network operators A bestpath
in BGPis thereforenot inevitably a shortespath. Its selectionusuallydependon mary
of its pathattributes,not only on its pathlength. Whenchoosingamongseveral routes
having in commona particulardestinationpre X, the pathattributesof theseroutesare
successiely comparedvith eachother Theroutewhosepathattributesful | bestcertain
criteria, becomedhe preferredbestroute. We will comebackto the selectionprocess
later on whenwe have introducedsomeof the pathattributes. We referto it asthe BGP
bestpathselectiomalgorithm
As mentionedeforeBGP exchangesoutesbetweenAutonomousSystems.To do so, it
formspeeringsessions$o otherBGPspealers,similarto the OSPFadjacenciesin apeer
ing sessionfwo BGP spealers,the peess, exchangerouting informationvia a common
connectionPeergdon't have to bedirectly connectedTo transmitdatathey rely onlocal
routing andthe Internets popularreliable datatransportprotocol TCP [37]. ThusBGP
candispensavith any precautionggainsidatalossandcorruption.If anAS hasmultiple
BGP spealkrshaving peeringsessiongpeering with BGP spealerslocatedin different
ASes,therebymaking available transitservicefor other ASes,a consistentview of the
BGProuteswithin thatAS mustbe ensuredThis is usuallydoneby establishingpeering
sessiondetweereachpair of AS-interiorBGP spealersandcon guring acommonsetof
policieswithin the AS. In addition,whentransitservicefor otherASesis provided, par
ticular caremustbetakento ensureghatthe AS-interiorroutersareawareof theroutesto
which transitis enabled.A simplebut not soef cient methodto guaranteghis, is to set
up BGPspealerson eachrouter
Whena BGP spealer recevesroutesfrom its peers,it usually Iters theseroutesbefore
they arestoredin RoutinglinformationBaseqRIB) andfurtherpropagatedo otherpeers.
The ltering is done,becauseoutingon inter-domainlevel dependstronglyon business
agreementsnadebetweenthe organisationsvhich administerthe ASes. Using special
Itering policies,con guredindividually onthe BGP speakingsystemsit is ensuredhat
only thoseroutesparticipatein the routing processthat do not breacharny agreement
whendatatraf ¢ is directedvia theseroutes.After Itering, theremainingroutesarede-
positedin RIBs called Adj-RIBs-In. Thereuponfor eachacceptediestinationpre X, a
singlerouteis selectedrom the Adj-RIBs-In via the BGP bestpathselectionalgorithm
andinstalledin thelocal RIB (Loc-RIB). EachBGP spealer hasexactly one Loc-RIB.
Routesstoredherearealsoinstalledin the IP forwardingtableto be usedin theforward-
ing processandmay be propagatedo otherBGP peers.The propagatiordependsagain
on ltering policies. A BGP spealer thereforemaintainsfor eachpeeran Adj-RIB-Out
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whereit storegheindividually Itered Loc-RIB routeswhich areto beannouncedo that
peer ConcerninganinteractionbetweenOSPFandBGR theinterestingparthereplays
the BGP bestpath selectionalgorithm, sincethe selectionnot depend=on locally con-
gured policiesbut on pathattributesthat may be setaccordingto IGP pathmetrics. In
thefollowing we numeratesomeimportantBGP pathattributes,which we referto in this
thesisanddescribeheir meaninganduse:

AS_PATH: This attribute consistsof a sequencef AS identi ers (AS numbes)
indicatingthe AutonomousSystemghat the accordingrouteinformation hastra-
versedsofar. SinceBGPis aninter-AS routing protocol,a pathis describedy a
sequencef ASesleadingfrom thesourceAS to thedestinatioPAS. A BGProute's
pathlengthis thereforede ned asthe lengthof the AS_PATH attribute. If a BGP
spealer adwertisesa routeto a peerlocatedin anotherAS, the spealer modi es the
attribute by addingthe AS numberof the AS it resides.

NEXT _HOP: A BGP spealer that adwertisesa routeto oneof its peers,informs
thatpeervia this attribute aboutthe IP addres®of the next hop (next router)where
datais to be sentto whendestinedor theroute's destination Oftenthis attributeis
setto theadwertisers own addres$7]. Butit maybealsothecasethatit is modi ed

only whenad\ertisedto peerdocatedoutsidethe own AS [1].

MED: The MULTI_EXIT _DISCRIMINATOR (MED) attribute is a metric thatis
seton border routers, i.e. BGP routershaving a directlink to a peerlocatedin a
neighbouringAS. In casetherearetwo neighbouringASesconnectedsia multiple
exit andentry borderrouters,eachborderroutermay assigna differentMED to a
certainroutethatis adwertisedto the neighbouringAS. The BGP spealersin the
neighbouringAS maythendiscriminatebetweerthedifferentexit andentrypoints
by choosingtherouteleadingvia the borderrouterthatassignedhe lowestMED.
The MED attribute may be propagatedhroughoutthe neighbouringAS but not
beyondit.

LOCAL PREF: The LOCAL_PREFERENCEHattribute is a metriclik e the MED.
It is individually computedon eachBGP spealer for eachroutethatit adwertises
to apeerlocatedin the sameAS. Theattributeis intendedto directinter-AS traf ¢
within anAS. If it is recevedfrom peersoutsidetheown AS, it is ignored.

Thereareyet lots of other pathattributes. Someof themare speci ed in Requestgor

Commentslik e for examplein [1] and[6]. Othersareindividually addedin BGPimple-

mentationg5] by vendors.Which of the attributesare nally usedin the BGP bestpath
selectionalgorithmdepend®n theimplementations.

In generakhealgorithmconsistof alist of rulescalledtie-breakingrulesor tie-brealers

which areappliedto a setof routesdescribingdifferentpathsto a commondestination.
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Eachrule selectsheroutethatful Is bestits criteria. If morethanoneroutedo so, the
next rule in thelist is applieduntil thereis only onerouteleft. The numberof rulesand
the orderin which they areappliedis vendorspeci c. A commonproceedings to rstly
compareghe LOCAL _PREFattributes. Theroutehaving the highestdegreeof preference
is selectedIf thisrule couldnot selecta uniqueroutethe algorithmcontinues Although
the AS_PATH attribute is not speci ed in [1] to be usedin the BGP bestpathselection
algorithm, it is however commonpracticeto de ne a shortestAS_PATH astie-brealer.
Determinedn [1] areruleswhich selectsouteshaving the lowestMED andthe shortest
IGP path(lowestIGP metric)to the next hoproutet if their NEXT_HOP attributesdiffer.
They arein ary caseinherentpartsof all BGP4conformimplementationsTo guarantee
that the algorithmeffectively selectsa singlebestroute, the last rule usually selectsthe
route beingadwertisedby the BGP spealer with the lowestBGP identi er. Sincethese
identi ers areunique,a successfuterminationis ensured.
Theindividualimplementatiorof thewholebestpathselectiorprocesss vendorspeci c.
Thereforewe cannotgive anexactdescriptionof it. We will however describen chapter
5.2theimplementatiorthatwe usedin our OSPF-BGRnteractionstudies.

2.3 Routing Simulations

In thiswork we wantto understanéndanalysecertainaspect®f routinginteractionge-
tweenintra andinter-domainrouting protocols.The coreof this interactionarethe “hot”
and“cold potato”’routingstartagies.In thelastyears InternetServiceProviders(ISP) be-
ganto increaseheutilisationof thesestratgiesby anincreasedncorporatiorof intra-AS
shortespathmetricsin theinter-AS routingprocessBefore,the BGP bestpathselection
algorithmmadeuseof IGP shortesipathmetricsonly within an AS. A singlecriterion,
having arelative low ratingin thelist of tie-brealers, preferredthe routewith the short-
estIGP pathto the route's next hop. Its applicationwastriggeredby routeupdatesonly
andnot whenthe IGP pathmetricchanged.Whena routeis selectedaccordingto this
criterion, we call this hot potatorouting. NowadayssomelSPsextendedthis criterion
to the BGP selectionprocessesutside of their ASes. Routesthat were learnedvia an
AS-interiorborderrouterfrom a neighbouringAS, gettheir MED mappedon the metric
of thelGP shortespathto thatborderrouterwhenthey arefurtherannouncedo the next
neighbouringAS [23]. This resultedin neighbouringASes, selectingroutesbasedon
the shortesiGP paththroughtheannouncingAS, whenthe selectionof theserouteswas
actuallybasedon the MED attribute value. This kind of routeselectionis usuallycalled
cold potatorouting. We will dealwith theconsequenceagsultingfrom thesestrataiesin
moredetailin chapters.1.

[23] analysedhe exchangeof BGP routingmessagedpggedover a periodof morethan
28 monthsat ve majorU.S.exchangeooints,to nd outamongmary otherthingsabout
this kind of interactions.Whenwe are going to studythe impactsof suchinteractions,
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their differentcausalesndeffects,we needaccesgo a large network that providesintra
aswell asinter-domainrouting. Insteadof collectingdataat a few points,we needthe
total controloverthis network to obsene the effectsin all detailsandto generatendivid-
ual topologychangesresultingin therespectre routing changesThis includesalsothe
con gurationof the protocols.

Sincewe neitherhave the equipmentfor building sucha network andsettingup anad-
equatecon guration, nor do we have accesdo the facilities of an ISR, the only way
to realizeour studieswasto simulatea network ernvironmentthat provided all require-
ments,necessaryo generataepresentatie interactionconditions. With SSFNeta col-
lectionof Network Modelswrittenin Javaandbuilt on Renesy$30] ScalableSimulation
Framevork (SSF)[31], we founda powerful network simulatorthatprovidesall basicso
build up network scenariosneetingourdemandsBasedon adiscrete-gentsimulator the
SSF thosemodelsprovide implementation®f several protocolsusedin the Internetlike
IP, TCR, UDP, OSPEBGR HTTP andothers.SSFNetconsistof severalpackagesThe
mostimportantare SSFOSwhich containsbasicclassegsle ning theframewvork thatany
protocolmodelmustconcurwith, and SSENet which implementghe “Hardware” ervi-
ronmentik e classedor routersandhosts Network | nterfaceCards(NIC) andlink media.
Ontop of the SSFOS packagethe Internetprotocolmodelsarebuilt, suchasSSFOS.IR
SSFOS.sOSPFand SSFOS.BGP4. With SSFOS.BGP4,a very detailedmodel of the
BorderGatevay Protocol,implementecaccordingto [1], we hadthe functionality of the
Internets de facto standardnter-domainrouting protocol. SSFOS.sOSPFen the other
hand,aquitelimited, staticversionof the OSPFv2ntra-domairroutingprotocol,decided
theissueof selectingan IGP. We yet could not usetheseprotocolmodelsasthey were.
SSFOS.sOSPHid not meetour demandaind SSFOS.BGP4did not at all uselGP met-
ricsin its bestpathselectionprocess A recreationof OSPF: leadingto the new package
SSFOS.0OSPFvZseechapterd.1) wasthereforenecessaryConcerningBGR, we hadto
applyonly minor changegseechapters.2).

SSFNets OSPFv2and BGP4bothimplementtheir own routing tableswherethey store
their individual routing information. A quintessencef theseinformationis nally in-
stalledin the IP Forwarding InformationBase(IP FIB), an out-of-corelP forwarding
table for commonaccessyy the routing protocols. This enablesa cleanand clear ex-
changeof routing information betweenrouting protocols. We usethe FIB, in orderto
grantBGP4accesgo the IGP metricsof theroutes OSPFv2storedthere.

Now that we have presentedhe backgroundto our work and an introductionto our
methodologyand the tools, we can start with our studies. But before creatingOSPF
andBGPscenariosn SSFNetwe have to answera particularquestion.The questionfor
anadequateetwork topology
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Chapter 3
Topologies

When simulatingthe Internet,or even when simulatingpartsof it subjectedo certain
aspectaswe aregoingto do, oneperformsa comple task. To getrepresentate simula-
tion results asimulationenvironmentis requiredthatis mosttypical for thecomponenof
whichbehaiour is examined.We thereforeneedto discusswhatpartsof anernvironment
we have to considerin particularand which are neggligible. Due to the heary hetero-
geneityof the Internet,thereare mary attributesthat may affect the behaiour of single
Internetcomponentandsothe simulationresults.[10] giveselaboratdood for thoughts
which detailsonehasto pay particularattentionto whendealingwith simulations.There
are,for example,the wide rangeof link technologieshat aredeployedin todaysinter
net,theinterplayof protocolson multiple layers,the contritution to theamountof traf c
thatdifferentapplicationsnake, thevaryingcapacitieof routers theadaptve congestion
controlmechanismandmuchmore.

Sincewe aredealingwith interactionsbetweenrouting protocols,wherewe don't need
to generate greatamountof datatraf c, we mayrefrainfrom all traf c relevantaspects.
In addition,sincewe areinterestedn behaiour and corvergencetimesof routing pro-
tocols, we canalsorefrain from a comple link layer andinsteadmake allowancesfor
this fact by reducingthe compleity of its impactto a con gured link delay The only
pointthatremainsandwhich hasagreatimpacton ourwork is thearrangemensf routers
andlinks in the deployed network, thatis the network's topology Sobeforewe maybe-
gin with routing studies,we needto nd at rst representate topologiesthat meetour
requirementsvithout beingtoo comple to simulateandanalyse.On the one handthat
shouldbe simpletopologiesthat trigger protocolfeatureswhich have animpacton par
ticular routing aspectavhich play animportantrole in the OSPF-BGHnteractionsjike
for exampleOSPFs corvergencetime. Onthe otherhand,to analysethe interactionswve
needan AS-level topologythatis complex enoughto watch OSPFrouting changesbut
abstractenoughto follow possibleBGP updatesandtypical enoughfor the real Internet
to berepresentate.

21
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3.1 What is a“typical” topology?

Following [10] it is hardto achieze anadequatéopologywhensimulatingthe Interneton
AS-level. We areevenfar away from a de nition of a “typical” topology Thereasons
for thatcanbefoundin the continuousexpansionof the Internetovertime, which results
in constantlychangingandgrowing networks[15]. But evenif we limited our studiesto
a certainnetwork sizeon a singlepoint of time, we hadto nd a commonusedscheme
thatgivesusanideahow to constructour topology Yetthefactis, thatfor competitve
reasonghe mostISPsdon't shareinsightsinto the structureof their ASes.We arethere-
fore stronglydependenbdn routingprotocolobsenationsto getdatawhich canbeusedto
modelnetworks. The Oregonroutesener [38] for example,collectsBGP routing tables
which areusedin mary studiesaboutmodellingthe Internet[34]. Via traceroutingdi-
rectedprobing,pathreductionsandothertechniqueg22] onecanderive somedegreeof
network connectvity on AS-level aswell asAS interior. But following [34] mary Inter
netmodelsdesignedn thebasisof suchcollecteddatahave turnedoutto beincomplete.
They aguethat,dueto the capabilityof policy basedouting,BGP forwards“only a por-
tion of all existing AS connections’from AS to AS.

Although routing protocol measurementare quite a goodtool to get the generalidea
of the Internets topology we nally cometo the conclusionthatthereis no chanceto
generatean exactimageof an adequatesizedpart of the Internetto study OSPF-BGP
interactions. Therearetoo mary factorscominginto play whenmodellinga topology
[32] assuméhat expansionand shapeof networks dependsnuchon geographicaénvi-
ronmentsandbusinesanterests.Whenregardingthe history of the Internetthenthis is
not surprising. Born in the middle of the 1960ies,whenthe cold war drove the fear of
a nuclearattackto its peak,it wasat rst justa projectof the U.S. Air Force. Theidea
wasto install a paclet switcheddatanetwork amongthe missileandbomberbasesothat
commandandcontrolcouldbemaintainedevenif thecentralof thecountrywasdestryed
by anuclearstrike. If this casearised,t shouldbepossiblevia redundantinks to keepup
communicatiorbetweerthewestandeastcost. Eventuallyin 1969theideawasrealized
by the ARPANET network. Figure 3.1 shovs the ARPANET's topologyin September
1971. The shapeof this early ancestoof todaysinternetwasstronglydependenon the
locationof someof the mostprestigiousuniversitiesin the U.S. andby the requesiof a
redundaneast-westonnection.This examplesupportdheassumptiorthatgeographical
aspectplay arolein modellingtopologies.

In the early 1990ies,whenthe HTTP protocolcameup andestablishedhe World Wide
Web, the actualInternetwas born. Telephonecompaniesbecameproviders for Inter-
netaccessandbeganto install appropriatenardwarein their telephonenetworks. Dur-
ing the 90iesmore and more commerciallSPscameinto beingand Internettopologies
wereadoptedrom telephonenetworks. SmallerlISPsrentedequipmentrom biggerISPs
whereadig, long-establishetklephoneompaniesestructurecandaugmentedheir net-
worksaccordingo businessnterestsPlacingnetwork nodesandlinks becamelependent
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Figure 3.1: The ARPANET topologyin Septembel971

on proximity to customersthetechnologicafeasibility andof coursemoney!
But besidesgeographicabnd businessconditions,the social, technologicaland politi-
cal circumstances theindividual countrieshadalsoa big in uence on the growth and
densityof their topologicalcontributionsto the Internet. The University of Wisconsin-
Madison provides a nice history of developmentin form of world mapsdocumenting
internationalconnectwity from Septemberd 991 until June1997[12]. While in 1991
the Internetwasa phenomenhatappearedlmostonly in technologicahigh advanced
countrieswith stableandfree electedgovernmentsit arrived over the yearsat lesstech-
nologicaldevelopedstatesuntil it reachedevenmostof theless-deelopedcountries Al-
thoughyou cant derive from thosemapshow andhow far connectity hasprogresseth
theindividualcountriesandwhetherawide classof populationgetsaccess$o themedia,it
isremarkableéhatcountriedike Saharal.ibya, Syria,Iraq, AfghanistanNorthKoreaand
Somaliahave refusedthe Internetall thetime [13]. Becausedhe actualstageof technol-
ogy in thesecountrieswvasvery low at thattime or their governmentwvasquiterestrictve
concerningrreedomof opinion, this is an evidencefor the suppositiorthat formationof
topologiesis alsodependenbn political stability andfreedomand of the technicaland
nancial situationwithin a particularregion.
Regardingall thosein uences, we areforcedto acceptthatthereis no typical topology
Hencewe needto approactthe problemin anothemay.
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3.2 Approximation

TheInternetis a world wide phenomenaAlmost every countryin the world contributes
at leasta few hosts,routersandlinks to its shape.The numberof thosenetwork nodes
andlinks, their typesandlocationsdependnuchon the cultural, technological,nancial
andpolitical conditionsof thosecountries We alsomentionedhatdueto theactive com-
petition betweenthe companiesngineeringhe Internets topology insightsinto their
stratgieshow to build up network topologiesor eveninformationaboutexisting topolo-
giesaremostly refused. The rapid growth andchangesover shorttime comealongyet
too. Sinceall thesefactsmakingit impossibleto pick out “the right” topology we have
to decidehow muchrealistic our topology hasto be. That raisesthe questionfor our
demandsandwhich topologyis simplebut sufcient enoughto meetthesedemands.
The questionto answerwe aremostinterestedn is, how andhow muchdoesOSPFim-
pactBGP?We are not going to shav how an interactionbetweentheseprotocolsmay
be improved nor do we develop a future routing protocol. We thereforedon't want to
testspecialfeaturesthatrequirespecialtopologies. Sincewe do not make architectural
changeso theprotocols theonly way for OSPFandBGPto interactis via changesn the
IP forwardingtable. And becaus¢he OSPFHello Protocoldetectschangesn routingvia
very smallmessagegjatatraf ¢ hasa negligible impacton our studiessothatour topol-
ogy mustnot be designedaccordingto specialtraf c aspectdik e for examplebottleneck
links, sizeof routerqueuesr evenleast-cost-multi-pathingndasymmetriaoutes.
Oneof OSPFs key featureds its supportfor hierarchicakouting (seechapter2.2.1).AS
topologiesmaybesubdvidedinto abackbonereaandseveralotherareasall doingmore
or lessseparatedouting, but undercontrol of a single OSPFinstance.Sincethe back-
boneareawasdesignedo provide datatransittraf c andto bethe only oneresponsible
for distributing routing informationwithin an OSPFrouting domain, routersimporting
AS-externalroutinginformation(ASboundaryrouters) areusuallyplacedhere.Because
of thatanddueto thefactthatroutinginformationis aggregatedandsometimesvenre-
fusedatareabordergqstubareas)BGPtraf c is usuallyobsenedin backbonereasonly,
whenpassingan AS. Thereforerouting changesn OSPFareasotherthanthe backbone
actuallydon't affect BGP andvice versa,andwe gainthe advantagethat we might con-
centrateour work on AS backboneareas.Theseareasconsistmostly of high-bandwidth
and high-speetp-links to give good performanceand usuallydon't deploy broadcast
media. For thatreasonandfor the factthat OSPFandBGP reactson topologychanges
in magnitudesof secondsve may abstainfrom exact link delays,sincereally big de-
layswereobseredatconnectionso satellitesn geosynchronousrbitsandhadordersof
hundred®f millisecondq10]. Neverthelessve incorporatdink delaysn our OSPF-BGP
scenarios.

Accordingto [10], “for sometopics|...] thesimplestscenaridhatillustratestheunderly-
ing principlesis oftenthebest’andsoour rst topologywill betheonedepictedn gure
3.2. It consistsof ve routersconnectedn meshform via ptp-links. We will usethis
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Figure 3.2: Simpletopologyfor studyingparametricalmpactson OSPFcorvergence

topologyin chapter4.2 to study parametricaimpactson OSPFcorvergencetime. The
network wascomposedn a way thaton the onehandit clearly shovs theseimpactsand
ontheotherhandit remainssimple.We will yetreturnto this.

On the otherhand,we cant ignorethe factortopology completely Sincewe aredeal-
ing with routing protocols,andtaking into accountwhat we mentionedconcerningour
demandsnetwork size(i.e. the numberof routersandlinks) andnetwork structure(i.e.
how routersareinterconnectedplay animportantrole. To geta feeling for what mag-
nitudethesefactorsmight affect OSPFcornvergencetime we aregoingto regardextreme
cases.We analysenetworks with extremelow redundancén connectvity and extreme
long pathg. On the otherhandwe comparethemwith networks that have high redun-
dant connectvity alongwith shortpaths. Examplesfor the former caseare networks
consistingof in-line connectedouterslike chainsor rings. For the latter casewe use
fully meshedhetworks. Figure 3.3 shavs examplesfor ring andfully meshtopologies.
Theresultswe obtainfrom thesescenariosvill give usanopinionbetweerwhich values
the overall OSPFcorvergencetime in a network may range. We will substantiatehese
understandings chapters.3.2,wherewe comparethemwith OSPFcornvergencetime
measurementisom simulationsmadein amorecomplex and“realistic” topology These
measurementhenshould t someavherein the rangeof cornvergencetimesdetermined
before. With this procedurewe follow anadvisefrom [10], which recommends$o show
thatresultsgainedfrom simplescenariostill applywhenusingcomplex scenariosThe
“realistic” topologyis characterisethy the factthatit is not composedollowing special
demanddik e the simplestructuredout extremetopologiesaccountedefore.Insteadt is
generatedn a morerandomfashionalthoughwe shapedt following informationabout
someU.S. ISP's backbonenetworks. In the following we are going to call it the “US
scenario”.

Having studiedOSPFs routing behaiour in more detail we will be ableto understand
possiblechangesn BGProutingtriggeredoy OSPFandmay startwith simulatingthose

Pathlengthis usuallymeasuredia a hopcount. In this casea hopis anintermediateouteron theway
from asourceto adestination
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Figure 3.3: Exampledor extremeOSPFbackbondopologies

interactions. This brings us backto the questionfor an appropriateopology for these
studies.Sofar we have seenthatwe don't needa specialpurposetopologyshaving par
ticular aspect®r new featureof routingprotocols.For reasonglescribedeforewe may
alsorestrictour topologyto a backbonenetwork. Futurework may shav whethermore
detailednetworks producefurtheraspectsn interactionswe didn't dealtwith. Sincewe
cannotreplicateexisting backbonenetworks of big ISP's like AT&T or Sprint, dueto
compleity andmissingdata,we decidedto emulateone of thosebackbonenetworksto
approximatethe reality. Frominformationgainedfrom [22] we nally createdour “US
scenario”depictedin gure 3.4. In the middle you seea backbonenetwork which is a
simpli ed adaptionof ISP backboneshovedin [22] gure 7. Characteristicalor those
topologiesis that they deploy POP networks in major cities (in partsin smallercities
t00), sincetherethey establishithe connectiongo their customers.The POPsareof dif-
ferentsizesdependingorobablyon several factorsat their locationslik e the numberof
customersthe companiesheadquartersgconomicsharesgetc. A genericPOPconsists
of a few routersinterconnectediia a densemeshof links. We createdtwelve of those
POPnetworks in our backbonedemarcatedy dashedcirclesfrom the restof the net-
work. They consistof two to four routersfully meshecamongeachotherwith ptp-links.
Theseformationssymbolisethelocationsof majorcitiesin the U.S. Similar to the Sprint
backbonalescribedn [22], we connectedhesé'cities” well with eachothervia theblue
coloured‘inter-city” ptp-links (40-60). Togethemwith the POPsthey form an AS, which
we will callthe“US AS” or AS 1. Therewe aregoingto simulatethe OSPF-BGHnter-
actionsaswell asto measuréSPFconvergenceimeswhichhelpusby theinterpretation
of our collecteddata.

To studypossibleimpactsfrom thoseinteractionson otherASeswe attachedseveral, so
called“dummy ASs™ (AS 2 till AS 7) to the“US AS” via multiple ptp-links (thick red
lines,numbered1-76),consistingof onerouteronly. Greenlinesindicatetheir borders.

2agummyASP°is notanof®cial term. We useit to indicatethattheseASsareonly usedto form a BGP
topology
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AS 3

Figure 3.4: TheUS scenario

ThedummyASesarenot connectecamongeachothersincewe don't examinepropaga-
tion effectson AS-level. For thatwe hadto createseveral ASesof similar compleity

thanthe“US AS”. Thisis left for future work. Howeverthe “US AS” togethemwith the
dummyASeshbuild a BGP routednetwork. Within the“US AS” eachrouterrunsOSPF
to do intra-ASrouting aswell asBGP to provide eachrouterwith externalBGP routing

informations.How the protocolsandthe network's infrastructurearesetup in particular
we discussin chapter5.3, wherewe describeandanalysethe interactionsof the routing

protocols.



28

CHAPTERS3. TOPOLOGIES



Chapter 4

Analysing OSPF

In thelastchaptersve outlinedopenquestionsn routingandmentionedhatinteractions
betweenntra andinter-domainrouting protocolsmay play a major role whenproviding
answergo thesequestions We alsodescribedhe backgroundf the elds we aregoing
to researchnto andwe gave anintroductionto thetopologieshatwe usewhendoingso.
Now we begin with our actualwork, that is we examinethe effects that local routing
changesnay have on globalrouting. Whenspeakingof local routing changesve mean
changeshataredetectecandpropagatedy IGPslike OSPFEIn this chaptemwe will deal
with thoselGP factorsthathave a majorimpactonits interactionwith theinterdomain
routing protocolBGRP. The IGP we examineis OSPFandwe alreadygave a description
of its functionality in chapter2. Herewe lik e to provide answerdo the questionin what
ordersof magnitudeparticularOSPFfactorsmight be. We therebyconcentrateaur in-
vestigationon two of them,the processotoad that OSPFmay causeduring a phaseof
convergenceandthe corvergencetime. Concerningprocessofoad, we cant determine
exactvaluessincehardwareis changingrapidly andwe don't have accesgo all kinds of
routeprocessoor atleastto themostwidespreaanes.Thereforewve needto abstractnd
to measurdoadin anothemway. Accordingto [11] thefactorthatis mosttime-consuming
when doing OSPFcomputationss an updateof the Forwarding Information Base (IP
forwardingtable). Precedingo the updateis alwaysan SPFcalculationwhich canbe as
time-consumingsa routingtableupdate dependingon the numberof nodesin the net-
work [35]. Both factorsareindependentrom the protocoldesignsincethey areprinciple
tasksof routing. For thesereasonghe numberof routingtable changess a goodunit to
measurgrocessotoadgeneratedy OSPFE

In chapter2 we brie y introducedthe term corvergencetime Sincethis termis not ex-
actly de ned, we needto provide our understandingf it. For the OSPF measuements
in the courseof this paperwe de ne convergencetime as:

Thetimeperiod,begginningatanetwork componensstatechangehatchanges
thenetwork'stopologyandendingatthetime whereall routershave realized

29
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thechangecomputedhenew shortespathsandgota stableview of thenew
network'stopology

In our simulationswe measuredhis time period by observingthe OSPFrouting table
changes.The corvergencetime wasthereforedeterminedy the differenceof thetime,
the last routing table changeon an OSPFrouter was seenand the time, wherea state
changdn the network took place.

But why do we analyseOSPFin respecif thesefactors,andwhy do we measuréhem
in this way? Sincelocal routing changescan have animpacton higherrouting levels
we needto know whentheselocal changesnay be realizedin orderto estimateat what
time they mightinduceroutingchange®n higherlevel (BGP).By determiningheworst
caseof corvergencetime with respecto the entireOSPFroutingdomain,we areableto
estimatewhenthe effect appearsat the latest. This is importantsincewe areinterested
in corvergencephaseghatareasshortaspossible(seesectionl.1). Onthe otherhand
the moreandthe fasterOSPFcorvergesthe moreload on processors might generate.
Whendoing Trafc Engineeringt is thereforemportantto know how load evolvesfrom
shorteningcorvergencetime andintervals. The reasondor our de nition of load were
alreadydemonstratetiefore.

Having introducedour researctinterestdor this chaptersofar, we yetneedto classifythe
differentfactorsthathave a majorimpacton their behaiour. As it is neitherusefulnor
possibleto determineexactvaluesfor corvergenceime andload,dueto theuseof differ-
enthardwarecomponentsgvolving technologiesanddifferentprotocolimplementations,
we aremoreinterestedn gettinga feeling for their range. In doing sotwo components
play a major role. On the one handthereare the parametricaimpactsthat are direct
affecting the protocolsbehaiour. We de ne parametricaimpactsasthe in uenceson
routing behaiour whenchangingboth protocol's con gurable parametersndarchitec-
tural constantsOn the otherhandwe studyby meansof differentnetwork compositions
indirectin uencesonroutingwhichwe regardin a separateectionabouttopologicalim-
pacts.All theseeffectswereanalysedn the network simulatorSSFNet.

In the courseof this chaptemwe will rst give a brief outline aboutthe implementatiorof
OSPFvan SSFNetWearegoingto describats capabilitiesandtheimprovementsve put
onto potentiateour experiments.The next two sectionsgdealwith the actualsimulations.
In section4.2 we examineparametricalmpacts.We introducethe OSPFparameterand
architecturaconstantsvhich arerelevantfor our work in their respectre context. After
that we shav in a stepby stepfashionhow OSPFcornvergencetime canbe decreased
andwhich parameters responsibldor which degreeof decreaseWe will alsoillustrate
wherewe cameup againstlimits in our efforts anddiscussthe problemswhentrying to
overcomethem. Dependenbf the changeof someparametersthe numberof routing
table calculationg(RTCs) will increaseor fall. This will be anotherpartof our investi-
gations. In section4.3 we eventually studythe impactof differenttopologieson OSPF
routingbehaiour. With respecto differenttypesandsizesof networkswe againobsene
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thechange®f loadandcorvergencetime. In doingso,we will concentratespeciallyon
the coactionof differenttopologieswith differentprotocolparametersBut alsopropa-
gationdelaysandtheir effect on corvergencetime are examinedin greaterdetail, since
networks are composedn mostinstance®f differentmediatypeswhich have different
propagatiortimes.

4.1 The SSFNetimplementation

Whenwe rst usedSSFNettherewasjust a static versionof OSPFavailable (SOSPF).
This implementationwvas not intendedto study the protocol's routing behaiour nor to
simulateits effectson otherrouting protocols.SOSPHs rathera partialimplementation
of thelETF'sOSPFv2designedo quickly computeroutingtablesfor arbitrarytopologies
within a singleOSPFareaonly, andto ood theareawith externalrouteannouncements
inducedby BGP. Theprotocolretrievedthe adjaceng informationoncedirectly from the
underlyingnetwork topology andeachrouterformed a single link-statedatabasdrom
thelink propertiesgainedfrom theseinformation. Two major dravbacksmadea useof
sOSPFmpossible: The implementationdid not supportary dynamics,besideghe in-
ducedBGP routes,sothatmechanisméik e dynamicneighbourdiscovery, databasesyn-
chronisatiorandlink-stateupdatesn responséo dynamictopologychangesveresimply
not available. Secondly SSFNetat thattime did not provide mechanismso dynamically
creatdink failuresor recoveries.sOSPRvasthereforenotatall suitablefor our purposes.
We neededh dynamicprotocolto studytheimpactsof topologychange®nintra-domain
routing. In additionwe hadto provide theinfrastructureor dynamictopologychanges.
SincesOSPHIid notprovide enoughbasicgo begin with dynamicextensionsye decided
to entirelyreluild OSPHrom thebottom-upbecomingSSFOS.OSPFv2Thisimplemen-
tation providesall dynamicsspeci edin [27] thatarenecessaryo run on point-to-point
networks. A fully functioningNeighbourStateMachine,triggeredby incoming OSPF
paclets,managesherelationshipto a neighbouringouterby passinghrougha seriesof
statesirom DOWN to FULL (see[27]). We implementeda complete,dynamicOSPF
routingprocessonsistingof a Hello Protocol,a Databasd&xchangeProcessa Flooding
ProcedureDijkstra's ShortestPath Algorithm anda routing table computingandupdat-
ing routine. Thisprocessupportdoopbackaswell aspoint-to-pointinterfacesandmalkes
useof all typesof OSPFpacletsspeci edin [27]. OSPFv25work is howeverlimited by
therestrictedcapabilitiesof SSFNebeneathhetransportatioayerin thefollowing way:
Becauseof the lack of a detailedlink layerimplementationthe InterfaceStateMachine
is just rudimentaldeveloped. On the network layer, somecomponent®f OSPFv2like
theHello Protocolrely on multicast.Sincethe IP implementatiorof SSFNetdoesneither
supportmulticastnor broadcastve hadto simulatemulticastby unicastwhich restricted
the functionality. Hello Protocoltasksfor example,lik e the discovery of neighbouring
routersandthe establishmendf neighbourrelationshipghuscouldnot be simulated.For
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Figure4.1: The SSFNetOSPFvZcoreclasses

this reasonwe also hadto restrictour implementationto the point-to-pointpart of the
protocol,sinceOSPFrunningon broadcastediautilisesIP multicast.
To geta view of theimportantpartsof the implementation,gure 4.1 shovs anabstract
representationf the java classesmplementingthe protocol's core andthe structureof
their dependenciedn thefollowing we give a shortintroductionto the classesA docu-
mentationcanbefoundin the sourcecodeor the javadocavailableat[31].
At the top thereis OSPF which is the main protocol class,extendingthe abstractclass
SSFOS.ProtocolSessiorit is responsibldor the global part of the protocol's work. An
instanceof thisclassis runningoneachOSPFouter It sendoutandrecevesthevarious
OSPFprotocolpacletsvia SSFOS.IPandis responsibldor managinghe RTC (routing
tablecalculation)processThatincludesupdatingthe IP Forwardingl nformationBaseas
well asthe computationof a separatéd SPFrouting tableandthe triggeringof SPFtree
computationsn the variousareadatastructuresepresentinghe areasan OSPFrouter
might beconnectedo.
Since OSPFhasits own representatiomf routes,we decidedto implementa separate
OSPFrouting table. EachOSPFprotocol sessionreferencesa single java classcalled
HMRoutingT able whereit storesdestroutesto all known destinationsThisbecameanec-
essaryas OSPFdistinguishedetweenroutesto networks androutesto routers. Router
routescomeinto play whendoinghierarchicarouting. Sincethey represenjustinterme-
diateroutesthey arenotstoredin thelP table.
In chapter2 we brie y describedhenotionsfor hierarchicakoutingandhow OSPFper
formsit. Becausaet is fundamentato the architecturewe accountedor it from thevery
rst. TheclassAreaDatarepresentall informationthatis necessaryo doroutingonarea
level. Thatincludesthefollowing: It maintainsa singlelink-statedatabasérepresented
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by classLSDatabasg whereit storesandremovesall thoseL SAs,own andrecevedones,
thatwerecreatedor theareathe AreaDataobjectis associateavith. It is alsoresponsible
for theinitiation of the ooding processandthecreationanddestructiorof self-originated
LSAswithin its area.Whentriggeredoy OSPFE AreaDatacomputesan SPFtreefrom the
topologicalinformationof its databas&y executingDijkstra. Sincean OSPFroutermay
be connectedo morethanonearea,the OSPFclassholdsasmary AreaDataobjectsas
attachedareasThisis indicatedby a dottedline in gure 4.1.

Althoughit is quiteunusuathatarouterhasconnectiongo mary areaseachOSPFouter
is however connectedo at leastonearea,via oneor morenetwork interfaces.For each
network interfacecard (NIC in SSFNet)OSPFv2is runningon, it createsan Interface
object. Theseobjectsrepresentthe OSPFview of aNIC. They containcertainvaluedik e
thetypeof theunderlyingnetwork to whichthe NIC connectgo (e.g.broadcastptp), the
con gured OSPFoutputcost,theinternvalsat which hellosaresentout this interfaceand
neighboursaredeclaredo be DOWN whenno “hello” washeard(hello-intenal, router
dead-interal) andsomeother OSPFpacletsrecevedon a particularNIC areprocessed
in theassociatedhterfaceobject. We will describgaclet processindaterin moredetail,
consideringa Hello Packet asexample.

SinceOSPHs communicatingvith directattachedheighboursonly, the Interfaceobjects
arealsoresponsibldor managingherelationshipgo thoseneighboursThatmeanghat
for eachneighbour OSPHocateson a particularNIC, theaccordinginterfaceobjectcre-
atesa Neighbour objectthatimplementsall necessarglataandroutinesto maintainan
OSPFrelationship,the NeighbourData Structure. The core of the Neighbourobjects
are routineswhich togetherimplementthe NeighbourStateMachine (NSM). Interface
providesthe logic thattriggerstheseNSMs. SinceOSPFv2implementsonly the point-
to-pointpartof [27], eachinterfacereference®nly a singleNeighbourobject.

Among thesetasks,the Interfaceclassis alsoresponsiblgor simulatingmulticast. We
mentionedbeforethatdueto thelack of amulticastprotocolin SSFNetOSPFmustsend
its multicastpacletsvia unicastto eachsinglerecipient. Interfacethereforeinitiatesthe
unicastsendingprocessof thosepacletsin the Neighbourobjects. In addition, it also
implementghe Timerswhich sendmulticastpaclets,like the SENDNEWHELLOTIMER
thatis sendingout hellosat regularintervals.

Managinga neighbourrelationship the Neighbourclassprovides,besidesan NSM and
certaininformational data, the processingoutinesfor the contentof incoming OSPF
paclets. This rangedrom the simpleprocessingf a Hello Packet's neighboullist to the
morecomple treatmenbf LSA headersandtheirbodys recevedin databaseéescription
andlink-stateupdatepaclets. Dependenbn the contentNeighbourcausesomeactions
to be performed.The sendingof unicastpacletsis alsopartof it. We comebackto this,
whenwe describehow anRTC is triggeredin OSPFv2.

Having introducedthe mostimportantclassesof OSPFv2so far, we will yet demon-
stratehow they areinteracting.Sincewe cannot describeall the mechanismef OSPFv2
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Figure 4.2: OSPFv2Paclet Processing

in detail,we focuson two exampleswhich aregiving anoverview. For moreinformation
pleasereadthe documentatiorof SSFNetOSPFv2[31]. In a rst examplewe demon-
stratepaclet processindy meansof a Hello Packet. Figure4.2illustratesthe procedure
via big redarraws. In stepone, OSPFrecevesa paclet from SSF.OS.1P. After having
performedsometests,the paclet is either rejected(dropped)or accepted.We assume
the paclet passedhe tests,then OSPFdetermineghe areafrom which the paclet was
recevedandhandst onto theappropriatéAreaDataobject.In steptwo, the pacletstype
is determinedtype1: hello) andtheInterfaceobjectof thereceving NIC is selectedVia
thetype,AreaDatamaycall thecorrectinterfaceroutineandpassesheHello Paclketover
in stepthree.Interfacenow handlegheactualpaclet processingAfter the contentof the
Hello Paclket passedereralteststhe sendingneighbours associatedeighbourobjectis
selectecandan accordaneventon the NSM is triggered(stepfour). Dependenbn the
actualstate,the Neighbourobjectresetsseveral timers!, matchesand probablyadijusts
somedataand,if necessarypdateshe stateof the relationship. Accordingto the new
state,a new NSM eventis triggered. For example,whenthe statemovedto EXSTART
thedatabasexchangeprocesss startedby calling NEIGHBOR.INITDBEXCHANGE().
The paclet processingroceduras similar for eachtype of OSPFpaclet. While classes
OSPFand AreaDatado a rough processingmostly on the paclet surfacelike header
checksandtype andorigin determinationthe classednterfaceand Neighbordo a con-
tentbasedprocessingvith directeffectsontheprotocol'sbehaiour. We demonstratene
of theseeffectsin a secondexamplewerewe describehow anincomingupdatepaclet

1Oneof them,thatis alwaysresetedvhenreceiing ahello, is the DEADTIMER. It simulatesherouter
dead-interal
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Figure 4.3: Triggeringaroutingtablecalculation

triggersa routing table calculation. The processingf a link-stateupdatepaclet canbe
illustratedby gure 4.2 aswell. In the rst threestepsthe pacletis receved, accepted,
classi ed andpassedo the accordinginterfaceobject. Herethe stateof the NSM in the
sendingneighbours Neighborobjectis examinedandaccordingo it, anew eventonthe
NSM is triggered(stepfour). Neighboreventuallyunpackghe LSAs storedin the paclet
andappliesseveralteststo them. Among otherthings,the LSAs arefor exampletested
whetherthey areoriginatedby therouteritself, usableor duplicates We assuméierethat
atleastoneLSA is usableandcarriesnew information. In this caseNeighbortriggersan
installationprocessvia its responsibléAreaDataobjectto install the LSA in the accord-
ing LSDatabaseThis is indicatedin step vein gure 4.3. Sincethe paclet camefrom
the representedleighborrouter Neighboryet sendsa direct acknavledgemenbackor
schedulesdelayedneviaits managingnterface.Subjectedo thearchitecturatonstant
MIN _LS_ARRIVAL whichwe explainin moredetailin section4.2, LSDatabasénstalls
or rejectsthe LSA andcheckswhetherthe routing table mustbe recalculatecandif so,
which parts. If a positive decisionwasmade,LSDatabasériggersa routingtablecalcu-
lation (RTC) in step6. OSPFthereuporbeginsa complex RTC process.If not already
startedor delayedby con gurableconstantgseesectiord.2), OSPFcallsall of its Area-
Dataobjectsto computethe individual shortestpathtreesof their domainsvia Dijkstra.
FromthedifferentSPTsit getsin return(step7), OSPFthenmaycomputea new routing
table(RT). Thisis theactualcomplex partof the calculationsinceprobablyreachability
of ABRs and ASBRsmustbe tested,interarearoutesmustbe recomputedresultingin
updatesandremovals of LSAs andby comparisorof the routesjust calculatedwith en-
triesin theold RT, it is determinedvhich routesin theIP tablemustbe updateddeleted
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or simply added.At theendin stepeight,theold RT is replacedoy thenew RT andin a
ninth stepOSPFmayupdatethe FIB of SSF.OS.1P.

In version0.2.0all thesecomputationsvereyet madein zerotime andat once. Delays
resultingfrom computatiortime or con gured parametergn real OSPFmplementations
weresimply notallowedfor. Partof thisdiplomathesiswasto improve OSPFvan thisre-
spectto gainamorerealisticbehaiour whencarryingout our simulations We therefore
upgradeddSPFv2oy two improvements:

1. An UpdatePacket-PacingTimer (PACINGTIMER) accordingo Cisco'stimers pac-
ing ood commandspeci edin [26].

2. A RoutingTable CalculationControl Timer (RTCCONTROLTIMER) usedto man-
agetheroutingtablecalculationprocess.

The UpdatePacket-RPacingTimer controlstherateat which LS Updatepacletsaretrans-
mittedoutof aNIC. It reduceghelik elihoodthata singlenew LSA instances sentoutin
aseparatd.S UpdatePaclet. Insteadthe generatiorof LS UpdatePaclketsis delayedat
intervalsto accumulatd.SAs beforethey areplacedin anew update sothatthe paclet's
“space”canbe betterutilised andthe numberof LS UpdatePackets ooded throughthe
network is reduced.Thetime interval of PACINGTIMER is con gurablevia the OSPFv2
pacing ood _timeattribute. Its con gurablerangeis from 5 millisecondsto 100millisec-
onds.Thedefaultvalueis 33 milliseconds.

The Routing Table CalculationControl Timer synchroniseshe RTC calls from the LS-
Databases.In additionit simulatesdelayscausedby the RTC process. This includes
processinglelayslik e the SPFcomputationtime andthe time it takesto updatethe IP
tableaswell ascon gurationaldelaysconcerningRTCs, thatis an spf-delayandan spf-
holdtimeaccordingto Cisco[25]. To reducethe amountof RTCs triggeredby lots of
back-to-backinstalledLSAs, Ciscoimplementedan spf timer that delaysSPFcalcula-
tions. It is however not part of the OSPFspeci cationsin [27]. Thetimer makessure
thatan SPFcalculationis executednhot beforespf-delaytime afteratopologychangewvas
receved. Additionally a minimum of spf-holdtimedelaymustbe metbetweenwo con-
secutve SPFcalculations.The default valuefor spf-delayis 5 secondsfor spf-holdtime
10 secondsBoth valuesarecon gurablevia their respectre OSPFvZ2attributesandmay
rangebetweerD and65535seconds.

Processinglelayssimulatedby the RTC Control Timer wereimplementedaccordingto
a paperof Aman Shaikh andAlbert Greenbeqg. In [11] they developedthe following
formulato approximateghe SPFcalculationtime for fully meshedchetworks of arbitrary
size

0:00000247 x2 + 0:000978seconds
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werex is the numberof nodesin the network. All delayscausedoy SPFcalculationsn
AreaDataobjectsarecalculatedaccordingto this formula. If arouteris attachedo more
thanone OSPFareathe calculationdelayof the biggestarea,i.e. the areawith the most
nodes,s choserasthe SPT calculationdelay [11] alsoexaminesupdatetimesfor FIBs
(Forwarding Information Bases). But the resultscould not be describedby a formula.
Neverthelesshey statedhata FIB updatdastsbetweerll00and300millisecondsdepen-
denton the routerarchitectureandlittle on the numberof nodesin the network. Since
therewasno exact descriptionor approximatiorfor this delay we decidedto assumea
delaybetweeril00and300millisecondswhichis randomlychosereachtime the P FIB
mustbe updated.

To upgradeOSPFv2in termsof thesefeaturesandto implementthe timersintroduced
before,we hadto make changeso thefollowing classe®f the SSFOS.OSPFvpackage:
OSPF, AREADATA, LSDATABASE, INTERFACE and NEIGHBOR. In the following we
give ashortabstract.

A PACINGTIMER classderived from SSF.OS.TIMER implementingthe featuresof the
UpdatePacket-Pacing Timer was createdn classINTERFACE. Thetimer inheritsfrom
AREADATA thedecisionprocesgspeci edin RFC2328hapterl3.3)to whichneighbour
of theassociatedNIC anLSA shouldbe ooded out. Dependingon theresultof this pro-
cessPACINGTIMER storesthe LSA in PACINGFLOODLISTs createdin the NEIGHBOR
objects. Whenthetimer res, it triggersthe LS Updategeneratiorandsendingprocess
in the NEIGHBOR objects. A singleupdateis sentout to eachconcernedeighbourand
theLSAsaretransferredo thelink-stateretransmissiofists of theaccordingNEIGHBOR
objects.If moreLSAs mustbe sentoutthan tting in asingleLS UpdatePacket, PAc-
INGTIMER is restarted.Thetimer's ring interval is speci ed globally in OSPF sinceit
is identicalfor eachNIC.

In classOSPF an RTCCONTROLTIMER wascreatedo modelandsynchronisehe RTC
processAll callstriggeringan RTC, whetherthey aredelayedor notarenow directedto
thistimer. Thetimer passeshroughfour differentphasesndicatedby booleanags: In
onephaset simulatesspf-delay a secondphaseis simulatingspf-holdtime,a third SPT
calculationdelayanda fourth the IP table updatetime. By meansof the boolean ags,
thetimeris ableto determinewvhich delayhasexpiredandwhich actionto take upon.For
example,if thelP tableupdatetime expired,thenthelP FIB is updatedoy thechangesn
HMROUTINGTABLE, dehug outputis givenprobably andif anRTC call camein during
the RTC processa new processs started. RTCCONTROLTIMER distinguishedetween
RTC callsdueto changesn the SPTsandchangesn inter-areadestinationsin thelatter
casethe timer makesa decisionto remove or to build aninter-arearouteandschedules
its executiontime. It storesthe associated. SA on a remove- or install-list to remem-
berwhich routesto recalculatavhenthe timer expiresandsetsappropriatenanagement
ags. OtherwiseanentireRTC is preparedTheoperatiorsequencef acalculationis the
following: First RTCCONTROLTIMER simulatesspf-delay After expiration, it checks
whetherspf-holdtimeis met. If not, the differenceto spf-holdtimeis simulated. When
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spf-holdtimeis nally met,a newv HMROUTINGTABLE is calculatedandthe IP routes
thatmustbeinstalledor removedin the FIB arerememberedn install-andremove-lists.
In additionthe calculationroutinesreturnthe computatiortime which is takenascalcu-
lation delayfor thetimer. Thecomputations accomplishedbeforethe delayis simulated
sincethe numberof nodesin an SPT calculationis determinedduring the computation
and, as mentionedbefore,this numberis neededo calculatethe computationdelayin
caseof anentireRTC.

After thetimer expired again,possiblydehug outputis givenand RTCCONTROLTIMER
is restartedvith arandomlP FIB updatedelay Which updatedo make, afterthe update
delayexpiredis determinedy the IP routeinstall-andremove-lists.

4.2 Parametrical Impacts On ConvergenceTime

Thebehaiour of the OSPRoutingprotocoldependsn agreatmeasuren parameteval-
ues,con guredindividually on OSPFroutersby administratorsConcerningcornvergence
time andthe numberof RTCs we try to give answergo the following questiondan this
section:

In whatmagnitudeslo particularparametersiffect the cornvergencebehaiour of OSPF?
How far may parametechangespeedup corvergencetime? Is therea lower boundfor
it andif so,whatdoesaccountor thislimit? Regardingcorvergencetime, we will gofar
beyondthelower limits of todaysOSPFmplementations[35] shavedfor ISIS thatcon-
vergencetime canbe decreasethto ordersof millisecondswhenmakingminor changes
to the protocol speci cations. Is this possibletoo when using OSPFinsteadand what
would bethechangehere?

Let usstartnow with a presentatiorof the OSPFparametershatimpacttherouting pro-
cessafter a topology changeoccurred. As describedn section2.2.1the OSPFHello
Protocolis responsibldor detectinghew connection®r thefail of establishe@dnes.Two
parametersieterminethe time interval at which this can be accomplished:the hello-
interval andtherouterdead-interval They werealreadyintroducedbefore.

Having detectedh topologychangeso far, someroutershave to producenew (instances
of) LSAs to describethe changeandthen ood them throughoutthe routing domain.
To protectagainsinetwork elementghat are changingvery rapidly androutersthat are
reactingon thesechangedoo often, sincethey would otherwisecausetoo muchLSA
updatetraf c, theprotocolde nestwo architecturatonstantsMIN LS INTERVAL and
MIN _LS_ARRIVAL. For MIN _LS_INTERVAL timeanOSPFouteris notallowedto cre-
atea new instanceof an LSA sincethe lastinstancewas created.On the recever side,
therouteris not allowedto acceptupdatedor a particularLSA on intervals shorterthan
MIN _LS_ARRIVAL time. The valuesof MIN _LS_INTERVAL andMIN _LS_ARRIVAL
aresetto 5 respectiely to 1 seconds.They are part of the protocol speci cationsand
cant becon gured.
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hello-intenal 10seconds con gurable
routerdead-interal || 40secondg con gurable
spf-delay 5 seconds con gurable
spf-holdtime 10seconds con gurable
MIN_LS_INTERVAL | 5seconds xed
MIN _LS_ARRIVAL 1 second| xed
rxmt-intenal 5 seconds con gurable
delayed-ack-time 1second| x edin SSFNet

Table 4.1: OSPFv2parametergheir default valuesandcon®gurability

The ooding of LSA updatesn turnis affectedby theinterval atwhich LS UpdatePack-
etsareretransmittedn caseof paclet corruptionor lossandthetime, acknavledgements
for thesepacletsaresentback. [27] de nestherouterinterfaceparameterxmt-interval
for con guring the retransmissiomnterval of Databaséescription,LS RequesandLS
Updatepacletsandproposes valueof 5 seconddgor it. Theacknavledgementshatare
sentbackon receved LSAs (seesection2.2.1)canbe delayedin somecasesput there
is neithera default valuefor this delay nor does[27] enumeratat asa con gurable or
architecturaktonstant.It is only recommendetb keepit smallerthanrxmt-interval We
thereforedecidedo introducea new routerinterfaceparametedelayed-ak-timethatac-
countsfor this delaywith a x edvalueof 1 secondwhich is the smallestvalueamong
thecon gurableones.

Having receved andsuccessfullynstalledthe updated.SA, OSPFhasto recomputeats
routing table. The time whenthe computationis executed,dependson the spf timer
andits con gurable parameterspf-delayand spf-holdtime It wasimplementedn the
OSPF.RTCCoONTROLTIMER andits functionality andthe default valuesfor its parame-
terswere alreadyintroducedin section4.1. Table4.1 summarisesgainall parameters
examinedin this sectiontheir default valuesandcon gurability.

1 1
1
N
\\ 1 ,/
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\ 4

Figure 4.4: SimpleOSPFv2opologywith two failing links

The effects of changedo theseparametersvere studiedin a simple network, depicted



40 CHAPTER4. ANALYSING OSPF

in gure 4.4. All routersin this network arerunningOSPFv2 all interfaceoutputcosts
weresetto 1. Thereddashedinesbetweerrouter3 and2, respectrely 2 and4 indicate
links whichwill simultaneouslyail andrecover duringa simulationrun. Thesdinks and
thetopologyitself weresetup thatway to make parametricakeffectsvisible. We will yet
discusghis in the subsectiondelov. All simulationrunson this topologyareexecuted
in thesameway: Thedurationof a singlesimulationrunis 300.0secondsAt time 100.0,
bothreddashedinks fail. At time 200.0,they recover. During thefail andrecovery time
we measureonvergencetime andthe numberof RTCs.

In a rst run,we con gured OSPFwith the default parametewaluesfrom table4.1. The
resultsaresummarisedhn thefollowing table:

corvergencetime afterfail: 49.30353 seconds
convemgencetime afterrecovery: | 24.26988 seconds
numberof RTCsafterfail: 10

numberof RTCsafterrecovery: | 9

We seethatit takesabouttwo RTCsfor eachrouteron averageto nd stablebestroutes
after a change. The convergencetime after the fail is abouttwice the time it took to
convergeafterthelinks cameup again.Theexplanationfor thatis upto theHello Protocol
aswe will seein thenext subsection.

4.2.1 The Hello Protocol

Con gured with default values,eachrouter sendsout a hello every 10 seconds. The
SSFNetOSPFv2Zimplementatiorincorporatesasynchronouslyunninginterfacesby de-
laying the Hello Protocolon eachOSPFinterfaceat simulationstart. The delayis de-
terminedrandomlyfrom a time intenval between0 and 10 secondsat a granularity of
seconds. So whenrouterdead-intervalis setto 40 secondsijt takes between30 and
40 seconddor an arbitraryinterfaceto detecta connectionfail. On the otherhand,a
connectionrecovery is detectednuchearlier It takesat most10 seconddo determine
a bidirectionallink sinceat leastone neighbourdetectsbidirectionality within 10 sec-
onds,dueto theasynchronouslying interfaces.This neighboumill thenexchangeanto
stateEXSTART andimmediatelystartsendingDatabasé®escriptionpaclets. The other
neighboutreatsthereceiptof suchapacletasa“2-way-receved” (seechapter2.2.1)and
declareghe connectiorto bebidirectional.

We cometo the conclusionthat,dueto the conserative default valuesfor the Hello Pro-
tocol parametersabout70% of the corvergencetime is neededo detectaconnectiorfail
andstill 40%to noticeits recovery. Becausef thetremendousise of link andprocessor
capacitiesn thelastyearsthereis noreasoranymoreto abideby thedefaults. We there-
fore may offhandcon gure muchsmallerintervals at which hellosaresent. In a second
run, we decreasedhello-intervalto 1 secondandrouterdead-intervalto 3 secondsall
otherparametersvereleft unchangedTheresultsaregivenhere:
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convergencetime afterfail: 17.28553 seconds
convergencetime afterrecovery: | 17.26015 seconds
numberof RTCsafterfail: 8
numberof RTCsafterrecovery: | 9

We seethat the numberof RTCs is nearly unchangedwhereashe cornvergencetimes
could be decreasea lot, which is of no surprise.But it might be surprisingthatit now
takesnearlyaslong to detecta connectiorfail asit takesto nd it recovered. Sincethe
simulationscenarias thesamethantheonebefore besidesachangdo theHello Protocol
theexplanationis quitesimple:In thesameway asderivedbefore we expectthetime for
the detectionof thefailing links to be betweer?2 and3 secondsSincethe granularityof
the delaywhich addsasynchronousehaiour is 1 secondandthe hello-intervalis also
setto 1 secondtheinterfacesnow sendsynchronousellos. Thatmeansijt takesat least
2 seconddo detectthe recovery. The mamginal deviation betweenthe two corvergence
timesis alsoexplainedby therandomlydeterminedP tableupdatetime (seesectiord.1).

4.2.2 Routing Table Calculation Inter vals

Having reducedthe Hello Protocolcomponentof convergencetime to a minimum so

far, we may know examinethe proximatebiggestparametewalue which is, according
to our defaultsin table 4.1, spf-holdtimeand the respectre spf-delay As seenin the

resultsbefore, it takestwo RTCs on averagefor eachrouterto calculatethe new best
pathsafter a topologychange.Thetime interval betweernthe changess 100.0seconds,
sothat,whenthe rst LSA updateindicatesan RTC, spf-holdtimds de nitely metatthat

time. From thesefactswe canderive that the spf delaytime is altogetherl5 seconds
sinceit takesspf-delayuntil the executionof the rst RTC andagainspf-holdtimtill the

seconds performed. So, if we additionallyswitch off both delays,we canexpectboth

convergencetimesto be between2 and3 seconds.The next tablerepresentsur results
of measurementshensettinghello-intervalto 1, dead-intervato 3 andadditionallyspf-

delayandspf-holdtimeto 0 seconds.

corvergencetime afterfail: 7.30959 seconds
convergencetime afterrecovery: | 7.27182 seconds
numberof RTCsafterfail: 15
numberof RTCsafterrecovery: | 15

Interestinglytheresultsdon't meetour predictions Both corvergencetimescouldin fact
be reduced,but only by 10 secondswvhich ts exactly spf-holdtime We thus obsere
thattheremustbe anotherfactorwhich in paralleladdscirca5 secondgo corvergence
time. We will dealwith it in the next subsectionOn the otherhandthe numberof RTCs
increasedtronglyasexpected. An RTC is now performedmmediatelyafteranLSA was
updated Sincethe Hello Protocolsarerunningalmostsynchronouslyeachrouterdetects
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the changesimultaneoushandrecomputests routing tablefor exactly threetimes. For

the rst time afterthe rst of the routerLSA updatedrom router2, 3 and4 arrived, for

thesecondimeto accounfor the otherLSA updatesarrivedafterthe rst andfor athird

time, whenrouter 2 updatedts routerLSA onceagain,5 seconddater to reacton the
changeof its secondink. This5 secondlelay seemingstrangeatthe rst sight,is caused
by anotheparameteexaminednext.

4.2.3 LSA Advertisementand Installation Restrictions

We mentionedbeforethat OSPFwasequippedwith a mechanisnto reduceupdatetraf-
¢ whenreactingon topologychanges.To demonstratehis mechanisnwe constructed
our topologythatway it is shovn in gure 4.4. We neededa router having threelinks.
Two of themshouldfail andrecover to createat leasttwo updatef the router's router
LSA, thethird is usedto announcehe updates.Dueto the x edarchitecturalconstant
MIN _LS_INTERVAL the secondupdateof router2's routerLSA is created5 seconds
after the rst. If we could reduceMIN LS INTERVAL and MIN _LS_ARRIVAL to O
secondsn additionto the parametechangesnadebefore,we would get the following
results:

corvergencetime afterfail: 2.45323 seconds
convergencetime afterrecovery: | 2.4925 seconds
numberof RTCsafterfail: 10
numberof RTCsafterrecovery: | 10

Sincerouter2 is now ableto updateits routerLSA immediatelyafterrealizingachange,
only two RTCsperrouterareyet necessary The convergencetimesnow only comprise
of theHello Protocolcontributionto detectthe changeandsomecomputationatielay As

possibleadditionalparametricatlelays,we have only paclet retransmissionkeft. These
arein ordersof rxmt-intervalanddependon mary factorslike hardware capacitiesand
traf c volume.Wearenotgoingto examinethemheresincethey arenotpartof thisthesis.
We will alsonotdealwith delayed-ak-timebecausé& doesnot contributeto corvergence
time accordingto our de nition. But it playsa role whenwe analysethe interactionof

parametechangeswith respecto optimal values,whatever optimal meansn doing so.

We therefordistedit in table4.1.

4.2.4 Optimal Parameters?

Althoughthereare several parametersvhich add delaysof differentsizesto the overall
convergencetime, all of themare neverthelessmportantto balancethe extent of time,

2Runswhereonly MIN _LS_INTERVAL wassetto 0, generatedh secondnoredelay causedy router
5 wheninstallingthe update.This washowever enoughto forceathird RTC.
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RTCsandroutingmessaget be sentwhenrespondingn routechangeslt thuswould
be a badideato simply setsomeof themto O to speedup corvergencetime. Sincethe
granularityof the con gurable parameterss one secondand someparametergre even
X ed, thereis not muchleewvay, apartfrom the Hello Protocolparametersfor reducing
convergencetime by reducingparametewvalues. We henceconcludethat corvergence
time in hundredsof millisecondsfor example,cannot be accomplishedvithout changes
to the protocolitself. Thesechangesvould incorporatemakingall of the parametersf
table4.1 con gurableandextendingtheir con gurablerangeto milliseconds.[27] states
no reasorwhy someof themmusthave x edarchitecturavaluesandwe don't seeary
problemsn makingthemcon gurable. Thesameholdsfor extendingtherangeexceptfor
hello-intervalandrouterdead-interval This is becausdoth parametersretransmitted
to neighbouringoutersvia Hello Paclkets,to turn down arelationshipmmediatelyif it is
detectedhattheinvolvedroutersusedifferentvaluesfor hello-intervalandrouterdead-
interval. Sincethesevaluesarel16-respectrely 32-bit Integersandtakenby secondsywe
cannotcon gure millisecondsherewithout runninginto semanticerrors. Thereforethe
protocolshouldbe alteredin oneof two ways: Eitherthe Hello Protocolparametersire
taken by millisecondsandthe accordingtimersare adjusted. In this casethe rangefor
hello-intervalwould be from 1 millisecondto 65.536seconds Or we mustredesigrthe
Hello Paclket to allow for a biggerrangeof Hello Protocolparametewvalues. Whatever
the solutionwould be,in the next simulationrun we madeOSPFv2capableo accepour
changesndcon guredthefollowing values:

hello-intenal 0.01seconds
routerdead-interal || 0.03seconds
spf-delay 0.05seconds
spf-holdtime 0.10seconds

MIN_LS_INTERVAL | 0.05seconds
MIN _LS_ARRIVAL | 0.01seconds
rxmt-intenal 0.05seconds
delayed-ack-time | 0.01seconds

Sincethesevaluesareexactly one-hundredtiof thevaluescon guredin sectiord.2.1,we
couldassumehatbothcorvergencetimesarelik ely to beaboutl70milliseconds.Indeed
theresultsdeviate quite a bit asdepictedn the next table:

convergencetime afterfail: 0.698706 seconds
convergencetime afterrecovery: | 0.641968 seconds
numberof RTCsafterfail: 9
numberof RTCsafterrecovery: | 9
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The numberof RTCs remainedroughly the same,but the corvergencetimes are much
biggerthanexpected.But evenif we reducedhe parametevaluesonceagain,we would

not get muchlower convergencetimes. The additionaldelaywe seehere,comesfrom

the executiontime of Dijkstra's SPFalgorithmandthe time it takesto updatethe IP ta-
bles(seesectiord.1). Thisis indeedalower boundfor corvergencetime whenregarding
parameter®nly. Soif we areinterestedn cornvergencetimesin link propagatiortime

scaleswe have to follow the advicein [35] to switchto modernSPFcalculationalgo-
rithms and more ef cient datastructureso storelP routes. But this is not part of this
thesis.

Similar to [35], we however demonstratethatit is possibleto reducecorvergencetimes
to magnitudeof hundredmillisecondsby just makingmamginal changego the protocol
speci cations. Whetherthe parametewvalueswe usedfor that purposewere optimal or

not cannotbe stated sinceroutingdoesnot solely dependon convergencetime. It is also
aquestionof otherfactorslik e the amountof routingdatageneratedo detectandpropa-
gatechangege.g. Hello Packets),the numberof additionalRTCsto reactmore quickly

on thosechangesthe size and shapeof the network andits propagatiordelaysandlast
but not leastthe effectsthatlocal changesnay have on globalrouting. With oneof these
factors theimpactof differenttopologysizesandshapeswe aregoingto dealin the next

paragraph.

4.2.5 Summary

In this paragraphwe demonstratetheimpactof differentprotocolparametersn OSPF5

routingbehaiour. We have seenthatcornvergencetime is mostly determinedy the con-
gured valuesof theseparametersDueto the factthatnot all of themarecon gurable
andthatthey arein ordersof secondsOQSPFis not ableto reacton topologychangesn

rangeof milliseconds. Neverthelessve shoved that someof the default valuesaretoo

conserative andmay bereducedalot. We supposdor exampleto setthe hello-interval
to 1 secondandrouterdead-intervalto 3 or 4 secondgo detectnetwork changesnore
quickly. Furthermorehe spf-delayswhich areresponsibldor theamountof RTCscould
be reduced but we didn't studythe effect of smallerdelayshere,sincethe numberof

RTCsis alsodependenon the network's propagatiordelay which dependsnuchon its

sizeandshape.Thetopicis thereforepostponedo the next paragraph.

Todaythe Internetis moreandmoreusedby applicationsvhich reactsensitve on trans-
missiondelaysand paclet loss. During a cornvergencephaseroutesbecomeunstable,
leadingto wrong routing decisionswhich againleadsto additionaltransmissiordelays
andpaclet losses.To reducethosedisturbance®f trafc o w, it is proposedo reduce
convergencetime to magnitudesof link propagationdelays,which is currently tensof

milliseconds. We shawved that with little changedo the protocol design,OSPFcanbe
madecapableo cornverge in hundredsof millisecondswhencon guring appropriatea-
rameters.Admittedly we did not studythe consequenceisom thosechanges.A single
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Hello Packet on a point-to-pointlink for instancejs composeaf a 24 byte body (we as-
sumethatit storesa4 byteneighboulP address)a 24 byte OSPFheademlanda 24 bytelP
headerIf we con gure default valueswe canexpect72 bytes/secondf Hello-Datasent
by eachinterface.Theparametewaluesfrom sectiord.2.4howeverwould produceabout
7 kilobytes/secondOn broadcastnediawe yet hadto expecta hundredtimesmore.
Neverthelessve have demonstrateavith which OSPFconvergencetimeswe dealtoday
andwhich may be expectedin thefuture. It remainsto shav whethera simple,arbitrary
network topologyis sufcient to producerepresentate resultsin this respect.

4.3 Topologicallmpacts On ConvergenceTime

In thelastparagraplwe obsenedthat,dependentn the con gured protocolparameters,
thecorvergencephase®f OSPHastbetweerafew secondsaindabout50 secondsSince
all testswereaccomplishedisinga simplenetwork topology we cant sayto whatextend
theseresultscanbe regardedasrealistic. Hencewe arenow goingto examinehow far
morecomple topologiesmayin uence the spectrunof corvergencetimes. As we have
seenin chapter3, thereis no typical topologywhich we could useto demonstrateach
network featurethatcanhave animpact.Insteadwe decidedto useextremetopologieso
determinethe limits, betweerthe topologicalimpactranges.As elucidatedn chapter3
andshowvnin gure 3.3thesewill bering-shapeandfully meshedetworks.

In the following we are going to extend our examinationsfrom paragraph4.2 to ring-
and fully-meshed-shapetbpologiesof differentsizes. We will therebyconcentrateon
the con gurable parameters Similarly asbefore,we analyseat a time a particularfac-
tor in ringsaswell asin full meshs.The respecte resultsareincorporatedn the next
simulations.At rst we dealwith differentHello Protocolcon gurations,thereaftemwe
aregoingto examinedifferentRTC intervals andtry to give recommendationfr their
settings.Sincenetworksareusuallycomposeaf differentlink technologiesye arealso
goingto analysethe impactof differentlink propagatiordelayson OSPF5 corvergence
behaiourin alastsection.

In all of thesestudiesthe routing domainwasnot subdvided,i.e. we con guredthere-
spectvering andfull meshnetworksasOSPHyackbonesOurhard-andsoftwareallowed
for ringsin dimensionof 3 up to 500 routers.Betweenl100 and500routerswe created
scenariosn stepsof 50, below 100theringshadsizesof 3, 10,25, 30,50 and75 routers.
Concerningully meshechetworkswe could simulatescenariosonsistingof 5 up to 50
routersin stepsof 5. Dueto limitationsin hard-andsoftware,it wasnot possibleto go
beyond theselimits sincefor examplea singlefull meshscenarioof 50 routersneeded
morethanl Gigabyteof memoryto terminate.But we areconcernedhatthesenumbers
re ect theactualsituationin realnetworks.

All simulationswere accomplishedn the sameway: After a setupphasein which the
routerslearnedthe topology and computedthe forwarding tablesaccordingly a partic-
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ular link wasturneddown for a time interval, long enoughfor OSPFto corverge. We
measuredoad andcorvergencetime afterthelink wasturneddown andafterit cameup
againrespectrely. The scenariovasthereuporrepeatedwice with otherrandomseeds
to preventmisinterpretationglueto possiblesxtremecasesin eachscenariove provided
all interfaceswith abitrateof 10 Megabitspersecondanda lateng of 0.1 milliseconds.
In the following we presenta cutting of our work. In the courseof this paragraphwe
abbreviate the phrase‘convergencetime afterthe link wasturneddown/cameup again”
by “convergence-time-dan/up”.

4.3.1 The Hello Protocol

Similar to section4.2.1we begin our topologyanalysesvith a closerexaminationof the
OSPFHello Protocol. Figure 4.5 shaws the progressiorof convergencetime for both
ring-shaped|left side)andfully meshedetworks (right side)whencon guring different
valuesfor hello-intervalandrouterdead-interval By “default Hello Protocol”’we denote
thattheseparametersvere con gured with the default valuesfrom table4.1. Similarly
“1/2 default Hello Protocol”’denoteghathello-intervalandrouterdead-intervalwereset
to the half of their default valuesandso on. All otherparametersvereleft to their de-
faults.

OSPFv2 in Ring Topology with changed Hello Protocol parameters OSPFV2 in Full Mesh Topology with changed Hello Protocol parameters

—— convergence time link down —— iconvergence time link down o default Hello Protocol
4 convergence time link up H - === ‘convergence time link up &+ 1/2 default Hello Protocol

o default Hello Protocol //‘ ; + ;/10 default Hello Pratocol f : ;

50
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Figure 4.5: Convergencetime progressiowhenchangingHello Protocolparameters

Whenregardingtheleft sideof gure 4.5we noticethatcorvergence-time-dan is grow-
ing slightly linearandproportionallyto the sizeof therings. But at a particularpoint, it
suddenlymakesa jump of approximately8 seconds.This canbe explainedby the fact
thatthedisconnectethterfacesdetectthefail atdifferenttimesandsothey generateheir
updatesin additionthepropagatiordelayfor theseupdategrows proportionako thering
size,sothatat a particularsizethe accumulatedielaysbetweenthe two updatesof the
fail detectingroutersis biggerthanspf-delay Thuson somerouters,a secondRTC must
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be scheduledspf-holdtimeafterthe rst, which resultsin a seriousrise of corvergence-
time-davn. Thisis substantiatetly the RTC growth progressionn gure 4.6. We further
noticethatthe phenomenanovesrightwardsthe morethe Hello Protocolparametersire
decreasedThis canbe explainedby the factthatdueto the shortenedntervals, the dis-
connectednterfacesdetectthefail almostsynchronouslhandthe propagatiordelaynow
must Il abig partof theaccumulatedielayto exceedspf-delay We alsoobserein gure
4.6 thatwith increasinging sizethe numberof secondRTCsincreasesoo, becausehe
second_SA updatereachesven lessrouterin spf-delaytime. Corvergence-time-umn
the otherhand,behaescompletelydifferentfrom that. The only thing in commonwith

RTC growth in Ring Topology with changed Hello Protocol parameters

i ——_ RTC growth link down
- - - RTC growth link up

o o default Hello Protocol
3 &1/ default Hello Protocol
+--1/10 default Hello Protocol

number of RTCs

0 100 200 300 400 500

number of routers

Figure 4.6: Growth of RTCsin Ring TopologiesvhenchangingHello Protocolparameters

cornvergence-time-dan is its slightly lineargrowth, causedn both casedy theincreas-
ing propagatiordelay Regardingcornvergence-time-upve obsere a kind of oscillation.
Sincethe amplitudesof this oscillationshrink proportionalto the decreasedHtello Proto-
col parametersthey canbe ascribedo the hello-intenal. As indicatedin paragraph.2
it takesat most10 secondgo detecta bidirectionallink whencon guring default Hello
Protocolparametevalues.Sodueto theasynchronouslyello sendingnterfaceswe can
expecta detectiondelaybetweern2 andlessthan 10 secondsvhenusingdefault values.
When cutting themin half, this shouldbe between2 andlessthan5 seconds.With a
hello-intervalsetto 1 secondwe expectonly 2 secondsf detectiondelay Thisis ac-
cordingto themechanisndescribedn sectiond.2.1.Includinganspf-delayof 5 seconds
this explainsthe corvergence-up-times.

It is remarkablethatwe don't seea secondRTC on ary router(see gure 4.6). Thisis
becausafter the routershave detectedhe bidirectionallink, which happensiueto the
designnearly simultaneouslythey determinethat their databaseare alreadysynchro-
nisedandsothey areableto updatetheir routerLSAs at the sametime. Sincethering
structureis now closedagain,both LSAs arrive at eachrouteralmostsynchronouslyso
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thatoneRTC is sufcient to cornverge.

We concludethatin ring-shapedetworksthe topologicaldelayhasanimpacton OSPF
routing behaiour, but doesnot affect cornvergencetime signi cantly if we go without
particularlink propagatiordelays.Our con gured bitratesandlatengs for exampleadd
up to approximatelyl secondf additionalcorvergencetime per100routers.
Regardingtheright sideof gure 4.5we canstatethatcorvergencetime in fully meshed
networks is independenbf the network size. Sinceeachrouteris connectedo each
otherdirectly, thereis no appreciablegpropagationdelay But it is notevorthy that we
can save about80% of corvergence-time-den when assigningminimal valuesto the
Hello Protocol. We alreadyexplainedin section4.2.1the big time differencebetween
convergence-time-u@ndcorvergence-time-den whenusingdefault Hello Protocolval-
uesand why both corverge when decreasinghe values. It remainsto explain the big
amplitudesn cornvergence-time-dan whenusingdefault Hello Protocolvaluesandthe
spike at 30 routerswheretheassociatedornvergence-time-ugpastsmorethan21 seconds.
Theamplitudesat 5, 10 and 20 routersin the former casecomefrom a secondRTC. Al-
thoughonewould believe thatdueto the network's fully meshedstructureasingleRTC
is sufcient to led OSPFcorverge, it is againthe amountof time betweenthe different
fail detectiontimesof theinvolvedinterfacesj.e. theirasynchronousperatingthatmay
exceedspf-delay Takingahello-intervalof 10 secondsanamountof 5 second&indmore
differenceis quite possible. The spike in corvergence-time-upn the 30 routernetwork
however is explainedby an accidentalsynchronicityof the hello sendingprocessesn
the involved interfaces. 6 secondsafter the recovery of the link, both interfacessenda
helloandturnto statelNIT afterthereceve. 10 seconddater, thelink is declaredo be
bidirectionalby bothandafterspf-delayadditionalsecondshe RTC is accomplished.
We concludethat, without particularlink delays,in fully meshedopologiesthe network
sizehasneitheranimpacton OSPFS corvergencebehaiour noronits corvergencetime,
becaus®f the especiahetwork structure.

4.3.2 Routing Table Calculation Inter vals

We have seenthata big partof cornvergencetime is causedy the OSPFHello Protocol
if we con gure default values. When settinghello-intervaland routerdead-intervalto
minimal valueslik e atenthof their default we do not only reducecorvergencetime alot,
but we alsoeliminatespikescomingfrom differentdetectiontimesdueto asynchronously
operatingnterfaceswhich causeadditional,delayedRTCs.

Bearingin mind this, we now examinehow changego the RTC delayintervalsspf-delay
andspf-holdtimeaffectcorvergenceime aswell asload. To concentraten delayscaused
by the spf-timerswe setthe Hello Protocolparameterso a tenthof their defaultsin all
scenario®f this section. Therestof the parametersireleft to their defaults. Hereupon
we reduce,n ve stepsspf-delayandspf-holdtimeproportionallyfrom their defaultsto
0. Figure 4.7 shows the resultsfor ring-shapedopologies. On the left sidewe begin
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with “default RTC scheduling”which correspondso the “1/10 default Hello Protocol”
scenaridrom sectiord.3.1,thatis only the Hello Protocolparametersveresetto atenth
of their defaults,all otherespeciallythe RTC delayintervalswereleft on thevaluesfrom
table4.1. In a rst step,we reducedspf-delayandspf-holdtimeby 20% of their defaults
to 4 and8 secondgespectiely (“0.8 default RTC scheduling”). Thenwe repeatedhis
stepuntil both parametersveresetto 0, denotedby “no RTC scheduling”on the right
sideof gure 4.7.We noticethat,themorewe reducethe RTC delayintervalsthe earlier
andmorefrequentlya secondRTC mustbe executedvhenalink wentdown. Thisis also
con rmed by the progressiorof RTC growth shavn in gure 4.8. Onthe otherhandwe
save up to 5 or 8 second®f corvergence-time-dan dependingn the network sizeand

500
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thecon guredvalues.
We seethus, choosinggood valuesfor spf-delayand spf-holdtimeis not trivial, since
dependentnthetopology onehasto balancebetweeroadandcornvergenceime. In case
of our ring-shapedopologieswe obsene thatreducingthe default RTC delayintervals
down to 60%we cansave morethan2 second®f corvergence-time-den ateachstepin
big networks. If we reduceheseparameteranymorewe soonhave badloadperformance
andgainonly little time. Thereforean spf-delayof 3 andan spf-holdtimeof 6 seconds
seenmto beagoodcompromisebetweeroadandtime.
Concerningcorvergence-time-upve obsene a reductionof approximatelyl secondper
step,dueto theprevailing con guredspf-delaytime, besidesn thelaststepwhere2 RTCs
mustbeperformedperrouterwhichmayaddupto nearlyasecondln all othercase®ach
routerperformsexactly 1 RTC sincethetwo LSA updatesarrive almostsynchronousiyat
eachrouterasexplainedin section4.3.1,thatis within spf-delaytime.

Having discussedheimpactof differentRTC delayintervalsonring-shapedopologies,
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Figure 4.9: Corvemgencetime progressiomwhenchangingRTC schedulingn Full MeshTopolo-
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we yet shav how thesechangeswill affect fully meshedchetworks. For that purposewe

appliedthe samecon gurationsasin thering scenariosFigure4.9 presentgheresults.
Sincewe resoledary spikesby settingthe Hello Protocolparameterso minimal values,
we get constanicornvergencetimes, shrinking proportionallyto the decreasingpf-delay
time. Dueto thestructureof fully meshedetworksandthealmostsynchronouslgending
interfaces,a fail or recovery is detectedand propagatedhroughoutthe whole network

very quickly. Thusthe secondLSA update,generatedy one of the detectingrouters
arrive alwaysbeforespf-delaytime is elapsedandso eachrouterneedsl RTC only to

converge, exceptfor case‘no RTC scheduling”.

Althoughwe did notspecifyspeci c link propagatiordelays,t canbeassumedhat,if not

all links of atleastonerouterin afull meshnetwork have a signi cant propagatiordelay
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i.e. atleastafew secondsye won't seeary changedo the previous corvergencetime

andprocessofoadresults. In this caseandpresumedhatthe involvedinterfacesdetect
a changealmostat the sametime, dueto a quickly actingHello Protocol,spf-delayand
spf-holdtimemaybesetto 1 and2 secondsespectrely withoutincreasinghe numberof

RTCs. But if thelink propagatiordelaysarein the orderof secondsor if the detection
timesdiffer too much, this doesof coursenot hold anymore. Anyway we canstatethat
in full meshnetworks OSPF$§ cornvergencetimesremainconstantn comparisorto the
network sizewhereasn ring-shapedetworkswe canexpectalineargrownth. We will be
closerconcernedvith this topicin thenext section.

4.3.3 Link PropagationDelays

Up to now we have seenhow far OSPFS corvergencetime can be in uenced by dif-
ferentparameterstopologiesand network sizes. In all of our simulationshowever, we
did not specifyparticularlink propagatiordelays. To betterbring out parametricafea-
tureswithout adulteratinghemby accumulategropagatiordelays,only a bitrateof 10
Megabit/secondnda lateng of 0.1 millisecondswascon gured perinterface. But the
impactof a network's topologyandsizeon corvergencetime is immenselybiggerif ap-
propriatedelaysaretaken into account. In the following we provided our ring andfull
meshnetworkswith link propagatiordelays.Two scenariosverecreatedor it: In a rst
scenariave con guredtoday'scommondelays rangingbetweerl and100milliseconds.
Thesecondscenaricaddeddelaysbetweeril millisecondandl secondlin bothcaseghe
individuallink delayswheredeterminedasfollows: The maximumdelaywasdivided by
the numberof links in the network andthe resultwastaken asaninterval. To the rst
link we assignedL millisecondof delay Eachotherlink got the delayof the onebefore
plusthe determinednterval. So on averageeachlink hada propagatiordelayof 50 or
500 millisecondsdependenbn the scenario.In ring-shapedetworks we assignedink
delayshop by hop. In fully meshedetworks the delayswereassignedouterby router
backwards,sothatwe hadalwaysonerouterwhichwasconnectedo eachotherroutervia
the slowestlinks, thusservingasthe “bottleneck”in routing. Thelink with the smallest
delaywasdeterminedo fail andrecover duringall simulationruns.

In the courseof this chaptemwe have seenthata lot of corvergencetime canbe saved if
someOSPFparametersresetto small valuesinsteadto the defaults. We could alsore-
gardsomecharacteristicg the progressiomf convergenceime. But we did notexamine
how far thesesavings andcharacteristicare dependenbn propagatiordelays. For that
reasorwe usedtwo differentOSPFcon gurationsin eachscenariao closerinvestigate
thisrelation.In “default OSPFv2”all OSPFparametersveresetto the defaultsspeci ed
in table4.1,“1/10 Hello & 0.6 RTC scheduling’signi es that hello-intervalwassetto
1, routerdead-intervalto 4, spf-delayto 3 andspf-holdtimeto 6 secondsthe valueswe
determinedo give goodperformanceln gure 4.10we seetheresultsfor bothcon gu-
rationswhenrunningin ring-shapedandfull meshtopologiesprovidedwith link delays



time in seconds

52 CHAPTER4. ANALYSING OSPF

OSPFV2 in Ring Topology with link delays 0.001 - 0.1 seconds OSPFv2 in Full Mesh Topology with link delays 0.001 - 0.1 seconds
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Figure 4.10: Cornvergencetime progressiorwhenaddinglink delaysbetweerD.001and0.1 sec-
onds

betweerl and100milliseconds.Regardingthering-shapedopologiesontheleft sidewe
noticethatall characteristicsliscussedeforecanbe clearly recognised But dueto the
additionaldelayswe seethat, afteralink wentdown, asecondRTC is alreadynecessary
in muchsmallermetworks(atasizeof 50 routers)ithanbefore. Thecorvergenceimeis of
coursestill growing linear but muchfasternow. On the otherhand,if we regardthe full
meshson theright sideof gure 4.10our assumptiorirom the lastsectionis con rmed.
Sinceeachrouteris directly connectedvith eachother andbecauseaioneof their links
hasmorethan 100 millisecondspropagatiordelay thereis no discernibledifferenceto
theresultsbefore.

We concludethat, if we con gure commondelaysbetweenl and 100 milliseconds the
link propagationdelay might have an impacton corvergencetime and the numberof
RTCs, but thisimpactis neverthelessninor thanthe effectsthatare causedy parameter
changeslf we howeverextendtherangeto 1 secondthingsmaychangecompletely Fig-
ure4.11shows the corvergencetimesfor ringsandfull meshdor this case.We seethat,
for ring-shapedetworksontheleft side,thelink propagatiordelayde nitely dominates
convergencetime. Dueto the big delays,almostall networks needtwo RTCsto compute
stableroutesafterthelink wentdown. But afterit cameup againthe secondupdatestill
propagatesastenoughto bein spf-delaytime, independenbf the OSPFcon guration,
andthusoneRTC is still sufcient to corverge. Thedifferencebetweerfdefault OSPFv2”
and“1/10 Hello & 0.6 RTC scheduling’is however smallconcerningconvergence-time-
down andevenngyligible concerningconvergence-time-upn comparisorwith theentire
cornvergencetime.

Regardingthefully meshedopologiesontheright side,we detectthatat rst sight,there
is nodifferencein comparisorto theresultsin gure 4.10.A closerexaminationhowever
revealsthatcornvergenceimesindeedincreaseanaminally. Thisis comprehensiblsince
theaveragdink propagatiordelayonly increasedrom about50 millisecondsto 500 mil-
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Figure 4.11: Corvemgencetime progressiorwhenaddinglink delaysbetweerD.001and1.0sec-
onds

lisecondsanddueto the network structureeachrouteris reachablevzia a singlehop.
Although we know thatlink delaysof 1 secondare quite unusual,they demonstratet
leastthefactthat OSPFS corvergencebehaiour is almostindependentrom propagation
delay We canalsostatethatOSPF5s cornvergencetimeis approximateljpetweerb and50
secondplusa factorfor distributing routinginformations preconditionedhatthe OSPF
parametewaluesdon't exceedthedefaults.

4.3.4 Summary

In paragrapht.3we examinedtheimpactof network topologiesof differentsizeson the
convergencebehaiour of OSPFEFor thatpurposeve madeuseof extremecasesi.e. ring-
shapedandfully meshedetworks,to primarily studythelimits of corvergencetime. We
canstatethatthetopologicalimpactis by farlessthantheimpactthatparametechanges
have. Only on extremeconditions,like in ring-shapedetworks consistingof hundreds
of routerswith link propagationdelaysof up to 1 second,cornvergencetime is highly
dependenbn the topologicalimpact. The reasonfor thatis in the orderof magnitudes
of the OSPFparameterandthe propagatiordelay Theformerarein secondsthe latter
usuallyin tensof milliseconds.Thusit really needsxtremecaseso exceedfor instance
an spf-holdtimeof 10 seconddy accumulategropagatiordelay Thereis alsothe fact
that corvergencetime is determinedby the numberof RTCs. For exampleif a fail is
detectedalmostsynchronouslythe probabilityfor a delayed secondRTC canbereduced
a lot, which of coursereducesagainthe corvergencetime. Sinceinterfacesnormally
don't operatesynchronouslythis canbeaccomplishedby settinghello- androuterdead-
interval to the smallestpossibleand sensiblevalues,i.e. 1 and approximately3 or 4
secondsespectrely. Anotheraspecis thesizeof theRTC delayintervals. Dependenbn
thetopologyit is recommendablé decreas®r evento slightly increasethe valuesfor




54 CHAPTER4. ANALYSING OSPF

spf-delayandspf-holdtimeto sare corvergencetime by schedulinghe rst RTC earlier
or by preventinga secondRTC scheduléby extendingthe scheduldor the rst. Lastbut
notleast,OSPFeaturedy thelittle amountof routingtraf ¢ it generatesyhich doesnot
contributeary signi cantly delayto the corvergenceprocessvhensent.

4.4 Conclusion

Our analysisof the Interior Gatavay ProtocolOSPFv2Zrevealedthatits responséime on
changesn the network topologyis in tensof seconds.The mainreasorfor thatarethe
con gurableandarchitecturalOSPFconstantsvhich arerestrictedto time scalesof sec-
onds.Sincelink propagatiordelaysareusuallyin dimension®f tensof millisecondsthe
OSPFconstantsemainthe dominatingfactor AmongtheseconstantsheHello Protocol
parametersiave turnedout to be the mosttime consumingactors.A reductionof hello-
interval androuterdead-intervako minimal valuesmay save up to 80% of corvergence
timein somecases.

Anotherpoint of our examinationsvasthe processofoad generatedby OSPFwhich we
measuredh termsof numberof RTCs. Thisnumberhighly dependenthecon guredval-
uesfor thespf-timersj. e. spf-delayandspf-holdtimebut alsoontheMIN _LS_INTERVAL
andMIN _LS_ARRIVAL constantandthe propagatiordelayof LSA updatesDueto the
constantandcon gurableRTC delayintervalsalot of RTCsmaybesavedsincechanges
canbeaccumulatedbeforeupdatesareformedandupdatesagaincanbe collectedbefore
an RTC is executed althoughthe defaultsandthe restrictionto secondften make not
muchsense.lts remarkablethat Cisco hasreplacedits timers spf commandby a new
timers throttle spf commandn its IP RoutingProtocolsreleasel2.2(14)S20], which
allows,amongotherthings,to setthespftimersto milliseconds.Thisis anindicationthat
spf-delayandspf-holdtimenight have generatedoo muchtime overheadn the pastand
thatsaving RTCsis not soimportantanymorethanit wasyearsago. Thelattermight be
dueto thefactthatprocessingapacitiehave evolvedover the years,sothata computa-
tion of anOSPFroutingtableis lessexpensve arymore,andthatthe numberof updates,
triggeringanRTC is relatively small(MIN _LS_INTERVAL, MIN _LS_ARRIVAL) sothat
anRTC moreor lessdoesnt preponderateConcerninganinteractionwith BGP however,
convergencetime is the moreimportantfactor We thereforeabstainfrom measuringhe
numberof OSPFRTCsin thefollowing.



Chapter 5

Simulating OSPF-BGPInteractions

Ourgoalin this chapteris to understanavhatimpactlocal IGP routingchange€anhave
on the global routing processperformedby BGP In particularwe areinterestedn an-
sweringquestionsik e: Whathappensvith BGPif anintra-ASroutechange®r becomes
unreachable?s BGP routing affectedby it andif so, in which casesandto what ex-
tend? But beforewe can approachthesequestionswve rst have to explain how BGP
is linked with IGP to understandhe interactionghat may arisebetweernthosedifferent
typesof routing protocols. To our bestknowledgetherehaven't beenyet a directinter-
actionbetweeranIGP andBGP. Thatmeangherouting processesork seperatelyrom
eachother Thisis becausd8GPis aninter-Autonomous-Systemouting protocolwhose
primarytaskis to exchangenetwork reachabilityinformationwith otherBGP spealersto
form a policy-basedyraphof AS connectity andnotto do shortespathroutingasit is
the primarytaskof IGPs. ThereforeanIGP canonly affect BGProutingif BGP

malkes use of IGP metricsas a tie-breakingrule in the BGP bestpath selection
algorithm(performshot potatorouting) or

mapsMED attributesto IGP shortespathmetricswhenannouncingouteso neigh-
bouringASes,andthe BGP spealersin the neighbouringASesmake their routing
decisionsdasedn theseMEDs (performcold potatorouting).

Althoughits priority in the BGP pathselectiorprocessnightbe quitelow in someimple-
mentationd5], the useof IGP metricsasa tie-breakingrule howeveris well known and
widely used,sinceit is describedn [1] asa basiccriterionfor selectingamongdifferent
routesfor the samedestinatiorpre x. The*“cold potato” routing stratey again,enables
the MED announcingAS to directtransittrafc alongan AS ingresspoint that hasthe
shortestpathto the AS egresspoint for thetraf c' s destination.That meansthattrafc
comingfrom aneighbouringAS, notdestinedor theown AS is keptasshortaspossible
in theown AS. This stratgy seemdo be quite popularamongISPs[23].
UnfortunatelylGP shortestpathsand their metricsare not static and may changedue
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to AS internallink or routerfailures,trafc engineeringetc. Moreover the BGP pro-
tocol speci cation[1] only providespathreevaluationsbasedon BGP updates.Current
BGPimplementationsolve this problemby periodicallycheckingbestpathsandIGP de-
pendentttributesfor all BGP pre x esandre-ad\ertisingpre xesin casetheir attributes
changed.This is of coursenot donesynchronouslyout eachrouterchecksits routesin-
dividually and makesits own decisionsaboutwhich of themmustbe changedandhow
far. ConsequentiallgachroutercanoriginateBGP instability informationbasedon IGP
routingchanges.

In the courseof this chaptemwe aregoingto studythe causalegor thoseinteractionsand
their consequenceandtry to estimatethe extentthey may achieve andhow likely they
are. Our work hasconcentratedn OSPF-BGHnteractions.We startwith a description
of the theoreticalaspectof thoseinteractionsn chapters.1, wherewe explainin more
detail what effectsmay occurandwhat the causalesre. Moreover we specifyour pro-
ceedingandthe questionswe like to answerwhenwe are going to con rm our theory
in the practicalpart. To betterdistinguishbetweeneffects on routersinside a particular
AS andoutsideof it, we introducethefollowing namingcornventions:We call changesn
BGProutingIBGP (internalBGP)changesif they arerestrictedo routerswithin thatAS,
andEBGP(externalBGP)changesif they wereobsenedoutsidetheAS. In thesameway
we denotethe correspondingoutersIBGP routersandexternal BGP routers.In chapter
5.3we nally cometo the practicalpart of our work, werewe analysethe OSPF-BGP
interactionswhich weregeneratedn severalsimulationscenariosThesescenariosvere
performedn a singlenetwork environment,generatedn the SSFNetsimulator But be-
fore we cometo the analysis,we give a shortoverview in chapters.2 aboutthe add-ons
thathadto be implementedo enableour examinationsandthe way the BGP bestpath
selectionalgorithmwasimplementedn SSFNet.

5.1 Causalesand Effects

Having de ned our understandingf OSPF-BGHnteractionswe arenow goingto deal
with the impacttheseinteractionshave on BGP routing. The rst questionto answeris:
Whatmay changen BGP routingwhenIGP reactson AS internaltopologychangesy
adjustingits routes?Besideghe factthat pre xesmay be withdravn or reannounced
pre x announcin@3GProutersgetdis- or reconnectedye areawareof four pre x' s path
attributesthatmaychangen casehatlGP shortespathmetricschange TheNEXT_HOR,
AS_PATH, MED and COMMUNITY attributes. This is bestexplainedby an example.
Regarding gure 5.1we seea network scenariaof four ASesinterconnecte@mongeach
other AS 1 learnsa pre x A from AS 2 andAS 3 via routersR2, R3 andR4, andan-
nounceghatpre x to AS 4 viarouterR1. LetusassumehatrouterR1 andR5decidedo
setthe NEXT_HOP attributefor pre x A to R3's addressbecaus¢he BGP bestpathse-
lectionalgorithmselectedR3 asnext hopdueto the IGP shortespathmetrictie-breaking
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Figure5.1: The contet of IGP-BGPinteractions

rule. Thentrafc destinedor pre x A issentvia R3to AS 2. If theshortespathfrom R1
andR5 to R3 getsdisconnectedomehav, forcing the IGP to recalculateshortesipaths,
the periodicallypre x checkingmechanisnmon R1 andR5 may eventuallydetectthatR2
or R4haveabetterlGP metricfor pre x A. In thiscaseR1andR5switchtheNEXT_HOP
attributevalueto R2'sor R4'saddresslf R4is thenew next hop,they alsohaveto change
the AS_PATH attributefor pre x A, sinceR4 learnedA from AS 3 insteadof AS 2. In
addition,if the systemis con guredto setMED attributesaccordingto IGP metricsthen
we mayalsoobseneanupdatefor pre x A with achangedED attributesentto AS 4 by
routerR1. Notethatthis updates only sentif the|GP metricchangedindependentrom
any NEXT_HOP or AS_PATH attributechange®notherAS internalrouters.Thatmeans
althoughrouterR1 mayhave changedhenext hopfor A dueto anincreasedGP metric
for R3,thenew shortespathmayhave the samemetricthantheonebefore.Onthe other
hand,theremaybeanalternatve pathfrom R1to R3 having a betterlGP metricthanthe
pathsto R2 andR4 but a worsemetricthanthe formershortespathto R3. Anyway, if a
MED changas notaccompaniedby a next hopor AS pathchangen someAS, it won't
have any impacton BGP routing. In theendwe yet mentionedhe BGP COMMUNITY
attribute [6] that may be affectedby IGP metric changes[9] describests utilisationas
informational transitive attributeto indicatethelocationwhereapre x waslearnedrom.
This informationis passedlown to neighbouringASeswhereit canbe incorporatedn
the BGP bestpathselectionprocessConcerningour examplenetwork in gure 5.1,such
a COMMUNITY attribute could be setby routerR1 for pre x A whenannouncinghe
pre x to AS 4. Dependenbn the type of the location(interconnectiorpoint (next hop),
AutonomousSystem)R1 hadto sentanupdateto AS 4 if its next hopor AS pathfor pre-



58 CHAPTERS. SIMULATING OSPF-BGANTERACTIONS

X A changesThuschangeghatmaybe causedy communitiesaresimilar to changes
causedy MEDsthatweresetaccordingo IGP metrics,whenlGP-BGPinteractionsef-
fectsthem.In thefollowing we thereforeconcentrat®n the examinationof next hopand
AS pathchangessincethey arethe mainfactorin thesedynamicsandwe will uselGP
metricbasedVIEDs to studythe propagatiorof their effectsinto neighbouringASes.
Soletsnow begin with a classi cationof NEXT_HOP andAS_PATH attributes. For two
BGP spealersit is valid that, if they have identical NEXT_HOP attributesfor the same
route,they alsosharethe sameAS pathfor thatroute,but the reverseis not valid. Thus
we can concludethat for an IBGP routera changeof the AS_PATH attribute of one of
its routesis always combinedwith a NEXT_HOP changefor this routeif the change
wasdueto an IGP routing change. This assumptioreadsus to the following classi -
cation: For eachpre x, learnedfrom neighbouringAutonomousSystemswe candivide
the IBGP routersof a given AS into as-equivalence-classéase-classesyuchthatfor a
particularroute eachrouteris associatedvith a classthat exactly representshe neigh-
bouring AS wherethe routersendstrafc to whendestinedor thatpre x. Soif anAS
learneda pre x from exactly oneneighbouringAS, thenall its IBGP spealersbelongto
the samease-classThe ase-classeagaincanbe subdvided into next-hop-equivalence-
classeqnhe-classes3imilar to the ase-classesThat meansthat for a particularpre x,
eachIBGP routerbelongsto the classthatrepresentshe AS borderrouterto which traf-
c is forwardedwhendestinedfor the pre x. Thusif a neighbouringAS hasmorethan
oneconnectiono the given AS, two IBGP routermay be part of the samease-clasbbut
they may have differentnhe-classeskor an AS borderrouterholdsthatit is partof the
nhe-clas®f theIBGP routersthatselectedim asnext hop. HenceeachAS borderrouter
formsits own nhe-clasandmay beitself partof nhe-classe®ormedby otherAS border
routerswithin thesameAS.

Having closercharacterisethe changeshat BGP may encounteiby assigningase-and
nhe-classeto the IBGP routers,the questiongposedin the introductionto this chapter
canberephrased.Sincewe arenow awarethat BGP is indeedaffectedby IGP routing
changesndhow thisis causedye canexaminethe OSPF-BGRnteractionson the basis
of theequialenceclassesin theremainingpartof this chaptemwe arethereforegoingto
answeltthequestionsHow andto whatextentdo the equivalenceclasseshangend to
whatextenddoesthisin uence BGProuting?

Thereareseveralcausale$or analterationof equivalenceclasseproducedoy IGP rout-
ing. In gure 5.2we shov a schematidllustration of the eventsthatleadto alterations.
An IGP routing protocollike OSPFis alwaysaffectedby link or routerfailures. Having
detectedailuresthatchangeshe currentSPT, OSPFtriesto computealternatve shortest
pathswhich might have differing metrics. It is alsopossiblethat partsof the AS become
completelydisconnected.Somevhat later, BGP will noticethe change. Dependenbn
its magnitudemoreor lessIBGP routerhave to changeNEXT _HOP or even AS_PATH
attributesfor somepre x esdueto disconnectionsr changednterior AS distanceso AS
borderroutersthesepre x eswerelearnedfrom. We mentionedbeforethat periodically
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Figure5.2: Causale®sf IGP-BGPinteractions

checkingbestpathsandIGP dependenattributesguaranteethatchange®f IGP metrics
are consideredvhenselectingbestroutes. But what happenswhenan IGP like OSPF
detectedatopologychangeandis still in its corvergencephasewhile BGPtriesto verify
reachabilityof AS borderroutersand distancef their shortestpathsby scanningthe
forwardingtable?In this phaseAS interior routesmight be instable,i.e. dueto thefact
thatnotall OSPFroutersmay have up-to-dateopologyinformation,someof themcould
have computeincorrectshortespathsat thetime a BGP scannesearche$or IGP metric
changes.In consequencef that, the IBGP instanceon one or moreroutersmight per
form routingchangedasedntemporarilyincorrectiGP metricsandrouteentries. These
change®f coursecanaffect BGP next hopsor AS pathsandmight propagatehroughthe
network until they areagainreversedwhenthe next scanningcycle accessethe correct
intra-domainrouting informationafter OSPF nished its corvergencephase.In the fol-
lowing we denotethis particulareventasOSPF-BGP-clash

All thoseeventsdescribedsofar, resultin changesn the equivalenceclassclassi cation
of thelBGProuters.In case¢hesechangepropagatéo anAS borderroutercalledX, that
learnedheaccordingore x esfrom oneof theaffectedIBGP borderrouters thenwe pos-
sibly may alsoobsene changesn BGP routing in neighbouringAutonomousSystems.
But this is the caseonly if therelative neighbouringAS decidedthe AS borderrouter X
to bethe next hopfor theannouncegre xesbefore. As responseo the updateghat X
announcefto aneighbouringAS, this AS mayitself undego equivalenceclasschanges
asindicatedby thebackwardarrow in gure 5.2.

Up to now we explainedwhich partsin the BGP routing processareaffectedby achange
in AS interiorrouting. We furthermoredemonstratethe causale$or thesenteractions|t
remainsto dealin greaterdetail with the effectsthattheinteractionamay have on global
routing. That meanshow cana neighbouringAS or a chainof neighbouringASesbe
in uenced by local IBGP next hopor AS pathchangesf theseattributesdon't sene as
bestpathselectiorcriteria?Figure5.3illustratesthe effectsthatmay propagatéhrougha
seriesof AutonomousSystemgausedy IGP-BGPinteractionsWe alwaysassuménere
thatthelocal equivalenceclasschangegropagatd¢o an AS borderrouterX, thatlearned
atleastonepre x from oneof theaffectedIBGP borderroutersandthatlGP shortespath
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Figure 5.3: Effectsof IGP-BGPinteractionson globalrouting

metricsareusedasMEDs. Undertheseconditionswe have to distinguishbetweenwo
casexoncerninghe effects: In the rst case X may changets nhe-clasgor somepre-
x eswithoutchanginghease-classif theinteriordistanceo X'snew next hoprouterhas
changedcomparedo thedistanceo theold one,thenX hasto announcenev MED into
theneighbouringASesfor all thosepre x eslearnedfirom the old next hoprouterbefore.
In caseX is next hop routerof a neighbouringAS A for sucha pre x, thensomelBGP
routersin thatAS may changetheir next hops(NH) andAS pathsfor thatpre x (1a)) in
casethey nd analternatve bestentry pointto athird AS offering a betterMED, or A is
connectedria multiple links to theformer AS andthereis an alternatve bestentry point
to thatAS, dueto MED comparisonput it announcegsnotherAS pathfor thatpre x. If
analternatve bestentry point to the former AS could be found thatannounceshe same
AS_PATH attributefor thepre x (1b)) thenof coursethe next hopchangeonly.

In the secondcase, X may additionally changeits ase-clasgor a pre x. That means
thatthe next hopfor thatpre x changesvhich may or may notinvolve a MED change,
dependingon the interior distanceto X's new next hop router andthatthe AS_PATH
attribute for that pre x changegoo. Althoughthe AS_PATH attribute is not speci ed as
bestpath selectioncriterionin [1], BGP developerlike Cisco however make useof it.
Theselectionalgorithmin [5] for examplede nesarule which preferstheroutewith the
shortestAS_PATH. If this rule is applied,a changeof the AS_PATH attribute may have
extensve consequencedf. X is next hoprouterof aneighbouringAS A for apre x whose
attributeschangedthentherearethreecasedo distinguish: SomelBGP routerof AS A
may changethe next hopaswell asthe AS pathfor thatpre x (2a)) if thereis athird AS
offering betterAS_PATH or NEXT_HOP attributesor, if theformerAS is connectedria
multiple links to A andthereis analternatve bestentry pointto theformerAS offering a
betterbut differentpath. On the otherhand,if thereis a secondentry pointto theformer
AS, offering the sameaspath,somelBGP routersof AS A mayonly changehenext hop
(2b)). In alastcase(2c)) theremay beroutersin AS A thatdo not changetheir next hop
but have to acceptthe changedAS path,announcedy routerX, sincethereis no better
alternatve.
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All theseeffects canpropagatehrougha seriesof attachedAutonomousSystemsaven

if theseASesdon't announcdGP metricsasMEDSs sincethe mostBGP routersusethe

AS_PATH attribute asa criterionin the bestpath selectionalgorithm. In the following

we arethereforegoing to examinein which extent the causalsand effects presentedo

far canoccur For that purposewe are concentratingour analysesn a single scenario,
alreadyintroducedn chapter3.2and gure 3.4. Via the SSFNetsimulatorwe aregoing

to simulatelink androuterfailuresin the “US AS”, obsenre the resultingimpactsthat
OSPF-BGHnteractionswill causen this AS aswell asin the dummyASes,andtry to

estimatetheir magnitude Particularattentionwe will payfor OSPF-BGP-clashes.

To performourintentionwe hadto make somechangesn the SSFNetodebefore.These
changesredescribedn thenext section.To proceedwith thedocumentatiomf our sim-

ulationresultspleasego on with section5.3.

5.2 Additional SSFNetEnhancements

WealreadymentionedhatSSFNefeaturechodynamiclGP beforewe developedSSFOS.
OSPFv2. For thatreasonSSFOS.BGP4s bestpath selectionprocessdid not cover the
tie-breakingrule describedn [1] chapterd.1.2.1b) whichrecommendso preferthe path
with the lowestIGP metric to the BGP next hop. To addthis rule to the selectional-
gorithmandto assurghatdynamicchangesn IGP routing areeventuallyaccountedor
in BGP at leastat regularintervals, we madesereral changeso the BGP4packageand
implementeda specialtimer.

First of all, an IGP metrichadto be addedto the BGP peerinformation. Sinceall data
aboutan BGP peeris storedin classPEERENTRY we addedthe following variablesto
thatclass:An integerospfv2Costo keepthe metric of the shortesiGP pathto thatpeer
andaboolearvariableunreatableto indicatewhetherthepeeris still reachablevia IP or
not. To make useof this informationwe hadto augmenthe bestpathselectionprocess.
In SSFOS.BGP4his processs implementedn methodcompae() of classROUTEINFO,
aclassthatcontainsall informationabouta particularBGP route. Takinga ROUTEINFO
asparametecompae() returnsthe decisionof the processpreferringoneof bothroute
infos or declaringthemto be identical. Having madelittle changedo it, the selection
algorithm now operatesas follows: First it compareghe route's deggree of prefeence
whichis setto the con gured LOCAL _PREFvalueor, if notspeci ed,to 100 minusthe
lengthof the route's AS_PATH attribute. The onewith the highervalueis preferred.In
casebothrouteshave the samepreferenceandbothwererecevedfrom BGP spealersin
thesameAS, their MULTI-EXIT-DISCRIMINATOR (MED) attributeis compared.The
routewith thelower MED is preferred.In casethatoneroutehasa MED andthe other
doesnt, SSFOS.BGP4referstheonehaving aMED. Thenext tiebrealer wasmodi ed.
Before,it wasthe announcingeerstype. If oneroutewasannouncedrom anexternal
peerandthe otherfrom aninternal, the route receved from the external peerwas pre-
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ferred. We insteadaddeda combinationof peertype andIGP metriccomparison.Now
the ospfv2Costaluesin the accordingPEERENTRY classesarecomparedandtheroute
with the lower valueis preferred.This tiebrealer is alsoappliedif oneor both peersare
externalpeers.SinceOSPFmetricsarede ned to be greaterthan0, we canassign0 to
ospfv2Cosin casethe peeris external. Thusthe preferenceof anexternalrouterandthe
preferenceof the routerwith the lowestIGP metricin caseboth routersare internalis
guaranteedh asinglequery But thereis anothereasorwhy we assignan IGP metricto
externalpeersvhichwe discusdater. If atthistime noneof thetwo routeswaspreferred,
thelasttie-breakinguleis eithertheannouncingpeersid or arandomlychosemumber
In our simulationswe alwaysusedthe peeringroutersid. The smallestd determineghe
routeto prefer otherwisebothroutesaredeclaredo beidentical.

In alaststep,we hadto assurdhatreachabilityandIGP costsaredeterminecandmain-
tainedin the PEERENTRY objectsduringasimulationrun. Thereforewe rstly alteredthe
init() methodin BGPSESSION, the protocolsmain class,which establisheamongother
thingsPEERENTRY objectsfor the directattachedGP neighbours For eachneighbour
thelGP metricis assignedo ospfv2Cosin caseanentrycouldbefoundin thelP FIB and
the neighboumwasnot external. For externalneighboursve alsoassignedan ospfv2Cost
whichis always0. Thisis donein orderthatwe cansimply assigna MED, basedn IGP
metricsto eachroute. SinceSSFOS.BGP4wasimplementedo favour routeshaving a
MED overrouteshaving not, we simply assuren this stepthatroutesJearnedrom anex-
ternalpeerarestill favouredover otherwiseidenticalrouteslearnedirom aninternalpeer
if bothareforwardedto athird AS andMED valuesbasedon IGP metricsareassigned.
In addition, if no entry could be foundin the IP FIB andthe neighbouris internal, the
unreadablebit is set. Sincethe con guration of all otherpeersis donebeforethe simu-
lationis startedjt doesnotmake sensdo determind GP metricandreachabilityfor those
peersin methodcon g(). Hencethis processs postponeduntil a full relationshipwas
establishe&nda decisionmustbe madewhetheraroute,learnedfrom sucha neighbour
shouldbe installedin thelocal RIB (Loc-RIB). This decisionprocesss implementedn
methoddecisionprocess2() which wasalteredsothateachtime it is called,ospfv2Cost
andunreathablearedeterminedor eachneighbourasin init(), andonly thoseROUTE-
INFOS, whenannouncedy internal peers,that are reachableat the time the methodis
called,areinvolvedin theprocess.

Eventuallyit comesthetime to sendroutewithdrawals or adwertisement$o somepeers.
In caseroutesareto beadvertisedandtheadvertisingrouteris anAS borderrouter(there-
ceiving neighbouiis external),we assigra MED attributeto theserouteshaving thevalue
of their announcingoeers ospfv2Costeld. We don't needfurther checksheresinceall
adwertisedroutescomefrom reachablg@eersasdeterminedeforeby thedecisionprocess
andfor externalannouncingeerst is guaranteethattheir MED is 0 asexplainedbefore.
Sincenow changesn IGP metricsmay have anin uence on route preferencendMED
valuesaquickrespons@®nthesechangess necessaryOneway of maintaininglGP met-
rics andreachabilityof internalpeerss to useatimerwhich scanghe peerdataatregular
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intervals. Weimplementeduchatimerasinnerclassof BGPSESSION calledSCANNER-
TIMER. At timeintervalsof 60 second$t checksall peerswhetherthey arestill reachable
via thelP FIB andwhethertheir shortespathmetrichaschangedn casethey areinternal
peers.This processs the sameasin methodsnit() or decisionprocess2() describede-
fore. ThereaftetheLoc-RIB is scannedouteby route. For eachroute,eachreachable(!)
peers Adj-RIB-In (seechapter2.2.2)is searchedor analternatve routeandif onecould
be foundthe bestpathselectionprocesslecideswvhetherthe routein the Loc-RIB must
be replaceddueto a changeof one or more bestpath selectioncriteria. If the routeis
replacedby an alternatve or the adwertising peerbecameunreachabl@andtherewasno
alternatve, SCANNERTIMER removestheroutefrom Loc-RIB andaddsit to alist of Loc-
RIB changeslf analternatve routecould be selectedit is installedin the Loc-RIB and
recordedin thelist of Loc-RIB changes.This list thensenesasparametefor method
decisionprocess3() which is responsibldor applyingthe changedo the Adj-RIB-Out
databaseanddisseminatingipdatedo the concernegeers(see[1] chapter9.1.3).

Finally weyethadto implementa“con gurablelink failure”. ThecurrentSSFNetelease
supportonly arudimentarylink layerimplementationThelinks for example,cannotbe
con guredto fail or recover duringa simulationrun, andalthoughthereis anopportunity
to con gure pacletdroppingon NICs (Network InterfaceCards)with agivenprobability
thisprobabilityis however staticandcant bechangediuringsimulations.Thusit wasnot
possibleto simulatedynamiclink failuresandrecoveriesby settingpacletdroppingprob-
ability to 1 andO by turns. We thereforeintroduceda new subattritute fail for attribute
link in the dml-languagefail hastwo atomicsubattrilutesfromanduntil specifyingthe
link's failure andrecovery time. Eachlink attribute may have severalfail subattrilutes
specifyingseveralfail intervals. Theseintervals get storedin the SSF.NET.LINK class.
Fromtherethey canbe calledby ary link typeinstance.Sincein our scenarioptp links
areusedonly, we only adjustedhe ptp link typeinstanceSSF.NET.PTPLINKLAYER. It
now fetchesthe fail intervals oneby onefrom LINK whenpending. Eachtime a paclet
is supposedo bedeliveredto the peeringNIC, the currentsimulationtime is determined
and checled againstthe currentfail interval. Only if the simulationtime is not within
suchanintenal, the pacletis delivered.

5.3 Interaction Analysis

Having explainedthetheorybehindtheinteractiondbetweeranIGP like OSPFandBGR,

andhaving preparedhe SSFNetsimulatorto becapabldo performsimulationsof OSPF-
BGP interactioncausalesand effects, we arenow ableto studythe magnitudeof those
interactionsconsideringa samplenetwork. A simulationscenaridhatshavedthe effects
in all of their detailswould imply to simulatea considerablgart of the global Internet,
becaus®f their propagationBut thatwould have beenatoo big venturesincewe cannot
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simulatesucha hugenetwork in all of its necessaryletails. We thereforerestrictedour
scenariao a small, abstractraction of a global routing system,insteadof simulatinga
seriesof comple, neighbouringASes,andwe concentratean the origin of the effects
andnotontheir propagation.

This sectionhastwo main parts. In the onewe studythe impactof single, AS internal
link failson BGP (5.3.2),in the otherwe repeatthis studieswith the AS internalrouters
(5.3.3).Before,we give shortoutlineaboutthescenariacon guration(5.3.1). Thesection
endswith asummaryof aspectshatwould be worth to considelin futurework.

5.3.1 An OSPF-BGPScenario

At the end of chapter3.2 we introduceda scenariothat we are now usingto simulate
OSPF-BGHnteractionsThe“US Scenario’(see gure 3.4onpage27). To betterunder
standthe simulationeffectswe rst of all describehereshortlythe scenarics con gura-
tion. The network is composedf 7 AutonomousSystems.AS 2 till AS 7 are“dummy
ASes”consistingof asinglerouteronly. They areconnectedia links 61-76,theinterrAS
links, to AS 1, which we call the “US AS” sinceits shapeis a simpli ed adaptionof
severalU.S.I1SP's backbonenetworks. Theseinter-AS links arecon guredwith a propa-
gationdelayof 10 millisecondseachandtheNICs, connectingnter AS links with routers
have a bitrate of 100 Megabytes/secondThe remainingnetwork structurebuild up the
“US AS". It consistsof twelve “cities”, i.e. fully meshedPOPsubnetwrks connected
via links 0-39, the inner city links, which do not have ary additionalpropagatiordelay
Sincethedistancedetweerrouterswithin acity areusuallymuchsmallerthaninter-state
andall the moreinter-continentaldistancego other cities or ASes,the delay herecan
be seenasnggligible. EachNIC, connectingo link 0-39is provided with a bitrateof 1
Megabyte/secondFinally the city subnetvorks are interconnectedia links 40-60, the
inter city links, con guredwith propagatiordelays randomlychoserfrom asetof 1 to 6
millisecondsandNIC bitratesof 10 Megabyte/secondEvenif thosevaluesmightnotre-
ect therealconditionsexactly, their proportionhowever approximatehe proportionsin
reallife andwe don't needa millisecondtime resolutionsinceBGP andOSPFcorverge
in seconds.
The protocolinstancesveresetup asfollows: On eachrouterbelongingto the“US AS”
anSSFOS.OSPFvrotocolsessiorwascon guredto runontherouter'sNICs (Network
InterfaceCards)connectingo inneror inter city links. All sessionsverecon guredwith
thedefault OSPFparametewaluesspeci edin table4.1 on page39 andto build asingle
OSPFoackbonarea.For the connectindinks we choseOSPFmetricsof 1 for eachinner
city link (0-39)and10 for eachinter city link (40-60)accordingto [24] which proposes
to usemetricsdependenbn link delaysor transmissiortime. On all routers,including
thoselocatedin thedummyASes,themodi ed (seesection5.2) SSFOS.BGP4protocol
wassetup. Insightthe“US AS” theBGProuterswerecon guredto peerwith eachother
suchthata fully meshedBGP netwasbuild. The EBGPpeeringsessionsthatmeanghe
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peeringsessiondetweenAS 1 routersandthe routersin the dummyASes,were build
accordingto the inter AS connections.Concerningthe con guration of the BGP timer
intervals,we acceptedor eachrouterthe suggestedaluesdescribedn [1] chapter6.4.
Having setup OSPFand BGR we are now ableto simulateBGP pre X' NEXT_HOP
attribute changesausedoy OSPFrouting alteration. However to alsocauseAS_PATH
attribute changesn this way, we have to introducepre x esannouncedy differentASes
suchthatthe“US AS” canselectthe bestpathfor thesepre x esfrom a choiceof neigh-
bouringASes.For thatreasorwe injectedthreedifferentpre xesinto AS 5, AS 2 andAS
3 respectiely. This bundleof pre x esandattributeswasthe samefor all theseASesso
thatthechoicemadeby “US AS” routerswhich AS to preferwhenselectinghebestpath,
only dependedn intra-domainrouting. Any external AS pathchangesausedoy “US
AS” intra-domainrouting changesoncerningthesepre xeswill be thereforeobsened
in AS 4, AS 6 andAS 7 only. Thisis the startupcon gurationfor all furthersimulations
analysedn the next sections.

5.3.2 Analysisof SingleLink Failures

Having preparedur simulationscenaricasdescribedn section5.3.1,we begin with the
examinationof OSPF-BGHnteractionscauseddy singlelink failures. For eachinternal
link in ourtestAS (the“US AS”), thatarelinks 0 - 60in gure 3.4,we createda simula-
tion runwherethelink failedfor aparticularperiodof time andthenrecoveredagain.The
failure wasinitiated after a period of time, long enoughto led the participatingrouting
protocols nish their setup thatis the convergencephaseafterthatthe protocolinstances
on all routersarein a stablestatefor the rst time. We estimatedsetupandfailure time
to be 500 secondssothatthe failure beganat time 500 secondsandendedat time 1000
secondsandmeasuredhe interactionimpactsat both times. The resultsaredepictedin
gure 5.4. Thethicknessof thelink lines have no meaningconcerninghe results,they
wereinheritedfrom gure 3.4to betterillustrate the differenttypesof links (inner city,
inter city, ...).

Following thelegend,we noticeat rst view thattherearesurprisinglymary interiorlinks
(approx. 50%) whosefailure leadto changesn BGP routing. But this is not really sur
prising,giventhatmostof themaffect NEXT_HOP attributeson IBGP routersonly. Such
a changes quite likely sinceaninterior link failure alwaysresultsin IGP shortestpath
changeswvhich againarelikely to resultin distancechangedetweenBGP routersand
their pre x adwertisingAS borderrouters. If the distancechangesandthereis an alter
native AS borderrouter now having a better(lower) distanceandannouncinghe same
pre xes,then IBGP next hop changescanbe obsered. The effect of suchchangess
showvnin table5.1. Overalltherehave been31 links which forcedIBGP routersto change
AS internalnext hopsfor at leastonepre x. Theleft columnof table5.1 indicatesthe
numberof IBGP routerswho hadto changeNEXT _HOP attributesin responseo a link
failure. The next shaws the percentagef theseroutersat the total numberof routers
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Figure 5.4: Impactof eachsinglelink failureon BGProuting

formingthe AS. In thelastcolumnyou seehow mary links causedheamountof routers,

| affectedrouters| percentagef AS | quantityof causinglinks |
1 2.702% 9
5.404%
8.106%
10.808%
13.510%
16.212%
21.621%
10 27.027% 1

| 3.580 | 9.677% | average
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Table 5.1: Thedegreeof IBGP next hopchangegausedy singlelink failures

indicatedin theleft column,to changenext hops. It is remarkablethatlessthan10% of
the"US AS” routersareon averageaffectedoy BGPnext hopchangegsausedn thisway.
The explanationfor thatis in the connectwity of the AS. Thedenseithe AS is connected
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Figure 5.5: Routerclassi®catioraccordingto their ase-andnhe-classes

to theinsideandto the outside thelessroutersareaffectedby a singlelink failure,since
alink is partof lessIBGP connectionpaths. Becausdhe connectvity of our testAS is
quitehigh, avalueof 10%is thusrealistic.

We explainedin section5.1 thatundercertainconditions,next hop changesaninvolve
AS pathchanges.For links 16, 35, 41, 43 and 53 thoseconditionseventuate.This be-
comesclearwhenregarding gure 5.5wherewe classi edthetestAS routersaccording
to theirase-andnhe-classe®r thepre xesweinjectedinto AS 2, AS 3 andAS 5 before
(seesection5.3.1). The ase-classearedenotedwith X, Y andZ, andthe corresponding
nhe-sub-classesre numbered.In caselink 16 or 35 fails, we obsered only onerouter
(H1) changingits next hop for the injectedpre xes. BecauseH1 switchesits next hop
routerfrom D1to B2, it changeslsothease-clasfrom X1 to Z2. But sinceit is notabor-
derrouterthis equivalence-classhangewill not propagate¢o otherASes.Thelike holds
for link 41 whererouterE1 andE3 switchfrom classZ1 to X1. Yetin caseof afailure
of link 43 or 53 we canobsenre an AS pathchangeon a borderrouterfor the rst time.
In this caseroutersH1 andH2 bothchangeheir equivalence-classesom X1 to Z2. But
althoughAS borderrouterH2 changesext hopaswell asMED (next hop IGP metric)
andAS pathfor theinjectedpre x es,thereis noresponsdérom AS 4, 6 or 7 onthatsince
they all aremulti-linkedto the“US AS” andpreferanotherentryrouter Becausef better
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MEDs, AS 4 prefersborderrouterC1 (MED is 0) andAS 6 and7 preferborderrouterk2
(MED is 12). SinceH2 announce@ MED of 22 beforethelink failed(path-coursetinks
36,53,43,16anda MED of 23 after(path-courselinks 34,58,31,50,6)this explainswhy
we don't seeary AS pathchange®utsideour testAS. But in caseof link 43,53 and55
we do seeexternalnext hopchangesthatmeansoneor moredummyASesareswitching
entrypointsto the“US AS”. Whenlink 43 or 53fail, AS 4, 6 and7 have to changetheir
next hopfor AS 2, sincethe previous next hop H2 changego a moreexpensve shortest
pathto thatAS (formerpath:36,53,43,16new path:34,52,24,41,0)andK2 offersabet-
ter MED dueto a shortesipath(23,55,44,16)having the samemetricthanthe oneused
before.Similar effectscouldbe obsenedwhenlink 55 failed. AS 4 and6 hadto change
their next hopfor AS 5 from K2 to H2. In addition,AS 6 alsochangedin the sameway,
thenext hopfor theinjectedroutessinceit learnedthemfrom AS 5.

Althoughwe have seenthatalot of links causd BGP next hopchangesvhenfailing, it is
remarkableghatonly a few of theminvolve AS pathchangegoo, or next hopchangesn
neighbouringASes.Thereis no generakexplanationfor thesefacts,sincethey arecaused
by several differentfactors. Threeof thesefactorsapply to the OSPF-BGHnteractions
andcanbeobseredin our scenario:

The network' stopology: How areASesconnectegimongeachotherandhow are
they connectednternal?Whatis the degreeof redundang of theseconnections?

The useof IGP metrics asMEDs: Whetheror notthe IGP metric of the shortest
pathto theborderrouterof whichapre x waslearneds usedasMED if this pre x
is announcedo anothemeighbouringAS.

The con guration of link metrics: Accordingto which criteriaarelink metrics
assigned®hich pathbecomegheshortest?

As describedbefore,we only seelBGP AS pathchange®nroutersEl, E3,H1 andH2.
In chapter5.1we mentionedhatthe preconditionfor anAS pathchangds alwaysa next
hopchangesothataccordingo gure 5.4about50% of thelinks areout of the question
for suchachangelf anIBGP routerhasto changdts next hoprouterfor aparticularpre-
X, it maychoosearouterwho learnedthatpre x from anotherAS. In this casethe AS
pathfor thepre x change®nthelBGP router sincetraf c destinedor thatpre x is now
sentto anotherAS via the new next hop. The decisionwhetherto selectsucha next hop
stronglydepend®nthenetwork'stopologyandthecon gurationof thelGP link metrics.
In particularit depend®n the following factors: The numberof neighbouringASesan-
nouncingthepre x, thenumberof AS borderroutersconnectingo theseASes thesubset
of the ASesthattheseborderroutersselectasnext hopswhenannouncinghepre x tothe
interior BGP routers,the IGP distancebetweerthe borderandthe interior BGP routers
andary bestpathselectiornrule following the IGP distancecomparisorin casethe com-
parisonyieldedno preferencéfor instancehe comparisorof theroutersBGPidenti er).
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The quantity of thesefactorsandtheir interactionmakesit hardto predictthe number
of IBGP routersthat experiencean AS path changedueto a singlelink failure. In the
“US Scenario’for example therearethreeASes(AS 2, 3 and5) announcinganinjected
pre x, but only two of them(AS 3 and5) arechoserby the“*US” AS borderroutersto be
next hopsfor thatpre x asdepictedn gure 5.5. Thisis explainedby the BGP bestpath
selectiomalgorithmrunningonrouterAl andD1 which appliesthelowest-BGP-identi er
rule to chooseamongAS 2 andAS3respectiely AS 5. Sincethe borderrouterin AS 2
hascoincidentallythe highestBGP identi er, AS 2 is not selectedasnext hop. In case
now thatlink 41 fails, routerE3 changests next hopfor theinjectedpre x esfrom router
Al to routerD1, andthuschangeshe AS path. It doessosinceD1 now hasthe shortest
IGP distanceto E3 amongall otherannouncingorderrouters.Thesameholdsfor router
E1 besideghatrouterD1 wasnot chosenasnext hop routerdueto the shortesdistance
but becausef its BGP identi er. This is becausafter the failure of link 41, routerE1
hadthe choicebetweerD1 andB2 asnext hop sinceboth have a shortesdistanceof 22
to E1. The AS pathchanges thereforeperformeddueto the coincidencehatD1 hasthe
lower BGPidenti er which makesE1 preferhim. If B2 hadalower BGPidenti er than
D1, we would not have seenan AS pathchangeon E1.

We seethattherearedifferentreasongor anIBGP routerto changeor notto changethe
AS pathattributefor apre X, in caseit hasto changats next hop. Thusit is not possible
to simplyreducethelik elihoodof suchchangeso thelGP distancebetweerdlBGP routers
andtheir pre x announcingoorderroutersandthe numberof borderroutersannouncing
differentAS pathsfor thosepre xes.

It is comparablydif cult to predictthenumberof links in anAS, which causeneighbous
ing ASesto changetheir next hopsor AS pathsfor pre x eslearnedfrom that AS when
thoselinks fail. It dependsn the network's topologyaswell ason the con guration of
link metricsandthe useof IGP metricsasMEDSs. AS 4, 6 and7 for exampleall usethe
samepath(via routersH2,H3,G1,D3,D1throughthe“US AS” to getto AS 2. They do
so,sincethey all have a connectiorto routerH2 andH2 announceghe bestMED among
all otherpossiblecandidategor becomingnext hoprouter(C2, K2 andL3). Thelastis
dueto the useof IGP shortesipathmetricsasMEDs anddueto H2 having the shortest
pathto AS 2. Thusthe probability, thata singlelink failurein the“US AS” disconnects
AS 4,6 or 7 from AS 2 andforcesthemto changeheir next hopsor eventheir AS paths
is reduced sincethey usea minimum of links to getto AS 2. On the otherhandthere
aresomecasesvhereneighbouringASesarenot at all affectedby internallink failures
dueto connecwity. Thisis the casefor AS 4 concerningthe injectedpre xeswhich it
learnedirom AS 3. SinceAS 4 senddrafc to AS 3 via theexternallinks 68 and64, any
“US AS” internallink failuredoesnot affectthis connectionBut evenin the casethatan
AS internallink failure leadsto a pre x' s next hop changeon an AS borderrouterthat
announceshepre x into neighbouringASes,it doesnothaveto inevitably involve a next
hopor AS pathchangen thoseASes.Becauserstly , anAS borderroutercouldnotbea
next hoprouterfor ary of its neighbouringASes,asit is the casefor theinjectedpre xes
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announcedy H2 into AS 4, 6 and7, andsecondlythe MED could not changeat all or

only slightly, i.e. notenoughfor aneighbourto changehe next hop. Thisis for example
thecasefor link 16 or 36, whosefailureforcesrouterH2 to increasehe MED for pre xes
learnedfrom AS 2 by one. But afterthe changethe MED remainsstill the bestfor the
neighbouringASes,sinceno otherborderrouterannounceshe sameor a betterMED to

AS 4,6 or 7. Similarly, if link 50 fails, routerH2 still announceshe bestMED to AS 6

and7 for ary pre xeslearnedfrom AS 3, sincethe MED did not changealthoughH2's

next hopdid (from B2 to C1).

Lastbut not leastwe obsere thatthereareno external AS pathchangesn our scenario.
This is evident, now that we have analysedthe IBGP AS path and external next hop
changesn moredetail. The externalAS pathchangesrelimited to theinjectedpre xes,
sincethe scenariovascomposedn theway thateachAS canreacheachotheronly via

the“US AS”. Sinceall of themaredirectly connectedo it, thereis no alternatve. For the
injectedpre xesit is valid that AS 4 prefersrouter C1 asnext hop routerandtherefore
doesnot changeits AS pathif an“US AS” interior link fails asexplainedbefore. AS 6

and7 bothsettheir next hopto K2, but this routeris never affectedby anIBGP AS path
change.Henceary “US AS” interior AS pathchangedoesnot propagatdo theseASes.
Sotheonly casethatis left andthatcouldraiseanexternal AS pathchangan theseASes
is casela)from gure 5.3. Thatmeansaftera next hop changefor the injectedpre xes
on router K2, the MED increasesand AS 6 and 7 areforcedto switch their next hop
routerandso may switch their AS path. But sincethe alternatve next hop routers(H2

andL3) botharein thesamease-clas¢see gure 5.5)astheformernext hopK2, thereis

no externalAS pathchangeln addition,thenext hopchangeonrouterkK2 doesnotaffect
routerH2 or L3.

Finally we canconcludethatit is not possibleto estimatethe impactof single, AS in-
terior link failureson EGProuting. All the effectsdescribedn section5.1 may happen
or not. Their occurrencalependsnuchon thetopologicalcircumstanceghe useof IGP
metricsas MEDs andthe con guration of the individual IGP link metricsasshavn in
theexempli cations before. The AS borderrouterstherebyplay animportantrole. Their
numberdetermineshe numberof alternatve entry andexit points. It dependon them,
how mary alternatve AS pathsareadvertisednto anAS (see gure 5.5)andto how mary
ASesthey provide thesepaths. Furthermore, the numberof neighbouringASes,using
aparticularAS borderrouterasnext hopis importantwhenestimatingthe magnitudeof
BGProutingchange®utsidethe causingAS.

Thusa possibilityto reducethosechangesvould beto connectcertainAS borderrouters
within an AS via oneor moreredundanpaths having the samelGP metricthanthe best
pathsbetweentheserouters. In caseof a singlelink failure, thesepathswould reduce
the probability of a next hop switch or a MED changeon the concernedorderrouters
andwould thusreducealsonext hop and AS pathchangesutsidethe AS. Concerning
our “US scenario”for example,we areableto preventthe externalnext hop changesy
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simply addinganadditionallink betweerroutersD3 andG1, G1andH3 andJ2andK3
having OSPFcost10. However thereis yet anotherfactorthatin uencesthe impactof
an OSPF-BGPRinteraction. In this sectionwe only dealtwith separatesinglelink fail-
uresandwe did not cover theimpactof severallinks failing at the sametime. Underthe
given conditionsit is obvious that the more links failing within an AS the morelikely
are BGP changesutsidethat AS. We analysednultiple link failuresby disconnecting
single“US AS” internalroutersfrom the network. The resultsaredescribedn the next
section.But beforewe cometo singlerouterfailures,simulatedin thatway, thereis one
matterleft which we did not go into yet. In section5.1 we characterised specialcause
for an equivalence-classhangethe OSPF-BGP-clash The fact thatthoseclashescan
occur posessomequestionswhich we lik e to answerbeforewe terminatethis section:
With respecto a singlelink failure, how likely is an OSPF-BGP-clashAre thereary
links in our scenariothat induce sucha clash? And whatis the dimensionof its im-
pact?For singlelink failuresthesequestionsaresimpleto answer:The probabilityfor an
OSPF-BGP-clasks 0 andthereforeno link failure inducesa clashin our scenario.The
explanationis not so simple. Initially we needto know, how muchtime OSPFrequires
to converge andwhich partof it is the critical time periodwheresucha clashcanoccut
Figure5.6 shavstheoverall OSPFcornvergencetimein the“US AS” for eachsinglelink
failure. We canseethatour propositiongnadeaboutOSPFcorvergencetimein chapte
alsoapplyto amorecomplex topology thatis OSPFcornvergeswithin theestimatedime
of 50 secondglus possiblepropagatiordelays.As explainedin chapter4.2.1,an OSPF
protocolsessiorcon guredwith defaultparametevalues(seetable4.1)requiresbetween
30 and40 seconddgo detecta link failure. After thatit determineghe executionof the
SPTcalculationandtheIP FIB updateto take placeafteradelayof 5 secondg¢spf-delay).
If thereareroutersat expirationof detectiontime andspf-delay thatdidn't getall topol-
ogy informationupdatesyet, dueto propagatiordelayor the asynchronousink failure
detectiortimes,theseroutersmaycomputencorrectSPTsandroutingtables.Whenthey
eventuallygetthe missingupdatesa secondcalculationis allowedto be executedunless
10 secondshave pastsincethe rst (spf-holdtime). If the BGP scannerchecksthe IP
forwardingtablewithin this 10 secondime period,we might have an OSPF-BGP-clash.
Usually the secondwait period provides enoughtime to generateall topology updates
andto propagateghemthroughouthewhole network. If not, furthercalculationsareper
formedagainl10or moresecondsateratatime, dependingnthetimetheupdatesrrive.
For now we assumehattwo calculationsschedulegsdescribedefore,aresufcient to
calculatestableroutes. Thatmeanswe determinehe critical time periodwhenthe BGP
scannemayaccessvrongrouteinformationto bethe rst spf-holdtime whichis 10sec-
onds.Theperiodbeginswhenthe rst IP tableupdateerminatedbecaus®eforethetable
did not changesincethe topology changeoccurred. This time is morethan 35 seconds
afterthefailureattheearliest(30 secondsletectiontime, 5 secondspf-delay)andmore
than45 secondsafterit at the latest(40 secondgletectiontime). Thuswe may be con-
frontedwith a clashif the overall OSPFcorvergencetime exceedsA5 secondgdetection
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time plus spf-delayplus holdtime). If we have alook on gure 5.6, we seethat21 links
eachcauseat leastone OSPFprotocolinstanceto corverge after morethan45 seconds
whenthe link fails. Furthermorewe seethat our assumptioraboutthe numberof SPT
calculationss con rmed sinceOSPFcorvergesalwaysin lessthan50 secondsConcern-
ing the21links, wecan nd from gure 5.4that11 of themdon't have animpacton BGP

OSPFv2 in US Topology with default protocol parameters
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Figure 5.6: OSPFvZcorvemgencetime in US topology simulatingsinglelink failures

routing. For theremainingl0 (link 16,23,24,43,47,50,52,54,%nd58) on somerouters
BGPscannersouldin factbeobsered,scanninghelP FIB duringthecritical periodbut
this hadno impact. Thereasorfor thatis thefactthatduring eachsimulationrun only a
singlelink failed. Thisfailurewill bedetectedy thetwo routersbeingconnectedia that
link. But evenif the OSPFinstancesn theseroutersdetectthe failure asynchronously
suchthattheir updatedorce otherOSPFroutersto performtwo SPTcalculationsthe P
tableholdsthecorrectrouteinformationalreadyafterthe rst calculation.Thisis because
bothrouterssendupdatesnforming aboutthe sameink failuresothatthesecondupdate
hasno new informationandthereforedoesnot altertheresultsfrom the rst SPTcompu-
tation. On the otherhanda clashmay of coursehave animpacton BGPif severallinks
fail atthe sametime or if oneor moreroutersfail. For the generalcasewe canstatethat
the critical periodfor an OSPF-BGRclashlastsat least10 secondsf OSPFwascon g-
uredwith default values.For eachsimulationrun the interval at which the BGP scanner
timer expiredwassetto 60 secondn eachrouter Thuswe geta probability of at least
1/6 (16:6%) for anOSPF-BGP-clashn arouterthattemporarilycalculatedncorrectiGP
routeinformationduringits convergencephase.The occurrencef suchroutersdepends
muchon the network's topologyandon the sortand numberof componentshatfail as
we have seenIn thenext sectionwe arethereforegoingto simulatemultiple link failures
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to studythis effectin moredetail.

5.3.3 Analysisof Single Router Failures

Sofarwe have seenthata single,AS internallink failure might have a certainimpacton
BGPR AS internalaswell ason neighbouringASes. But sincethis changeto the overall
topologywasquitelittle, sowastheimpact. We could not obsere ary AS pathchanges
in theneighbouringASes,andtherewereonly afew externalnext hopandIBGP AS path
changesFromtable5.1we seethatonly aboutl10 % of the network's composingouters
wereon averageaffectedby IBGP next hop changesand OSPF-BGP-clashesould not
be obsened dueto the fact that the failure was limited to a singlelink. We therefore
supposehat a biggerchangeto the topology lik e severallinks failing at the sametime
canhave abiggerimpacton BGP. But beforewe examinesuchscenariosn moredetail, it
remaingo determinehow mary andwhichcomponentshouldfail. A commonprocedure
for networksis to shutdown or rebootroutersfor servicing.Suchatopologychangehasa
muchbiggerimpacton routingthanasinglelink failure. In fact SSFNetdoesnot provide
an opportunityto shut-davn or reboota router but we cansimulatea routerfailure by
letting fail all links thatconnecto him. For thesereasonsve decidedto simulatesingle
routerfailuresvia multiple link failuresinsteadof planlessselectingdinks for a collective
failure. To studythosefailures,we preparedour “US scenario”asdescribedn section
5.3.1.For eachrouterin the“US AS” (thatareroutersAl to L3 in gure 5.5)we created
asimulationrun werethis routergetscompletelydisconnectedrom all its neighbors500
secondsftersimulationstartandagainreconnecte®00 secondsfterthe“failure”. The
proceedingvaskeptsimilarto thesinglelink failuresimulations.n gure 5.7we present
adescriptiorof theresults.Eachrouteris classi edby theimpactits failurehasontherest
of the network. Following the legendandcomparingwith the link failure classi cation
in gure 5.4, we seethatthe impactof the mostrouterfailurescanbe derived from the
failing links that connectto them. For example,if a routerhasonly egresslinks whose
failure doesnt changeBGP routing, thenthe routeralsodoesnt affect BGP routing as
well whenfailing. In addition,a routerfailure hasno impacton BGPif all of its egress
links only affecttherouters BGPinstancenvhenfailing. Thisis thecasefor routerF2 and
its egresslink 57, becausehe failure of link 57 causedBGP next hop changesonly on
router F2, which is declaredio be down andthereforedoesnt participatein the routing
processanymore. For the majority of the remainingroutershowever it is valid that the
degreeof changegausedy theirfailureis the sumof thedegreesof change®f its egress
links. Thatmeansjf ary of the egresdinks causefor examplean IBGP AS pathchange
whenfailing, thenthe router causeghis changetoo whenit fails. Excludedfrom that
areagainchangesvhich only affect the routeritself, asit is the casefor routerH1 and
its link 35. We have seenin the last sectionthat a failure of link 35 forcedonly H1 to
changean AS path, and we thereforedon't seeary AS path changesvhenrouterH1
fails. Fromthisit follows that,besidesof the“US AS” borderrouters,we describedhe
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Figure5.7: Impactof eachsinglerouterfailure on BGProuting

impactof eachsingle routerfailure on BGP routing in section5.3.2already The AS

borderroutersof coursepresenthe moreinterestingpart, sincetheir failure alsoaffects
oneor more EBGP connections.In table 5.2 we list the BGP changesandthe number
of routersthat are affectedwhenanindividual borderrouterfails. From the left to the
right, the columnshave thefollowing meaning:Therouterthatfailed,the overallnumber
of IBGP next hopchange®n theremaining*US AS” routers,the overall IBGP AS path
change®n theserouters,the overall next hop changeon “US AS” externalrouters,the
overall AS pathchange®n the externalroutersandlastthe numberof routersthatwere
affectedby thosechanges.In the lastcolumnwe distinguishedBGP from AS external
routers. First the numberof IBGP routers,thereafter separatedvy a slash,the number
of dummyAS routersaffectedby a change.On the rst glancewe seethatrouteri3's

failuregenerates very high rateof IBGP next hopchangesThis numberis greaterthan
the number of all BGP routesinstalledon all “US AS” routerstogether Fromthatwe

canconcludethatsomeof theroutesmusthave changedor morethanonetime, andthat
possiblysomechangesvere madedueto OSPF-BGFclashes.To nd out more about
possiblyredundantthangeswe Itered our datain the way that we countedonly the
lastchangeof eachsingleroute. If this lastchangesetbackthe routeentryin the BGP
tableto thevaluesit hadbeforethe rst changethenall changesnadeto thatrouteentry
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| router | IBGP next hop | IBGP AS path| ext next hop | ext AS path | aff routers|

Al 89 6 6 0 32/2
B2 115 42 39 12 16/4
C1 22 0 6 3 7/2
D1 282 49 45 6 36/6
H2 204 10 45 0 36/6
13 499 218 75 18 36/5
J3 40 0 20 0 8/4
K2 28 0 9 0 12/3
L3 66 4 21 0 36/5

Table 5.2: Theimpactof single®US AS°borderrouterfailureson BGP

| router | IBGP next hop | IBGP AS path | ext next hop | ext AS path | aff routers]

Al 89 6 6 0 32/2
B2 33 0 3 0 9/1
C1 22 0 6 3 7/2
D1 107 9 11 0 36/2
H2 61 0 21 0 23/4
13 15 0 0 0 3/0
J3 40 0 15 0 8/4
K2 28 0 9 0 12/3
L3 7 0 5 0 7/1

Table 5.3: Thein effectimpactof single®US AS° borderrouterfailureson BGP

wereredundanaindthereforehaven't beencounted. After the datawas ltered, we got
the adjustedresults,listed in table5.3. We seefrom thattablethatthe in effect impact
in two-thirds of the casess much smallerthanthe real amountof changesiepictedin
table5.2. Sincethatwasa quite surprisingresult, we alsochecled the changesaused
by the other non-borderrouters. But differencesin the numbersof real andin effect
changegouldonly bedetectednrouterD4. There,8 of 54 IBGP next hopchangesvere
redundanttherestof the changesvereall necessaryThe questionthatarisesfrom that
is: Canthe hugeamountof needlesshangesandneedlessffectedroutersbe explained
by an OSPF-BGP-clashWe cannotanswetthis questionin detail, sincefor thatpurpose
an accurateobsenation of eachOSPFand BGP routing changeon all routerswould be
necessary But we can estimatewherea clashis quite possible. To do so, we usethe
methoddescribedn section5.3.2. On the basisof the OSPFcornvergencetimeswe can
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OSPFv2 in US Topology with default protocol parameters
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Figure 5.8: OSPFv2corvemgencetime in US topology simulatingsinglerouterfailures

estimatewhich routerfailure may have causedan OSPF-BGP-clashThe corvergence
timesfor eachsingle“US AS” routerfailure areshovn in gure 5.8. Theroutersare
numberedn the way thatthe numberings conformwith the orderof thelabelsin gure
5.7. As it is the casefor the single link failuresbefore,we seethat OSPFcorverges
within a time period of 50 seconds. That meanson eachremainingrouter two SPT
calculationsareexecutedat mostwhena singlerouterfails. Furthermorewve seethatthe
OSPFcorvergencetime after a routerfailure lastslongerthan45 secondgor routerB2
(5),D1(11),D4 (13)andH2 (24), but it is lessthan45 seconddgor routerl3 (28),J3(31)
andL3 (37). We thereforehave to assumehatthe threerouterslastmentionedequired
only a single SPT calculationto updatetheir IP tableswith the correctnew routes. A
checkof the correspondindog- les validatesthis assumption.The checkalsoshaved
that neitherBGP changesvere madenor that BGP updatesvere sentduring the OSPF
convergencephase.Fromthatit resultsthattherewasno OSPF-BGP-claslwhenthese
routersfailed andthatthe redundanthangesnustbetracedbackto anothereason.For
therestof thefailure-scenariosvherewe could obsene redundanBGP routing changes
(failureof routerB2, D1, D4 andH2) we cannotsayexactly whetherandif sohow much
of suchchangesveregeneratediueto a clash. But we canestimateand determinethe
numberof routersthatmightbehit. In section5.3.2we calculatedhatthe probabilityfor
an OSPF-BGP-clasbn a singlerouteris 16:6% if its OSPFinstancerequirestwo SPF
calculations After a closeranalysisof thelog- les we couldisolatethoserouters.Table
5.4indicatestheresults.For eachrouterwhosefailure generatededundanBGP routing
changegpossiblyby aclash we determinedhenumberof routersvhereOSPFwasforced
to executea secondSPFcalculation(secondcolumn). Fromtheserouterswe calculated
the averagenumberof thosewho might be hit by a clash, supposinga probability of
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failing | numberof routers | possibleclashes possibleclashes
router | calculating2ndSPT| (estimated) (real)

B2 36 6 3

D1 24 4 2

D4 36 6 8

H2 9 15 2

Table 5.4: Estimatecanddeterminechumberof routersprobablyaffectedby anOSPF-BGP-clash

16:6% (third column). At last we countedthe numberof routerswhoseBGP scanner
in factscannedhe IP table beforethe OSPFinstancecalculatedthe SPTfor the second
time (fourth column). Regardingtable5.4 we noticeby far the mostroutersthatscanned
the IP table during OSPFs critical routing phasewhenD4 failed. Thereforeit is quite
likely thatBGP relied on incorrectlGP routing informationin thatsimulationrun. This
assumptions substantiatethy a look into the correspondindog- le which revealedthat
4 of the affectedrouterschanged’ BGP routesduringthe critical phase.The other4 yet
change routesafterall. Furtherinvestigationsjieldedthatthe otherfailure-scenarios
not only hold considerablyessaffectedroutersbut their routersalsochangedessroutes
during the critical time (betweenl and5). If we assumenow thattherewasin factan
OSPF-BGP-clashfterrouterD4 hadfailed, thenits impactwasmamginal sincewe only
sav 8 redundaniBGP next hop changesof 54 altogetheras alreadymentionedbefore.
The remainingchangeswvereall not redundant. Thusin caseof the failuresof B2, D1
and H2 we canassumehat the fraction of the redundantBBGP routing changeswvhich
were causedby OSPF-BGP-clashes nggligible. It is even possiblethat noneof them
comefrom a clash,becausehe quantityof the possiblyaffectedroutersis too small. But
whataretheoriginsof thoseredundantoutingupdategshen?To answetthis questionwe
hadto dig into the detailsof the OSPFandBGP routing tablesandto follow eachsingle
BGPupdatehatwasgenerateafterthefailureof theconcernedoutersin their particular
simulationruns.We hadto determinevhen,why andwhich updatesvereoriginatedfrom
whichrouter “US AS” internalaswell asexternal,andwhatthey triggeredatwhichtime
androuterto exactly explain the obsened BGP routing behaiour. From thesedetails
we thencould deducethe mechanisnthatis behindit. But the compleity of this work
would make a descriptiongoing far beyond the scopeof this chapter Anyway there
might be mary reasondor the strangeBGP behaiour. It is for instanceremarkable,
thatall routerswhosefailure causededundanthangesvhich cannot, or just poorly be
explainedby OSPF-BGP-clashesre AS borderrouters. This might be an evidencefor
the possibilitythatthe redundanthangesrecausedy external(inter-AS) link failures,
sinceall AS borderroutersareconnectedo dummyASesvia thoselinks andwe simulate
routerfailuresby disconnectinghe routerfrom all of its directattachecheighbors.On
theotherhand,beforewe beganourwork, the SSFNetprotocolswereimplementedo run
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in networks with statictopologies. Singlelink or evenrouterfailureswere not allowed
for andasfar aswe know, it hadbeennever testedwhat happenswith the IP, TCP and
BGP protocol instancesf all connectiongo a particularrouter failed. But theseare
speculationsvhich desere moreintensve study

5.3.4 FutureWork

Although we have seenthat AS internal routing changesnay have an impacton BGPR,
we did not analyseto what extendthis impactmay affect the global routing. It therefore
remainsfor future work to analyseOSPF-BGHnteractionan a morecomple< AS-level
network, wherea greatemumberof AutonomousSystemss interconnecteémongeach
otherin amorecomple waythanin our“US scenario”.In suchscenario®necouldstudy
how far BGProutingchangescausedy anlGP, do propagaten AS-level, andwhatim-
pactthey inducein the ASesthey ingress. However it would be necessaryhento also
usemorecomplex AS topologieghanourdummyASes.In additionasinglecomple< AS
topologylike our“US AS” revealsonly asingleaspecbdf link androuterfailureimpacts.
It remainsto correlateour resultswith OSPF-BGHnteractionsobseredin differentAS
topologiesto classifythe dimensionof the impacts.On the otherhandtherearebesides
differenttopologies,different protocol implementationsand con gurationstoo. It re-
mainsto explainwhetheror nottheredundantipdatesve have seenareascribedo some
opaqueOSPF-BGRnteractionandhow far protocolparameterandimplementationsire
involvedin that. It is possiblefor exampleto reducethe probability of an OSPF-BGP-
clashby strongersynchronisinghe OSPFIlink failure detectiontimeson the concerned
routers. If we increasethe sendingrate of the Hello Packets(sayHello-Intenal setto 1
second) the connectionfailureswere detectedalmostsynchronouslyseechapter4.2),
andthusa single SPFcalculationcould be sufcient on all OSPFroutersto calculatethe
correctnew routes. ConcerningBGP we usedthe default parametewvaluesto con gure
thevariousBGP instancegseesection5.3.1). Othervaluesusedherecould have effects
onanOSPF-BGRnteractionandcouldprovide moreinformationaboutthereasorfor the
redundanBGPchangesis for exampletheBGP cornvergenceprocesdlisturbedjf aBGP
instancedetectsa connectiorfailure beforeOSPFor the scannetimer detectdt dueto a
low BGP Hold Time? Lastbut not leastthe differentBGP implementationsleplo/edin
todaysinternetcandiffer muchin their routing behaiour dueto additionalfeaturesand
conceptdeviating from [1]. The SSFNetBGP implementationwhich we usedin our
simulationsjs quiteconformwith [1]. Thereforeanimplementatiorthatbettermeetshe
behaiour of realworld BGP implementationgould provide morerealisticinformation
aboutlIGP-EGPinteractions.
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5.4 Conclusion

In the courseof this chaptemwe drew up somecausale$or IGP-BGPinteractionsandde-
scribedthe possibleeffectsthatthosecausalesnay generate Subsequertb thatwe used
anetwork simulatorwherewe generate@ network consistingof several ASesto studythe
extentthatthe effectsmayreach.Within a particularAS we createdsingle,independent
link androuterfailuresandwatchedtheir impacton the BGP routing insideandoutside
of thatAS. For thelink failureswe found out thatalthough50% of the AS internallinks
causedBGP route changesvhenfailing, mostof themonly generatedNEXT_HOP at-
tribute change®n IBGP routersthathadno effect on AS externalrouting. Furthermore
dueto adenselyconnectedAS, only about10% of the routerswere on averageaffected
by thesenext hop changesat eachof thoselink failures. A little minority of the failing
links alsocausedBGP AS pathchange®r NEXT_HOP attribute change®nroutersout-
sidethe AS. In addition,noneof theseAS externalnext hop changegienerated\S path
changesAlthoughthe big amountof IBGP limited next hop change<ouldbe easilyex-
plainedby the IGP shortespathmetric changeshowever for the othereffectswe found
out thatit is hardto predicttheir occurrencesincethey aredeterminedoy a wealth of
factors ik e for instancehenetwork topology thenumberandconnectity of AS border
routers,the useof IGP metricsas MEDs andthe con gured IGP link weights. An AS
pathchangefor instancealwaysimpliesa next hop changebut not vice versa.Therefore
theremight belessAS pathchangesut never morethannext hopchangesSowhenwe
seeonly afew next hopchangesit is quitelikely thatthereareevenlessor noneAS path
changesThe AS borderrouterstherebyplay animportantrole. It depend®n their num-
berandtheir connectvity how mary alternatve egressandingresspointsan AS hasand
how mary alternatve AS pathsare adwertisedinto that AS andprovidedto otherASes.
A singleAS interior link failure thereforecanonly affect BGP routing outsidethe AS if
thelink is partof atransitpaththroughthatAS. Thatmeanghelink failureforcesanAS
borderrouterto changearoutefor whichthisborderrouteris alsonext hopof oneor more
neighbouringASes.If several ASesusethesameransitpathor thetransitpathmakesnot
useof ary interiorlink (the AS borderrouteris the only hopontheway throughthe AS),
thenthe probability for an externalnext hopor yet AS pathchanges little. A singleAS
interior link failurefurthermorecannotcauseanOSPF-BGP-claskinceall OSPFRupdates
sentinform aboutthe samdink failure,andthereforeeachOSPFrouteralreadyholdsthe
correctnew IGP routesafterthe rst SPFcalculationand providesBGP with incorrect
IGP routeupdatesat notime.

The impactof OSPF-BGRinteractionswere more extensive whensinglerouterfailures
weresimulatedput in mostcasegheir effectsdid not deviatefrom the effectsthatsingle
link failurescausedThatmeanghatthey only causedBGP changesvhich werealready
causedy thefailureof ary of theirattachedinks. Thisis obviousbecaus@singlerouter
failureis tantamounto thefailureof all of its egresdinks, andthereforeits impactis the
sumof all the effectsthat theselinks causewhenfailing. Sinceour link failure analy-
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sisdidn't includeinter-AS links, the impactof AS borderrouterfailurescould not be
predictedn thatway. Althoughwe expectedabiggerimpacton BGPthancausedy sin-
gle link or non-borderrouterfailures,the impactwasquite surprising. We detectedhat
in somecaseghe routerfailure causedan unusualhigh rate of redundanBGP routing
changesAS internalaswell asexternal. A total of two thirds of the AS borderrouters
causededundanthangesNearlyall of the AS pathchangesinternalaswell asexternal
were redundant. The numberof redundanmnext hop changesn somecaseswere sev-
eraltimesover the numberof in effect changesFurtherinvestigations/ieldedthatonly
onenon-bordemrouterfailure causededundanBGP changes.But the numberof these
changeswvaslittle andthey canpossiblyattributedto an OSPF-BGP-clashConcerning
the affected AS borderrouters,we could exclude an OSPF-BGP-clasfrom the possi-
ble causaledor the redundanichangesn half of the cases.For the restof thesecases
sucha clashcould be assessetb be quite unlikely for a reason. It remainsfor future
work to determinewhetherthe redundanBGP routing changesanbe attributedto ary
of the protocolimplementationsve usedin the network simulatoror whethertherewas
an OSPF-BGPinteractionthat we have not traced. In arny casethe AS borderrouters
remaina weakspotin routing. Only if BGP routeson thoseroutersare affectedby IGP
routingchangesthe changesnay propagatehrougha seriesof neighbouringASes.Oth-
erwisetheimpactremaindimited onthelocal AS. SinceBGPpre x esareusuallylearned
from AS borderroutersagain,onecouldreducetheimpactof IGP routingchange®nthe
globalroutingsystemby connectinghe AS borderrouterswithin anAS via multiple par
allel paths. Thatmeansjf AS borderrouterR, learneda pre x from AS borderrouter
Ry, locatedin the sameAS, via a shortespathp. andp. becomeslisconnectedhenR,
may switchto a parallelpathpy connectingo R, andhaving the samelGP metricasp,
without changingits next hopor AS path. Henceonecouldreducetheimpactof AS in-
ternallink or non-borderouterfailureson the globalroutingsystemto a minimum,if all
AS borderrouters,belongingto the sameAS, were connectecamongeachotherin that
way.
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Conclusion

In this work we studiedthe effectsof couplingintra-domainrouting elementswith inter-
domainroutingusinga network simulator consideringDSPFandBGP asexamples.An
interactionbetweerbothis alreadygivenvia IGP shortespathmetricswhich are calcu-
latedby OSPFandutilised by BGP. The coreproblemof this couplingarethe differing
objectvesof OSPFandBGP. OSPHs anintra-domairroutingprotocolthatis intendedo
discover shortespaths.BGPis aninter-domainrouting protocolthatemphasiseseacha-
bility betweerASes.

The traditionalapproacho interactionbetweerthe protocolsis to deploy an update
triggeredhot potatoroutingin BGPaccordingo [1] and[14]. However, AS transittraf c
is oftenroutedsuboptimallythroughthe AS thatit traversessinceBGPis aninter-domain
routingprotocolanddoesnot provide a globally optimalshortespathroutingthroughan
AS.

ThereforelSPsmodernisedhis approachandextendedit by the export of their IGP
metricsto the neighbouringASes[23]. This enablesASesto useoptimalingresspoints
whensendingransittraf ¢ to neighbouringASes.However, thisnow causegntra-domain
routing information, that was formerly restrictedto its AS, to spreadthroughoutother
ASes. Thereforelocal routing instabilitiescan propagatehroughthe global routing do-
main.

Usinga network simulatorwe shovedthe possibility of reachingOSPFcornvergence
timesin therangeof millisecondgseechapter.2.4).However, thispresumeda) changes
to OSPFarchitecturakonstants(b) changegto the OSPFcon gurational constantsand
(c) ahomogeneoudeploymentof this modi ed OSPFthroughoutthe AS. This signi -
cantlyreduceghe possibilitythatintra-domairroutinginstabilitiespropagateutsidethe
respectre AS.

Moreover we examinedfailuresof links androuterswithin an AS (seechapter5).
First, we shaved that, within the simulatedAS, the routing stability increasesith the
level of interconnectiity betweerthe AS-interiorrouters.Secondwhentheinterconnec-
tionsbetweerthe AS-interiorborderroutersareprotectedrom failuresandchangegath
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metrics,intra-domainrouting changesare not propagateautsidethe AS anymore. We
suggestredundantonnectionsvith equallGP path metricsbetweenthe borderrouters
within anAS.

Eventually thereis, on the one hand,a demandfor optimal routing. On the other
hand,resourcesn termsof routingtablememory i.e. link bandwidthfor routingupdates
and route processoicapacity are scarceand thereforedo not allow a non-hierarchical
approachto routing. Our simulationsshaved that the currenttrade-of betweenboth
directionsare well performing. However, we expecta possibleimplementationof the
changesuggeste@bove to shav signi cant performancencrease®y effectively elimi-
natingtransientoutinginstabilities.
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