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Abstract

In recentstudiesaboutinter-domainroutingmessageexchange,it wasfoundout thatthe
amountof routing updatessentby BGP routerswasseveral timesgreaterthantheoreti-
cally expected.Comingalongwith thehighnumberof updates,Internetroutinginstabil-
ities, rapid�uctuationsof network reachabilityandeventhelossof internalconnectivity
in wide-areanetworkscouldbeobserved,which resultedin packet lossandincreasedla-
tencies[17]. Furtherexaminationshave revealedthata seriouspartof suchpathological
inter-domainroutingbehaviour canbeattributedto increasinguseof intra-domainrout-
ing elementsin theBGProutingprocess[23] [14]. This thesisexaminestheimpactof the
integrationof OSPFshortestpathmetricsin theBGProutingprocess.Ourwork is based
on network simulationswhich we performedusingthe SSFNet[31] network simulator.
We useda BGPimplementationthatbothappliesIGP metricsasa tie-breakingrule for
selectingbestroutesandannouncespre�xeswith OSPFmetricmappedMED attributes
to neighboringASes.Via single,AS internallink androuterfailureswegeneratedOSPF
routingchangesandobservedtheeffectsonBGP. Weshow thattheimpactonglobalinter-
domainrouting dependsstronglyon number, connectivity andBGP policy �lters of the
borderrouterslocatedin theAS whereintra-domainroutingchangescausedOSPF-BGP
interactions.



ii



Contents

1 Intr oduction 1
1.1 Motivation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Background 5
2.1 Routingin theInternet . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 DeployedInternetRoutingProtocols. . . . . . . . . . . . . . . . . . . . 9

2.2.1 An Introductionto OSPF. . . . . . . . . . . . . . . . . . . . . . 10
2.2.2 An Introductionto BGP . . . . . . . . . . . . . . . . . . . . . . 15

2.3 RoutingSimulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3 Topologies 21
3.1 Whatis a “typical” topology?. . . . . . . . . . . . . . . . . . . . . . . . 22
3.2 Approximation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

4 Analysing OSPF 29
4.1 TheSSFNetImplementation . . . . . . . . . . . . . . . . . . . . . . . . 31
4.2 ParametricalImpactsOn ConvergenceTime . . . . . . . . . . . . . . . . 38

4.2.1 TheHello Protocol . . . . . . . . . . . . . . . . . . . . . . . . . 40
4.2.2 RoutingTableCalculationIntervals . . . . . . . . . . . . . . . . 41
4.2.3 LSA AdvertisementandInstallationRestrictions . . . . . . . . . 42
4.2.4 OptimalParameters?. . . . . . . . . . . . . . . . . . . . . . . . 42
4.2.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.3 TopologicalImpactsOn ConvergenceTime . . . . . . . . . . . . . . . . 45
4.3.1 TheHello Protocol . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.3.2 RoutingTableCalculationIntervals . . . . . . . . . . . . . . . . 48
4.3.3 Link PropagationDelays . . . . . . . . . . . . . . . . . . . . . . 51
4.3.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

iii



iv CONTENTS

5 Simulating OSPF-BGPInteractions 55
5.1 CausalesandEffects . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
5.2 AdditionalSSFNetEnhancements. . . . . . . . . . . . . . . . . . . . . 61
5.3 InteractionAnalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

5.3.1 An OSPF-BGPScenario . . . . . . . . . . . . . . . . . . . . . . 64
5.3.2 Analysisof SingleLink Failures . . . . . . . . . . . . . . . . . . 65
5.3.3 Analysisof SingleRouterFailures . . . . . . . . . . . . . . . . . 73
5.3.4 FutureWork . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

6 Conclusion 81



Chapter 1

Intr oduction

1.1 Moti vation

Fromtheearlybeginningsat theendof the1960swheretheInternetancestorARPANET
wasborn, until todaysworldwide accessibleInternetthe world hasseena tremendous
growth andevolution of worldwide interconnectedcomputernetworks,especiallyin the
last two decades.With the numberof nodesin the networks and the densityof links,
connectingthe nodesandthe networks with eachother, the complexity of routing1 has
grown. In theearlydayswhennetworksweresmallandmanageable,routingwasstatic
anddeterminedmanuallyby systemadministrators.In the1980sinter-networksachieved
acomplexity thatmadeit necessaryto deploy routingprotocolsthatdynamicallyrespond
to topologychangesby adjustingrouting information. Soonit turnedout that the enor-
mousgrowth of destinationhostsandnetworks led to exhaustingresourceconsumption
by theroutingprocesses.To getundercontrolexplodingroutingtablesandupdates,the
global routing wassubdivided into demarcatedrouting domains,so calledAutonomous
Systems(AS), which aredoing relatively independentrouting andaggregationof rout-
ing information when exchangingwith other domainsat their borders. The ASesare
againsubdivided into subdomains,alsoseparatingand�ltering routing informationand
so forth. A hierarchyof several coexisting routing protocolsandprotocol implementa-
tions hasbeendeveloped,keepinga sensitive balancebetweenoptimal routing andre-
sourceexploitation. However studiesaboutroutingbehaviour in the last few yearshave
revealedthat this is not the caseby far! They detecteda lot of routing instabilitiesand
rapid �uctuation of network reachabilityinformationin the Internet[17]! It wasfound
thattheamountof exchangedroutinginformationwasmany timesovertheir theoretically
expectednumber, andthatmostof themwereuselessanddid not re�ect therealnetwork
topologicalchanges.Furthermorethoseroutinginstabilitiesandinformation�uctuations

1When speakingof routing we meanthe processof ®nding a path from a particularsourceto any
reachabledestinationwithin theinterconnectednetworks.For amoredetaileddescriptionseechapter2.1
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2 CHAPTER1. INTRODUCTION

canpropagatefrom nodeto nodethroughoutseveralnetwork domainsandthusmaycost
datalossin severaldataconnections,delaysin theroutingprocessandadditionalresource
overheadwhen�ltering andmatchingunnecessaryroutinginformation.But whatarethe
reasonsfor sucha disastrousdevelopment?
Recentlymoreandmorepeoplebeganwith a closerexaminationof theoriginsof these
phenomena.[2] for examplefoundout that thehierarchicalorganisationof the Internet
is disintegratingby continuouslysettingup new exchangepointsandpeeringrelations
betweentheAutonomousSystems.But alsonew routeattributeslike BGPcommunities
[9] [6] andespeciallythe upcomingconnectionbetweeninter andintra-domainrouting
hierarchyhave underminedthe relative stronglydemarcatedrouting domainsandcause
moreandmorerouting updatetraf�c [23]. Besidessomebugsin routing softwareim-
plementations,miscon�guredprotocolsandoscillatinghardwarefailures,thecouplingof
intra-domainroutingelements,likeIGPpathlengths(metrics),to inter-domainroutingel-
ementslike theBGPMED attributeseemsto beoneof themainresponsiblepartyfor the
occurringroutinganomalies[23]. By directinginter-domaintraf�c basedonintra-domain
information, InternetServiceProviders (ISP) found a powerful alternative to speedup
traf�c �o wsandreducetraf�c loadtransitingtheirASes.But via theconnectionof intra-
domainwith inter-domainrouting,otherwiselocally limited routingchangesnow getvis-
ibly to globalrouting.ThemoreISPspursuesuchanapproach,themorelikely it is thata
singlechangein intra-domainroutingwill inducea globalchainreactionin inter-domain
routing.
TheinteractionsbetweenroutingprotocolslikeOSPFv2(intra-domain)andBGP4(inter-
domain)haven't beenstudiedsuf�ciently yet. In additiontherearemany openquestions
concerningfuturedevelopmentsandusageof routingprotocolsthatmayintensifythein-
teractioneffects. Traf�c Engineeringfor exampleis a topic of highly interest.Although
it is not clearwhethera combinedrouting andtraf�c engineeringprotocolwill be ever
deployed in the future, therearehowever seriousattemptsto do Traf�c Engineeringon
top of traditional routing protocols[36]. In this context it is of particularconcern,to
useoptimal intervalswhenapplyinglink changesandto know what impactsthoselittle
changesmayhaveonglobalrouting.
In this thesiswearegoingto show potentialeffectsthatinteractionsbetweenalocalanda
globalroutingprotocolmaytrigger. Weanalysedifferentinteractioncausalesontheir im-
pactandtry to answerthequestionhow to reduceor to avoid theseimpacts.Our work is
basedon simulatednetwork environmentsincludingspeci�c implementationsof anintra
andinter-domainroutingprotocol. Theprotocolinteractionsweresimulatedin a single
complex network topology, which is a simpli�ed adaptionof someU.S. ISPsbackbone
networks.To betterunderstandthein�uence of intra-domainrouting,weattachedpartic-
ular importanceto theanalysisof sucha protocol's behaviour. Thenext sectiongivesa
moredetailedoutlineof ourwork.
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1.2 Outline

Webegin in chapter2 with anintroductionof severalroutingspeci�c terms,whichweuse
in thecourseof this thesis.Subsequentlywe givea shortdescriptionof theintra-domain
routingprotocolOSPFv2andtheinter-domainroutingprotocolBGP4.Our analysishas
concentratedon thesetwo routing protocols. The chapterendswith a few wordsabout
thenetwork simulatorSSFNet[31] thatwasusedto performthesimulations.Sincerout-
ing behaviour is extremelydependenton theunderlyingnetwork topology, we presentin
chapter3 the topologieswe usedto studyOSPF's routing behaviour andits interaction
with BGP. Weexplain thedif�culties of �nding anadequatetopologyfor theOSPF-BGP
interactionsandjustify the design. In chapter4 we �nally begin with the actualanaly-
sisof our work. Thechapterdealsexclusively with theroutingbehaviour of theInterior
GatewayProtocolOSPF. Wepresentin detailtheindividualparametricalandtopological
impactson loadandconvergencetime of this protocol. The �ndings from theseexami-
nationsareusedlaterto understandthecontext of todaysandpossiblefutureOSPF-BGP
interactions.Thereafterwe studythe actualOSPF-BGPinteractionsin chapter5. Our
work hasconcentratedon theuseof OSPFshortestpathmetricsin tie-breakingrulesof
the BGP bestpathselectionalgorithm. Besidesthe regular useof IGP metricswe also
deployedIGP metricmappedMED attributes.Triggeredby single,AS interior link and
router failures,we studiedsort andscaleof OSPF-BGPinteractioneffects. Chapter4
and5 bothendwith a conclusionwherewe summarisedour �ndings. Thethesis�nishes
with a conclusionin chapter6 wherewe brie�y resumeour work andpoint out themain
results.
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Chapter 2

Background

In this chapterwe provide explanationsanddescriptionsof terms,protocolsandtools to
understandthebackgroundof ourwork. Webegin with aseriesof termsusedin computer
networking. Thereafterwe aregoing to introducethe routingprotocolsOSPFandBGP
which we usedto studyinteractionsbetweenintra andinter-domainrouting. In the last
sectionwegiveabrief descriptionof SSFNet,thenetwork simulatorweusedto generate
ournetwork scenariosandtheprotocoldatathatweanalysein chapter4 and5.

2.1 Routing in the Inter net

When exchangingdatabetweenend-systemsin computernetworks, one questionthat
arisesis: How doesdatatravel from a senderA to a receiver B? In a network like
todaysInternet,that containsmorethan170 millions of suchend-systemscalledhosts
[15], which aredistributedaroundtheworld, ef�cient navigationis a quitecomplex task.
Due to the geographicaldistancesbetweenthe hosts,the bulk of them is not directly
connected.In facta largemeshof special-purposecomputerscalledrouters1 is deployed
to ensureconnectivity betweenthe hosts. Routersandhostsform the nodesin a huge
network being interconnectedvia variousmedia,which we simply refer to as “links”.
Apart from someotherrequirementstheroutershave two generaltasks:

1. They do datatransitbetweenhostsby forwardingincomingdatahop by hop, i.e.
routerby routeruntil it reachesthedestinationhost.

2. They havetoprovidecorrect,loop-freeroutesthroughthenetwork in orderthatdata
traf�c can�o w via theseroutesfrom any sourcehostto any reachabledestination.

The �rst taskis calleddata forwarding thesecondrouting, andboth areachievedsepa-
ratelyby specialsoftwarealgorithmscalledprotocolswhich arerunningdistributedand

1Whenspeakingof routerswemeanªlevel threeInternetProtocolpacketswitchesº[27]
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6 CHAPTER2. BACKGROUND

decentralisedon all routers.Currentlythemostwidespreaddataforwardingprotocolde-
ployedin the Internetis theInternetProtocol (IP) [16]. For theroutinghowever, dueto
its highercomplexity in comparisonwith dataforwardingandthedifferentdemandson
it, thereareseveral protocolsin usetoday, like for exampleRIPv2 [29], OSPFv2[27],
IS-IS [21], Appletalk [4], BGP4[1] andothers.But althoughtheseprocesses,datafor-
wardingandrouting, areexecutedby separateprotocols,they areyet correlatedin the
way thatwhendoingdataforwardingtheroutertriesto senddatato a destinationby use
of informationgainedfrom the routing process.For that reasona commoninterfaceis
usedby both which is the routing or forwarding table2. After calculating,the routing
protocolstoresthebestroutesto any reachabledestinationin this table. Thoseroutesor
pathsconsistof asetof pathdescribingattributes,likefor instancetheaddressof thenext
node(next hop)onthepathto thedestination,thenameof theinterfacecardthatconnects
to thelink leadingto thenodeandsoon. Thesetsform routeentriesandthey arekeyed
by thecorrespondingroute'sdestinationaddress.Sowhena routerreceivesadatapacket
that is not destinedfor a local attachedhost,thenit' s dataforwardingprotocolinstance
(mostly IP) performsa tablelookup for thepacketsdestinationandhopefullygetsback
thenecessaryinformationto forward thedatato thenext hoprouteron thebestpathto-
wardsthereceiving host. If so, thepacket is sentto thatnext hop. This processrepeats
on eachrouter(hop)on theway to thedestinationuntil thedatapacket is deliveredto the
receiverhost.
Although this is an easymechanismfor transportingdatafrom A to B, it doesn't scale
for somereasons:As mentionedbeforethe Internetis a hugenetwork, containingmore
than170million hostsandit grows constantly. Storinga singlerouteentryfor eachhost
on eachrouter, would thereforebe impossibleto manageef�ciently (accesstimes,stor-
agecapacities).Moreover routesarenot static! Due to its dimensions,changesin the
Internet's structureappearquite often. Hard- andSoftwareusedin networks may fail
or may be shutdown for maintenanceor upgradesand then againget backoperating.
In addition,new hosts,routers,links andothercomponentsareaddedby andby. That
leadsto apermanentlychangingnetwork topologyandof coursechangingbestpaths.To
maintainthepaths,routingprotocolinstancesmustrespondquickly to suchchangesby
communicatingthemto all routersvia topologyupdatesandthenrecalculatingthe best
paths. But a singlerouting protocolrunningdistributedon all routers,doing the entire
Internet's routingprocesswouldbeaffectedby suchahighfrequency of changes,amount
of updatessentin respondsto thechanges,updatepropagationtimesandof coursepath
calculationoverheadon therouters,thatsensibleroutingwouldn't bepossibleanymore.
In additionthe Internetis not a homogeneousnetwork underthecontrolof oneauthori-
tative administrator. Insteadit is composedof many networksof differentsizes,owned
andadministratedby several InternetServiceProviders(ISP),universities,privatecom-
panies,andothers.They all have their own ideaof directingtraf�c within their domain

2In SSFNettheforwardingtableis calledIP FIB (IP ForwardingInformationBase).
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andtransitingtheir domain.
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b) broadcast networka) point-to-point network

Figure2.1: Examplesfor simplenetworks

Sohow thenis routing in the Internetperformed?To answerthatquestionwe �rst have
to ask for the structureof the Internet. TodaysInternetis often calleda network, but
it isn't just a setof routersandhoststhat aresomehow interconnected.Its structureis
ratherdescribedasa network of networksorganisedmoreor lesshierarchically. At the
bottom,we have small subnetworks(subnets)linking only a few hostsandrouters.The
smallestpossiblesubnetis a simplelink connectingtwo network nodes,andit' s calleda
point-to-pointlink (ptp-link) or point-to-pointnetwork(ptp-network). Whenmorethan
two nodesareconnectedvia onecommonlink thenit is oftendoneby usinga socalled
broadcastmedia3 like Ethernet.Figure2.1 shows graphs,sketchingexamplesfor both
kinds of networks. Circlesdepictsroutersor hostsandbold lines representslinks. All
network nodesareidenti�ed by a particular, uniqueaddresswhich mustbespeci�ed as
destinationaddresswhendatais sentto the node. To simplify matters,we assumehere
thathostsaretheonly nodes,datacanbesentto. Suchhostaddressesareencodedin a
specialformatwhich is a32-bitStringdividedinto two parts.The�rst partis thenetwork
part, which takesusuallythe�rst 8, 16or 24bitsof theStringandaddressesthenetwork
to which thedestinationhostis attached.Therestdenotesthehostpart thataddressesthe
destinationhostitself relative to thenetwork. Thoseaddressesarecommonlyknown as
IP addresses[33].
Via thefeaturesof “subnetting”,thatis thedivisionof anIP address'hostpartinto asub-
netandahostID [18] and“classlessinter-domainrouting” (CIDR), thatis theaggregation
of multiple IP addresses,sharinga particularportionof high-orderbits, into a singleIP
address[3] [8], a hierarchyof subnetswasbuilt, whereeachof thesubnetsformsaniso-
latedaddressdomainof acommonaddressspace.At thetopof thishierarchythereare,so
calledAutonomousSystems(AS), i.e. largenetworksundertheadministrationof asingle
ISP, universityor otherorganisations.TheseASes,interconnectedmostly by fast,high
bandwidthptp-links, form the Internet. Due to competitionbetweenthe operators,the

3They differ from non-broadcastmediaby their specialbroadcastaddress.Datasentto this addressis
deliveredto all routersandhostsattachedto thebroadcastlink
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ASesnotonly representisolatedaddressdomainsbut alsoisolatedroutingdomains.That
means,routingis performedby differentkindsof protocols.On ahigh level it is realized
outside,i.e. betweentheASesby anExteriorGatewayProtocol(EGP).Wecall thiskind
of routing inter-domainor inter-AS routing. On a local level, variousInterior Gateway
Protocols(IGP)aredeployedto performtheroutingprocessinsidetheASes.Routingon
IGPlevel is calledintra-domainor intra-ASrouting.Via subnettingandaddressaggrega-
tion (CIDR) it is possibleto describethewholeaddressspaceof anAS by asingleaddress
pre�x matchingtheaddressesof all nodeslocatedwithin theAS.At theAS' bordersthese
pre�xesareexchangedwith neighbouringASesvia so calledASborder routers. These
routersbelongto a particularAS, yet areconnectedto oneor moreneighbouringASes.
Thusinsteadof announcinga singleroutefor eachhostlocatedin any subnetof theAS,
asinglepre�x is suf�cient to describereachabilityof all intra-domainlocations.Thusthe
sizeof routing tablescanbe reducedby several ordersof magnitudeandISPsareable
to hidethedetailsof their AS-internalnetwork structure.To propagatethosereachability
informationamongtheASesandto provide a pre�x basedinter-domainrouting,a single
EGPcalledBorderGateway Protocol (BGP) is deployedin the Internet. Within anAS,
dueto thefact thatASesareundertheadministrationof a singleorganisation,a shortest
pathrouting to singlehostsandsubnetsis usuallydeployed. To reducethe amountof
routingupdates,thepropagationtimesandthesizeof routingtablesin intra-domainrout-
ing, sometimesmorethanoneIGP is used. In combinationwith the subnettingfeature
theAS-interiorroutingdomainthusmaybesubdividedinto isolatedaddressandrouting
domainsexchangingaggregatedrouting informationat their borders.On theotherhand
thereareIGPslike theOpenShortestPathFirst (OSPF)routingprotocol,which canbe
con�gured to setup isolatedroutingdomains(areas)thatareyet underthecontrolof the
sameIGP. Wecomebackto thatin section2.2.1.
Thisentiredesignbreakstheproblematicdown into pieces,simpli�es it andenablesarel-
atively stableandef�cient routing. Isolatedroutingdomainslimit theimpactof topology
changesto local domains. Addressaggregationandpre�x basedrouting savesrouting
tablespace.AutonomousSystemshideandprotectnetwork structuresfrom competitors
andthemoreor lessstrictseparationof interandintra-domainroutingreducestheamount
of routing traf�c, updatepropagationtimesand�nally the routing calculationoverhead
that is generatedwhen the topologyof the network haschangedsomewhere. The last
pointsareextremely important. The numberof updates,the propagationtimesandthe
calculationoverheadhave a big impacton theconvergencetimeof routingprotocols.By
convergencewedenotetheprocessthatstartsat thetime,achangein thenetwork'stopol-
ogy occurredandendsafter the last router in the routing domaindetectedthe change,
calculatedthenew bestpathsandappliedthe changesto any forwardingtable. We call
the time periodwherethe network passesthroughthat processthe convergencetime or
convergencephase. Sowhenaroutingprotocolconverges, it is in theprocessof updating
its view of thenetwork's topologyandcalculatingthenew bestpaths.But whatexactly
is a “bestpath” or “best route”? Thereis no preciseanswerto this questionsincethere
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aredifferentdemandson routingprotocolsandthuson thepaths.We will dealwith that
in moredetail in thenext sectionwherewe describehow intra andinter-domainrouting
is accomplishedusingOSPFandBGP. In this sectionwe presentthe basicknowledge
that is neededto understandtheinteractionsbetweenanIGP like OSPFandtheinter-AS
routing protocolBGP. The coreof this interactionis basedon the BGP routing starte-
gieshot potatorouting [14] andcold potatorouting. Thesestrategiesboth tie BGP to
theAS-interiorIGPsin theway thatBGPselects,amongmultiple “equally good” routes
to a destinationpre�x, the onehaving the shortestdistancein the senseof the IGPsin
the respective AS4. By an increasedutilisation, thesestrategiesbecomea powerful tool
to reducedatatraf�c loadwithin AutonomousSystems,sincedatatraf�c now takesthe
shortestpathsthroughthe relative ASes. But it also leadsto otherwiseisolatedintra-
domainrouting informationin�ltrating into the inter-AS routing domain. With it, local
intra-domainroutinginstabilitiescangetgloballyvisible [23]. Thisagaincausesahigher
amountof routing updatetraf�c, longerpropagationtimes, morecalculationoverhead
andthereforelongerandmorefrequentconvergencephases.At theendahighmeasureof
instability in theglobalroutingprocessmayresultfrom that,causinglossesin datatraf�c
andincreasednetwork latency [17].

2.2 DeployedInter net Routing Protocols

We yet addressedbeforethattheInternetis subdividedinto ASsandthatroutingis done
moreor lessseparatelyoutsideandinsideof thoseASes.But dueto theincreasedutilisa-
tion of hotandcoldpotatoroutingstrategies,dynamicsbetweenBGPandIGPscanarise.
To closerexaminethesedynamicswehaveto understandthefunctionalityof theinvolved
protocols�rst togetthebasicknowledgeabouttheircharacter. Ourwork hasconcentrated
on OSPF-BGPinteractions,i.e. theimpactthatOSPFroutinginformationmight haveon
BGP. Thereforewe aregoing to give a shortoutline aboutbodywork andfunctionality
of thoseprotocolsin this section. In caseof OSPFwe restrict our descriptionsto the
componentsthatcontributeto convergencetime andthebackgroundto understandthese
components.For a detailedspeci�cation of the OSPFarchitecturepleasesee[24] and
[27]. ConcerningBGPwe only give anabstract,sincewe aregoingto studythe impact
thatOSPFhasonBGPandnotBGPitself or BGP-OSPFinteractions,i.e. theimpactthat
BGPinformationmayhaveon OSPF. For moreinformationaboutBGPsee[1] and[7].

4An exactdescriptionof hotandcoldpotatoroutingwill begivenlateronwhenwehave introducedthe
necessaryterms
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2.2.1 An Intr oduction to OSPF

In todaysInternettherearetwo generalcategoriesof InteriorGatewayProtocols.Onedif-
ferentiatebetweendistance-vector5 andlink-stateroutingprotocols.OSPFis a link-state
routingprotocolandwasexpresslydesignedfor theTCP/IPprotocolstack[24]. Running
distributed,it exchangesrouting informationbetweenthe routersof its routing domain.
To transporttheseinformation,OSPFmakesuseof IP as“transport”protocol.SinceIP's
forwardingis basedon OSPF's routing,OSPFonly sendsdatato routersthatareknown
beforeor detectedvia its Hello Protocol (seenext paragraph).The routing information
againconsistsof small piecesof data,describingthecurrentstateof particularnetwork
parts.On theonehandthis includesthelocal environmentof a routeron which OSPFis
running,i.e. thestateof its locally attachedlinks. Thisis wherethenamelink-statecomes
from. On theotherhandthatmight alsoincludesubnetdescriptionslearnedfrom other
areaswithin the routing domain(seeparagraphHierar chical Routing), culminatingin
informationaboutpre�xeslearnedfrom otherroutingprotocols.We denotethesepieces
of routinginformationasLink StateAdvertisements(LSA). Eachroutergeneratesat least
oneLSA, a router-LSAthatdescribesthestateof its locally attachedlinks. OSPFstores
LSAs in socalledLink-StateDatabases(LS Databases).
Via LSA distribution throughoutthe routing domain6 eachrouter is ableto accumulate
LSAsgeneratedby otherroutersin its LS Database.As it is thecasewith apuzzle,OSPF
thenassemblesanetwork topologyfrom theinformationgainedfrom theinstalledLSAs.
Figure2.2shows a sampletopologycomposedof four routersall supposedto run OSPF.
Theleft sideshowsthesituationwhenOSPFwasjuststarted.Annotatedto eachrouteris
the �guratively represented,individual router-LSA this routercontributesby describing
its localenvironment.In thefurtherprocesstherouterstry to establishbidirectionalcom-
municationwith theirdirectlyattachedneighbours.If bidirectionalcommunicationcould
be established,the LSAs storedin the respective LS Databasesareexchanged.Whena
new LSA or anew instanceof analreadyknown LSA, asocalledLSAupdateis received
from a neighbour, it is propagatedto theotherneighbours.This mechanismensuresthat
eachrouterreceivesa copy of this LSA. At the endall routershave storedall available
LSAs in their LS Databases,which meansthat thecontentsareexactly thesame.When
this stateis reachedthedatabasesaresaidto besynchronised.Theright pictureof �gure
2.2 shows the situationwhenall LSAs areexchanged.Annotatedto eachrouter is the
illustratedcontentof its synchroniseddatabase.We assumeherethatbidirectionalcom-
municationcouldbeestablishedbetweenall pairsof neighbouringrouters.
Now that eachrouterhasa consistentview of the network topology, it is able to indi-
vidually computebestpathsto eachreachabledestination(i.e. known by anLSA). As it
is denotedby thename,OSPFis a shortestpathroutingprotocol. Thatmeans,in OSPF
termsabestpathis apaththathastheshortestdistanceto its destination.To determinethe

5An examplefor a distance-vectorprotocolis RIP. A speci®cationof RIPcanbefoundin [29]
6SomeLSAsaresubjectedto restrictionsconcerningdistribution. See[27].



2.2. DEPLOYED INTERNETROUTING PROTOCOLS 11

LS Databases when synchronizedLS Databases at start

Figure 2.2: Exampletopologywith annotatedLS Databasecontents

distance,eachlink beingpartof theOSPFroutingdomainis assignedaparticularmetric.
We will alsorefer to ascostor weight. Theselink metricsarepositive naturalnumbers
assignedby thenetwork administrators7. Usually their valuesaregearedto the link de-
laysor transmissiontimes[24]. OSPFnow de�nesthedistanceof apath,sometimesalso
calledthepathlength, asits metric.Sinceapathis aseriesof links leadingfrom asource
to adestination,its accordingpathmetricis thesumof themetricsof all of its composing
links. Thereforetheshortestpathto adestinationis thepathwith theshortestpathmetric.
OSPFcalculatesloop-free,shortestpathsusingDijkstra's ShortestPath First (SPF)al-
gorithm[19]. Settingitself asroot nodeandrunningtheSPFalgorithmon thetopology
graphprovidedby theLSAs in thedatabase,eachrouter'sOSPFsessioncomputesanin-
dividualShortestPathTree(SPT)thatprovidesthedesiredroutesto all reachabledestina-
tions.Figure2.3shows,on theleft side,thesampletopologyof �gure 2.2with annotated
link weights. The right sidedepictsthe resultingshortestpathgraphthat representsthe
individual SPTof eachrouter. Fromtheshortestpaths,thenext hoprouterson theway
to thedestinationsandtheappropriateinterfacecardsto forwarddatato thosenext hops
(forwarding interface) canbederived. Togetherwith someotherattributes,routeentries
arebuilt from theseinformationandtheIP forwardingtableis updatedaccordingly.
Sinceeachroutercomputesits routesin the samemannerbasedon the samedata,all
routershave a consistentview of reachabledestinationsandtheproperroutes.Thusdata
traf�c follows pathsthat areexactly predeterminedfrom the �rst hop on. To guarantee
thatthis is thecaseindeed,two thingsmustbeassured:

� Link-Stateinformationgainedfrom theLSAsmustbekeptup to date.

� Link-StateDatabasesmustbekeptsynchronised.
7Actually metricsarenot assignedto links but to interfacesconnectingtheroutersto the links. This is

done,to allow for asymmetricpaths,but sincewedon't work with asymmetricpathsin this thesis,wemay
simplify thematter
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Figure2.3: Exampletopologywith weightedlinks andresultingSPT

Otherwiseit could not be ensuredthat sensiblerouting tablesare computed. For this
reason,OSPFis equippedwith mechanismsto establishandmaintainbidirectionalcon-
nectionswith otherOSPFspeakingroutersandto reliabledistributeLSAs via thosecon-
nections. Given that thesemechanismsmake substantialcontributions to convergence
time,wearegoingto discussthemin moredetail in thefollowing paragraphs.

The OSPFHello Protocol

To senddatareliablefrom anetwork nodeA to anetwork nodeB, abidirectionalconnec-
tion betweenA andB is required�rstly , so thatA's datamayreachB andB's acknowl-
edgementfor thereceiveddatamayreachA. As we suggestedbefore,thereis no direct
communicationbetweenall OSPFinstancesin theroutingdomain.LSAsareratherprop-
agatedfrom routerto router. ThereforeOSPFreducestheproblemof bidirectionalcom-
municationto directly linked,neighbouringrouters. Consequently, two arbitraryOSPF
routershaveabidirectionalconnection,if all links composingthisconnectionarebidirec-
tional. Themechanismthatestablishesandmaintainsbidirectionalconnectivity between
neighboursis the OSPFHello Protocol. Via the router's interfacecardsit periodically
sendsout specialOSPFpackets, the hello-packets(hellos). The interval at which such
packetsaresentout is referredto ashello-intervaland its default value is 10 seconds,
accordingto [27]. If a routerreceivesa hello from a neighbour, thenit knows that there
is an,at leastunidirectionalconnectionto this neighbourvia the receiving interface. To
make surethat this connectionis bidirectionaltoo, a hello carrieswith it a list on which
eachneighbouris recordedof whoma hello washeardrecently. Thusdependenton the
interfaceon which it is sentout, thehello-packet carriestheidenti�ers of all neighbours
whosehelloshavebeenseenrecentlyon thatinterface.If a routerreceivesahello from a
neighbourandseesits own identi�er on thelist, thenit knowsthatthereis abidirectional
connectionto thatneighbour. This mechanismis partof a statemachinethatdetermines
thestateof therelationshipto eachdiscovered,neighbouringrouter. It' scalled,theNeigh-
bour StateMachine (NSM). Figure2.4 shows an excerptof the NSM, con�ning on the
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partof theHello Protocol.Eachstateof this automatonrepresentsa particularstatein a
neighbourrelationship.Thestatesarecomputedindividually for eachneighbourto keep

2�way�received

Down Init
2�way�received

1�way�received

inactivity�timer�expired

1�way�received

Figure 2.4: TheHello Protocol(Excerptfrom theNeighbourStateMachine)

trackabouttheconnectionandexchangedroutingdata. They arerecordedamongother
informationin NeighbourData Structures[27]. Eachtime anOSPFrouterdetectsa new
neighbouron oneof its interfacecards,i.e. therouterreceiveda hello from it via that in-
terfacefor the�rst time,a new NeighbourDataStructureis setup. If theroutercouldn't
�nd itself on theneighbourlist of a hello (1-way-received), the stateof the relationship
is turnedto “Init” (initial), meaningthat theconnectionis supposedto beunidirectional.
Similarly transition“2-way-received” is traversedwhentheconnectionwasfound to be
bidirectionalasde�ned before. In state“Init” or higher, therouteraddstheneighbour's
identi�er to the neighbourlist of its hellossentout the interface. In state“Down” the
connectionto theneighbouris supposedto bebrokenoff completelyandtheidenti�er is
removedfrom thelist.
Becausehellosaresentandthusreceivedperiodically, it is easyto determinewhethera
connectionis still bidirectional,wentdown from a higherstateto unidirectional(Init) or
againbecamebidirectional.But whenis aneighbourrelationshipdeclaredto be“Down”?
OSPFestimatesthattimeby assigninganinactivity-timerto eachneighbourrelationship.
Whenthe�rst hello from theneighbourwasreceived,thetimer is started.It is restarted
every time a new hello washeardof it. If it expires,no hello hasbeenreceived for a
periodof time andthe connectionis declaredto be “Down”. This period is calledthe
router-dead-intervalor simply dead-interval. Usually it is setagainstthehello-interval,
thatis threeor four timeslargerthanit, takinginto accountthatpacket lossesmayoccur.
Thedefault value,accordingto [27] is 40 seconds.

ReliableFlooding

Having detecteda changein thenetwork's topology, for examplea failing link or a new
routerjoining theroutingdomain,thedetectingOSPFroutersgeneratenew LSAsdescrib-
ing thechangedtopologypartandbegin with thedistribution of theseLSAs to theother
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OSPFroutersin the routing domain. As mentionedbefore,OSPFusesIP astransport
protocolto exchangeroutinginformation.SinceIP is abesteffort dataforwardingproto-
col, without guaranteeingcorrectdatatransmission,OSPFmustimplementanadequate
mechanismto assurereliabletransportation.This mechanismis calledreliable �ooding
processor just �ooding. In this processeachrouter, that received a new LSA or LSA
update,is responsiblefor transmittingthis LSA reliableto all of its adjacentneighbours.
A neighbouringOSPFrouteris calledadjacent,if it is directly attachedvia a singlelink
andtherelationshipto this routeris in a particularstate.In this state,theconnectinglink
wasfound to be bidirectionalandit is allowed to exchangeLSAs with the neighbour8.
With this mechanismit is ensuredthatLSAs arepropagatingor �ooding routerby router
thoughtheroutingdomain.To geta reliable�ooding, thetransmissionof LSAsbetween
two adjacentOSPFneighboursmustbemadereliable.OSPFprovidestwo kindsof pack-
etsfor thatpurpose.In a link-stateupdatepacket (LS Update)theLSAs to be�ooded are
storedandsentout to theadjacentneighbour. Via a link-stateAcknowledgementpacket
(LS Ack) the receiver sendsback acknowledgementsfor eachreceived, non-corrupted
LSA. If the senderreceives an LS Ack, it extractsthe acknowledgementsand checks
which of theLSAs sentin thelastLS Updatehave beenacknowledged.LSAs thatwere
not acknowledgedmustberetransmitted.For thatreasonthesenderprovidesa link-state
retransmissionlist for eachNeighbourDataStructureanda retransmissiontimer. On the
link-stateretransmissionlist it keepsall LSAs that mustbe transmittedandarenot yet
acknowledged.In caseanLSA wasacknowledged,it is removedfrom that list. There-
transmissiontimerensuresthattheremainingLSAsareretransmittedatconstantintervals
until thelist is empty. Theinterval at which LSAs areretransmittedis determinedby the
con�gurable rxmt-intervalparameterandhasa default valueof 5 secondsaccordingto
[27]. Acknowledgementsaresentbackalmostimmediatelyafter receiptof theLSA. To
avoid sendingto muchLS Acks, acknowledgementsaresometimesdelayed,suchthat
they canbebundledin asingleLS Ack. Thedelaytime is referredto asdelayed-ack-time
andshouldbesmallerthanrxmt-interval to preventunnecessaryretransmissions.
Via thereliable�ooding process,OSPFexchangesanddistributesalmostall of its LSAs.
An exceptionis theprocesswhenexchangingLS Databasesbetweentwo routersthatare
establishingan adjacency. This processis moreor lessuncoupledfrom reliable �ood-
ing andusesadditionalpackets like DatabaseDescriptionandLS Requestpackets. Its
mechanismof reliabledataexchangeis howeversimilar.

Hierar chical Routing

We mentionedbeforethatdividing routingin isolatedroutingdomainsis a goodstrategy
to hidepartsof thenetwork'sinfrastructure,to reducethememoryconsumptionof routing
tablesandto limit the impactof topologychanges,like thelink-bandwidthconsumption

8For a detailedexplanationwhenwhich routermaybecomeor is adjacentpleasesee[27]
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by routing updatesandthe routing tablecalculationoverheadon the routers.Within an
AS theneedfor hiding thenetwork structuremight benot sohigh sinceanAS is usually
underthecontrolof asinglenetwork administrator. Thecontainmentof resourcerequire-
mentshowever is of greatinterest,sinceASesusuallycompriselargenetworks.
OSPFis an IGP that is capableto reduceits resourcerequirementsby subdividing its
routingdomaininto socalledareas. Thoseareasarerelatively isolatedroutingdomains
running a separatedcopy of the basicOSPFrouting algorithm. That meansthat each
routerprovidesa separatelink-statedatabasefor eachareait is connectedto andalso
calculatesseparateSPTsfor its areas.The separatedrouting informationis exchanged
betweenareasvia a specialbackbonearea. To do so, all areashave to be somehow
connectedto thebackbonearea,physicallyor virtually by socalledareaborder routers
(ABR). TheABRs usuallyaggregaterouting informationinto IP addresspre�xesbefore
forwardingit into the backbone.Thussimilar to BGP, routing betweenareasis mostly
pre�x based.Thebackboneagainmakesthesepre�xesavailableto theotherareas.In so
doing,thebackboneareais determinedto provide transitfor datatraf�c originatedin any
non-backbonearea,destinedfor any other. To beableto directdatatraf�c to destinations
outsideits routingdomain,OSPFcanimport routinginformation.SpecialOSPFrouters,
theASboundaryrouters(ASBR) learnaddresspre�xesfrom otherroutingprotocols,like
for instanceBGP, andannouncethemin the OSPFrouting domain. To protectagainst
a �ood of externaldestinationpre�xes, in�ating the routing tables,OSPFmay be con-
�gured to declareareasto be “stub”. Such“stub areas”refuseall routing information
comingfrom outsidetheAS andinsteadrely on default routesleadingto routerswhich
know aboutthedestination.
Thissophisticatedroutinghierarchyenablesaresource-saving but still ef�cient IGProut-
ing. Moreover theprincipleof a backboneareawasadoptedby many network operators
whenthey wereorganisingtheir ASes[22]. UsuallyanAS is designedhierarchically. At
thetop thereis abackbonenetwork consistingof powerful routersverydenselyintercon-
nectedvia high-speedandhigh-bandwidthlinks, connectingto otherASesandproviding
transitfor all kindsof traf�c (intra-AS,intra-to-inter-AS andalsointer-AS). Beneaththat
level, attachedto the backbonesub-networks connectingto customersare located. It
is self-evident that routing within thosesubnetsis usuallysomehow separatedfrom the
backbone.Wecomebackto thetopologicalaspectsin chapter3.2wherewedescribeour
designdecisionsfor our simulatednetwork environments.

2.2.2 An Intr oduction to BGP

TheBorderGatewayProtocolis thedefactostandardinter-Autonomous-Systemrouting
protocoldeployedin todaysInternet.Its primaryfunctionis theexchangeof AS reacha-
bility informationwith otherBGPrunningsystems(BGPspeakers). Wecall aunit of this
informationa routeor routeinformation. It consistsof a destinationpre�x, aggregating
theaddressdomainof anAS, anda numberof pathattributesdescribingthepathto that
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destination.By collectingthoseroutesandapplyingsome�ltering rules(policies), BGP
constructsa loop-freegraphof AS connectivity. Similar to OSPF, BGPprovidesmecha-
nismsfor establishingandmaintainingconnectionsbetweenBGPspeakers,exchanging
routing informationdatabases,detectingerrorsin connectionsandotherrequirementsto
accomplishits task.But in contrastto OSPF, BGPwasnot developedto do shortestpath
routing in �rst place,althoughit is capableto do that. It wasratherdesignedto beable
to directtraf�c accordingto theneedsandpoliciesof thenetwork operators.A bestpath
in BGPis thereforenot inevitably a shortestpath. Its selectionusuallydependson many
of its pathattributes,not only on its pathlength. Whenchoosingamongseveral routes
having in commona particulardestinationpre�x, the pathattributesof theseroutesare
successively comparedwith eachother. Theroutewhosepathattributesful�l bestcertain
criteria, becomesthe preferredbestroute. We will comebackto the selectionprocess
lateron whenwe have introducedsomeof thepathattributes.We refer to it astheBGP
bestpathselectionalgorithm.
As mentionedbeforeBGPexchangesroutesbetweenAutonomousSystems.To do so,it
formspeeringsessionsto otherBGPspeakers,similar to theOSPFadjacencies.In apeer-
ing session,two BGP speakers,the peers, exchangerouting informationvia a common
connection.Peersdon't have to bedirectlyconnected.To transmitdatathey rely on local
routing andthe Internet's popularreliabledatatransportprotocolTCP [37]. ThusBGP
candispensewith any precautionsagainstdatalossandcorruption.If anAS hasmultiple
BGPspeakershaving peeringsessions(peering) with BGPspeakerslocatedin different
ASes,therebymakingavailabletransitservicefor otherASes,a consistentview of the
BGProuteswithin thatAS mustbeensured.This is usuallydoneby establishingpeering
sessionsbetweeneachpairof AS-interiorBGPspeakersandcon�guring acommonsetof
policieswithin theAS. In addition,whentransitservicefor otherASesis provided,par-
ticularcaremustbetakento ensurethattheAS-interiorroutersareawareof theroutes,to
which transitis enabled.A simplebut not soef�cient methodto guaranteethis, is to set
up BGPspeakerson eachrouter.
Whena BGPspeaker receivesroutesfrom its peers,it usually�lters theseroutesbefore
they arestoredin RoutingInformationBases(RIB) andfurtherpropagatedto otherpeers.
The�ltering is done,becauseroutingon inter-domainlevel dependsstronglyonbusiness
agreementsmadebetweenthe organisationswhich administerthe ASes. Using special
�ltering policies,con�guredindividually on theBGPspeakingsystems,it is ensuredthat
only thoseroutesparticipatein the routing processthat do not breachany agreement
whendatatraf�c is directedvia theseroutes.After �ltering, theremainingroutesarede-
positedin RIBs calledAdj-RIBs-In. Thereupon,for eachaccepteddestinationpre�x, a
singlerouteis selectedfrom theAdj-RIBs-In via theBGPbestpathselectionalgorithm
andinstalledin the local RIB (Loc-RIB). EachBGP speaker hasexactly oneLoc-RIB.
Routesstoredherearealsoinstalledin theIP forwardingtableto beusedin theforward-
ing processandmaybepropagatedto otherBGPpeers.Thepropagationdependsagain
on �ltering policies. A BGPspeaker thereforemaintainsfor eachpeeranAdj-RIB-Out
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whereit storestheindividually �ltered Loc-RIB routeswhichareto beannouncedto that
peer. Concerningan interactionbetweenOSPFandBGP, the interestingparthereplays
the BGP bestpathselectionalgorithm,sincethe selectionnot dependson locally con-
�gured policiesbut on pathattributesthatmaybesetaccordingto IGP pathmetrics. In
thefollowing wenumeratesomeimportantBGPpathattributes,whichwereferto in this
thesisanddescribetheirmeaninganduse:

� AS PATH: This attribute consistsof a sequenceof AS identi�ers (AS numbers)
indicatingthe AutonomousSystemsthat the accordingrouteinformationhastra-
versedso far. SinceBGPis an inter-AS routingprotocol,a pathis describedby a
sequenceof ASesleadingfrom thesourceAS to thedestinationAS. A BGProute's
pathlengthis thereforede�ned asthe lengthof theAS PATH attribute. If a BGP
speakeradvertisesa routeto apeerlocatedin anotherAS, thespeakermodi�es the
attributeby addingtheAS numberof theAS it resides.

� NEXT HOP: A BGP speaker that advertisesa routeto oneof its peers,informs
thatpeervia this attributeabouttheIP addressof thenext hop(next router)where
datais to besentto whendestinedfor theroute'sdestination.Oftenthisattributeis
setto theadvertiser'sown address[7]. But it maybealsothecasethatit is modi�ed
only whenadvertisedto peerslocatedoutsidetheown AS [1].

� MED: The MULTI EXIT DISCRIMINATOR (MED) attribute is a metric that is
seton border routers, i.e. BGP routershaving a direct link to a peerlocatedin a
neighbouringAS. In casetherearetwo neighbouringASesconnectedvia multiple
exit andentryborderrouters,eachborderroutermayassigna differentMED to a
certainroutethat is advertisedto the neighbouringAS. The BGP speakers in the
neighbouringAS maythendiscriminatebetweenthedifferentexit andentrypoints
by choosingtherouteleadingvia theborderrouterthatassignedthe lowestMED.
The MED attribute may be propagatedthroughoutthe neighbouringAS but not
beyondit.

� LOCAL PREF: TheLOCAL PREFERENCEattribute is a metric like theMED.
It is individually computedon eachBGP speaker for eachroutethat it advertises
to a peerlocatedin thesameAS. Theattributeis intendedto direct inter-AS traf�c
within anAS. If it is receivedfrom peersoutsidetheown AS, it is ignored.

Thereareyet lots of otherpathattributes. Someof themarespeci�ed in Requestsfor
Comments,like for examplein [1] and[6]. Othersareindividually addedin BGPimple-
mentations[5] by vendors.Which of theattributesare�nally usedin theBGPbestpath
selectionalgorithmdependson theimplementations.
In generalthealgorithmconsistsof a list of rulescalledtie-breakingrulesor tie-breakers
which areappliedto a setof routesdescribingdifferentpathsto a commondestination.
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Eachrule selectsthe routethat ful�ls bestits criteria. If morethanoneroutedo so, the
next rule in the list is applieduntil thereis only onerouteleft. Thenumberof rulesand
theorderin which they areappliedis vendorspeci�c. A commonproceedingis to �rstly
comparetheLOCAL PREFattributes.Theroutehaving thehighestdegreeof preference
is selected.If this rule couldnot selecta uniqueroutethealgorithmcontinues.Although
the AS PATH attribute is not speci�ed in [1] to be usedin the BGP bestpathselection
algorithm,it is however commonpracticeto de�ne a shortestAS PATH astie-breaker.
Determinedin [1] areruleswhich selectsrouteshaving thelowestMED andtheshortest
IGPpath(lowestIGPmetric)to thenext hoprouter, if their NEXT HOPattributesdiffer.
They arein any caseinherentpartsof all BGP4conformimplementations.To guarantee
that thealgorithmeffectively selectsa singlebestroute,the last rule usuallyselectsthe
routebeingadvertisedby the BGP speaker with the lowestBGP identi�er. Sincethese
identi�ers areunique,asuccessfulterminationis ensured.
Theindividualimplementationof thewholebestpathselectionprocessis vendorspeci�c.
Thereforewecannotgiveanexactdescriptionof it. We will howeverdescribein chapter
5.2 theimplementationthatweusedin ourOSPF-BGPinteractionstudies.

2.3 Routing Simulations

In thiswork wewantto understandandanalysecertainaspectsof routinginteractionsbe-
tweenintra andinter-domainroutingprotocols.Thecoreof this interactionarethe“hot”
and“cold potato”routingstartegies.In thelastyears,InternetServiceProviders(ISP)be-
ganto increasetheutilisationof thesestrategiesby anincreasedincorporationof intra-AS
shortestpathmetricsin theinter-AS routingprocess.Before,theBGPbestpathselection
algorithmmadeuseof IGP shortestpathmetricsonly within anAS. A singlecriterion,
having a relative low rating in the list of tie-breakers,preferredtheroutewith theshort-
estIGP pathto theroute's next hop. Its applicationwastriggeredby routeupdatesonly
andnot whenthe IGP pathmetric changed.Whena routeis selectedaccordingto this
criterion, we call this hot potatorouting. NowadayssomeISPsextendedthis criterion
to the BGP selectionprocessesoutside of their ASes. Routesthat werelearnedvia an
AS-interiorborderrouterfrom a neighbouringAS, get their MED mappedon themetric
of theIGPshortestpathto thatborderrouterwhenthey arefurtherannouncedto thenext
neighbouringAS [23]. This resultedin neighbouringASes,selectingroutesbasedon
theshortestIGP paththroughtheannouncingAS, whentheselectionof theserouteswas
actuallybasedon theMED attributevalue.This kind of routeselectionis usuallycalled
cold potatorouting.Wewill dealwith theconsequencesresultingfrom thesestrategiesin
moredetail in chapter5.1.
[23] analysedtheexchangeof BGProutingmessages,loggedovera periodof morethan
28monthsat � vemajorU.S.exchangepoints,to �nd outamongmany otherthingsabout
this kind of interactions.Whenwe aregoing to studythe impactsof suchinteractions,
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their differentcausalesandeffects,we needaccessto a largenetwork thatprovidesintra
aswell asinter-domainrouting. Insteadof collectingdataat a few points,we needthe
totalcontrolover thisnetwork to observetheeffectsin all detailsandto generateindivid-
ual topologychanges,resultingin therespective routingchanges.This includesalsothe
con�gurationof theprotocols.
Sincewe neitherhave the equipmentfor building sucha network andsettingup an ad-
equatecon�guration, nor do we have accessto the facilities of an ISP, the only way
to realizeour studieswasto simulatea network environmentthat provided all require-
ments,necessaryto generaterepresentative interactionconditions. With SSFNet, a col-
lectionof Network Modelswritten in Javaandbuilt onRenesys[30] ScalableSimulation
Framework (SSF)[31], wefoundapowerful network simulatorthatprovidesall basicsto
build upnetworkscenariosmeetingourdemands.Basedonadiscrete-eventsimulator, the
SSF, thosemodelsprovide implementationsof severalprotocolsusedin theInternetlike
IP, TCP, UDP, OSPF, BGP, HTTP andothers.SSFNetconsistsof severalpackages.The
mostimportantareSSF.OSwhich containsbasicclassesde�ning theframework thatany
protocolmodelmustconcurwith, andSSF.Net which implementsthe“Hardware” envi-
ronmentlikeclassesfor routersandhosts,Network InterfaceCards(NIC) andlink media.
On topof theSSF.OSpackage,theInternetprotocolmodelsarebuilt, suchasSSF.OS.IP,
SSF.OS.sOSPFandSSF.OS.BGP4. With SSF.OS.BGP4,a very detailedmodelof the
BorderGateway Protocol,implementedaccordingto [1], we hadthefunctionalityof the
Internet's de factostandardinter-domainrouting protocol. SSF.OS.sOSPFon the other
hand,aquitelimited, staticversionof theOSPFv2intra-domainroutingprotocol,decided
the issueof selectingan IGP. We yet couldnot usetheseprotocolmodelsasthey were.
SSF.OS.sOSPFdid not meetour demandsandSSF.OS.BGP4did not at all useIGP met-
rics in its bestpathselectionprocess.A recreationof OSPF, leadingto thenew package
SSF.OS.OSPFv2(seechapter4.1) wasthereforenecessary. ConcerningBGP, we hadto
applyonly minorchanges(seechapter5.2).
SSFNet's OSPFv2andBGP4both implementtheir own routing tableswherethey store
their individual routing information. A quintessenceof theseinformation is �nally in-
stalledin the IP Forwarding InformationBase(IP FIB), an out-of-coreIP forwarding
table for commonaccessby the routing protocols. This enablesa cleanandclear ex-
changeof routing informationbetweenrouting protocols. We usethe FIB, in order to
grantBGP4accessto theIGPmetricsof theroutes,OSPFv2storedthere.
Now that we have presentedthe backgroundto our work and an introduction to our
methodologyand the tools, we can start with our studies. But beforecreatingOSPF
andBGPscenariosin SSFNet,wehave to answera particularquestion.Thequestionfor
anadequatenetwork topology.
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Chapter 3

Topologies

Whensimulatingthe Internet,or even whensimulatingpartsof it subjectedto certain
aspectsaswearegoingto do,oneperformsacomplex task.To getrepresentativesimula-
tion results,asimulationenvironmentis requiredthatis mosttypical for thecomponentof
whichbehaviour is examined.Wethereforeneedto discuss,whatpartsof anenvironment
we have to considerin particularand which are negligible. Due to the heavy hetero-
geneityof the Internet,therearemany attributesthatmayaffect thebehaviour of single
Internetcomponentsandsothesimulationresults.[10] giveselaboratefood for thoughts
which detailsonehasto payparticularattentionto whendealingwith simulations.There
are,for example,the wide rangeof link technologiesthat aredeployed in todaysInter-
net,theinterplayof protocolson multiple layers,thecontribution to theamountof traf�c
thatdifferentapplicationsmake,thevaryingcapacitiesof routers,theadaptivecongestion
controlmechanismsandmuchmore.
Sincewe aredealingwith interactionsbetweenrouting protocols,wherewe don't need
to generateagreatamountof datatraf�c, wemayrefrainfrom all traf�c relevantaspects.
In addition,sincewe areinterestedin behaviour andconvergencetimesof routing pro-
tocols,we canalsorefrain from a complex link layer andinsteadmake allowancesfor
this fact by reducingthe complexity of its impact to a con�gured link delay. The only
point thatremainsandwhichhasagreatimpactonourwork is thearrangementof routers
andlinks in thedeployednetwork, that is thenetwork's topology. Sobeforewe maybe-
gin with routing studies,we needto �nd at �rst representative topologiesthat meetour
requirementswithout beingtoo complex to simulateandanalyse.On theonehandthat
shouldbesimpletopologiesthat triggerprotocolfeatureswhich have an impacton par-
ticular routingaspectswhich play an importantrole in theOSPF-BGPinteractions,like
for exampleOSPF's convergencetime. On theotherhand,to analysetheinteractionswe
needan AS-level topologythat is complex enoughto watchOSPFroutingchanges,but
abstractenoughto follow possibleBGPupdatesandtypical enoughfor thereal Internet
to berepresentative.

21
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3.1 What is a “typical” topology?

Following [10] it is hardto achieveanadequatetopologywhensimulatingtheInterneton
AS-level. We areeven far away from a de�nition of a “typical” topology. The reasons
for thatcanbefoundin thecontinuousexpansionof theInternetover time,which results
in constantlychangingandgrowing networks[15]. But evenif we limited our studiesto
a certainnetwork sizeon a singlepoint of time, we hadto �nd a commonusedscheme
thatgivesusan ideahow to constructour topology. Yet the fact is, that for competitive
reasonsthemostISPsdon't shareinsightsinto thestructureof their ASes.We arethere-
forestronglydependentonroutingprotocolobservationsto getdatawhichcanbeusedto
modelnetworks. TheOregonrouteserver [38] for example,collectsBGProutingtables
which areusedin many studiesaboutmodellingthe Internet[34]. Via tracerouting,di-
rectedprobing,pathreductionsandothertechniques[22] onecanderive somedegreeof
network connectivity on AS-level aswell asAS interior. But following [34] many Inter-
netmodelsdesignedon thebasisof suchcollecteddatahave turnedout to beincomplete.
They arguethat,dueto thecapabilityof policy basedrouting,BGPforwards“only apor-
tion of all existingAS connections”from AS to AS.
Although routing protocol measurementsare quite a good tool to get the generalidea
of the Internet's topology, we �nally cometo the conclusionthat thereis no chanceto
generatean exact imageof an adequatesizedpart of the Internetto studyOSPF-BGP
interactions.Therearetoo many factorscominginto play whenmodellinga topology.
[32] assumethatexpansionandshapeof networksdependsmuchon geographicalenvi-
ronmentsandbusinessinterests.Whenregardingthe history of the Internetthenthis is
not surprising. Born in the middle of the 1960ies,whenthe cold war drove the fear of
a nuclearattackto its peak,it wasat �rst just a projectof the U.S.Air Force. The idea
wasto installapacketswitcheddatanetwork amongthemissileandbomberbasessothat
commandandcontrolcouldbemaintainedevenif thecentralof thecountrywasdestroyed
by anuclearstrike. If thiscasearised,it shouldbepossiblevia redundantlinks to keepup
communicationbetweenthewestandeastcost.Eventuallyin 1969theideawasrealized
by the ARPANET network. Figure3.1 shows the ARPANET's topology in September
1971. Theshapeof this earlyancestorof todaysInternetwasstronglydependenton the
locationof someof themostprestigiousuniversitiesin theU.S.andby the requestof a
redundanteast-westconnection.Thisexamplesupportstheassumptionthatgeographical
aspectsplaya role in modellingtopologies.
In theearly1990ies,whentheHTTP protocolcameup andestablishedtheWorld Wide
Web, the actual Internetwas born. Telephonecompaniesbecameproviders for Inter-
net accessandbeganto install appropriatehardwarein their telephonenetworks. Dur-
ing the 90iesmoreandmorecommercialISPscameinto beingandInternettopologies
wereadoptedfrom telephonenetworks.SmallerISPsrentedequipmentfrom biggerISPs
whereasbig, long-establishedtelephonecompaniesrestructuredandaugmentedtheirnet-
worksaccordingtobusinessinterests.Placingnetworknodesandlinks becamedependent
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Figure 3.1: TheARPANET topologyin September1971

on proximity to customers,thetechnologicalfeasibility andof coursemoney!
But besidesgeographicalandbusinessconditions,the social, technologicalandpoliti-
cal circumstancesin the individual countrieshadalsoa big in�uence on thegrowth and
densityof their topologicalcontributionsto the Internet. The Universityof Wisconsin-
Madisonprovides a nice history of developmentin form of world mapsdocumenting
internationalconnectivity from September1991 until June1997 [12]. While in 1991
theInternetwasa phenomenathatappearedalmostonly in technologicalhigh advanced
countrieswith stableandfreeelectedgovernments,it arrivedover theyearsat lesstech-
nologicaldevelopedstatesuntil it reachedevenmostof theless-developedcountries.Al-
thoughyoucan't derive from thosemapshow andhow farconnectivity hasprogressedin
theindividualcountriesandwhetherawideclassof populationgetsaccessto themedia,it
is remarkablethatcountrieslikeSahara,Libya,Syria,Iraq,Afghanistan,NorthKoreaand
Somaliahave refusedtheInternetall thetime [13]. Becausetheactualstageof technol-
ogy in thesecountrieswasvery low at thattime or their governmentwasquiterestrictive
concerningfreedomof opinion,this is anevidencefor thesuppositionthat formationof
topologiesis alsodependenton political stability andfreedomandof the technicaland
�nancial situationwithin aparticularregion.
Regardingall thosein�uences,we areforcedto acceptthat thereis no typical topology.
Hencewe needto approachtheproblemin anotherway.
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3.2 Approximation

TheInternetis a world wide phenomena.Almost every countryin theworld contributes
at leasta few hosts,routersandlinks to its shape.The numberof thosenetwork nodes
andlinks, their typesandlocationsdependmuchon thecultural,technological,�nancial
andpolitical conditionsof thosecountries.Wealsomentionedthatdueto theactivecom-
petition betweenthe companiesengineeringthe Internet's topology, insightsinto their
strategieshow to build up network topologiesor eveninformationaboutexisting topolo-
giesaremostly refused.The rapid growth andchangesover shorttime comealongyet
too. Sinceall thesefactsmakingit impossibleto pick out “the right” topology, we have
to decidehow much realisticour topology hasto be. That raisesthe questionfor our
demandsandwhich topologyis simplebut suf�cient enoughto meetthesedemands.
Thequestionto answerwe aremostinterestedin is, how andhow muchdoesOSPFim-
pactBGP?We arenot going to show how an interactionbetweentheseprotocolsmay
be improved nor do we develop a future routing protocol. We thereforedon't want to
testspecialfeaturesthat requirespecialtopologies.Sincewe do not make architectural
changesto theprotocols,theonly wayfor OSPFandBGPto interactis via changesin the
IP forwardingtable.And becausetheOSPFHello Protocoldetectschangesin routingvia
verysmallmessages,datatraf�c hasa negligible impacton our studiessothatour topol-
ogy mustnot bedesignedaccordingto specialtraf�c aspectslike for examplebottleneck
links, sizeof routerqueuesor evenleast-cost-multi-pathingandasymmetricroutes.
Oneof OSPF's key featuresis its supportfor hierarchicalrouting(seechapter2.2.1).AS
topologiesmaybesubdividedinto abackboneareaandseveralotherareasall doingmore
or lessseparatedrouting, but undercontrol of a singleOSPFinstance.Sincethe back-
boneareawasdesignedto provide datatransittraf�c andto betheonly oneresponsible
for distributing routing informationwithin an OSPFrouting domain,routersimporting
AS-externalroutinginformation(ASboundaryrouters) areusuallyplacedhere.Because
of thatanddueto thefact thatroutinginformationis aggregatedandsometimesevenre-
fusedatareaborders(stubareas),BGPtraf�c is usuallyobservedin backboneareasonly,
whenpassinganAS. Thereforeroutingchangesin OSPFareasotherthanthebackbone
actuallydon't affect BGPandvice versa,andwe gain theadvantagethatwe might con-
centrateour work on AS backboneareas.Theseareasconsistmostlyof high-bandwidth
andhigh-speedptp-links to give goodperformanceandusuallydon't deploy broadcast
media. For that reasonandfor the fact thatOSPFandBGPreactson topologychanges
in magnitudesof secondswe may abstainfrom exact link delays,sincereally big de-
layswereobservedatconnectionsto satellitesin geosynchronousorbitsandhadordersof
hundredsof milliseconds[10]. Neverthelessweincorporatelink delaysin ourOSPF-BGP
scenarios.
Accordingto [10], “for sometopics[...] thesimplestscenariothatillustratestheunderly-
ing principlesis oftenthebest”andsoour �rst topologywill betheonedepictedin �gure
3.2. It consistsof � ve routersconnectedin meshform via ptp-links. We will usethis
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Figure 3.2: Simpletopologyfor studyingparametricalimpactsonOSPFconvergence

topologyin chapter4.2 to studyparametricalimpactson OSPFconvergencetime. The
network wascomposedin a way thaton theonehandit clearlyshows theseimpactsand
on theotherhandit remainssimple.Wewill yet returnto this.
On the otherhand,we can't ignorethe factor topologycompletely. Sincewe aredeal-
ing with routing protocols,andtaking into accountwhat we mentionedconcerningour
demands,network size(i.e. thenumberof routersandlinks) andnetwork structure(i.e.
how routersareinterconnected)play an importantrole. To get a feeling for what mag-
nitudethesefactorsmight affect OSPFconvergencetime we aregoingto regardextreme
cases.We analysenetworks with extremelow redundancein connectivity andextreme
long paths1. On the otherhandwe comparethemwith networks that have high redun-
dant connectivity along with short paths. Examplesfor the former caseare networks
consistingof in-line connectedrouterslike chainsor rings. For the latter casewe use
fully meshednetworks. Figure3.3 shows examplesfor ring andfully meshtopologies.
Theresultswe obtainfrom thesescenarioswill giveusanopinionbetweenwhich values
theoverall OSPFconvergencetime in a network may range.We will substantiatethese
understandingsin chapter5.3.2,wherewe comparethemwith OSPFconvergencetime
measurementsfrom simulationsmadein amorecomplex and“realistic” topology. These
measurementsthenshould�t somewherein the rangeof convergencetimesdetermined
before.With this procedurewe follow anadvisefrom [10], which recommendsto show
thatresultsgainedfrom simplescenariosstill applywhenusingcomplex scenarios.The
“realistic” topologyis characterisedby thefact that it is not composedfollowing special
demandslike thesimplestructuredbut extremetopologiesaccountedbefore.Insteadit is
generatedin a morerandomfashionalthoughwe shapedit following informationabout
someU.S. ISP's backbonenetworks. In the following we aregoing to call it the “US
scenario”.
Having studiedOSPF's routing behaviour in moredetail we will be ableto understand
possiblechangesin BGProutingtriggeredby OSPFandmaystartwith simulatingthose

1Pathlengthis usuallymeasuredvia ahopcount.In thiscaseahopis anintermediaterouteron theway
from a sourceto adestination
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full mesh topology with 5 routersring topology with 5 routers

Figure 3.3: Examplesfor extremeOSPFbackbonetopologies

interactions.This bringsus back to the questionfor an appropriatetopology for these
studies.Sofar we have seenthatwe don't needa specialpurposetopologyshowing par-
ticularaspectsor new featuresof routingprotocols.For reasonsdescribedbeforewemay
alsorestrictour topologyto a backbonenetwork. Futurework mayshow whethermore
detailednetworksproducefurtheraspectsin interactions,we didn't dealtwith. Sincewe
cannotreplicateexisting backbonenetworks of big ISP's like AT&T or Sprint, due to
complexity andmissingdata,we decidedto emulateoneof thosebackbonenetworks to
approximatethe reality. From informationgainedfrom [22] we �nally createdour “US
scenario”depictedin �gure 3.4. In the middle you seea backbonenetwork which is a
simpli�ed adaptionof ISPbackbonesshowedin [22] �gure 7. Characteristicalfor those
topologiesis that they deploy POPnetworks in major cities (in partsin smallercities
too), sincetherethey establishtheconnectionsto their customers.ThePOPsareof dif-
ferentsizesdependingprobablyon several factorsat their locationslike the numberof
customers,the companiesheadquarters,economicshares,etc. A genericPOPconsists
of a few routersinterconnectedvia a densemeshof links. We createdtwelve of those
POPnetworks in our backbonedemarcatedby dashedcircles from the restof the net-
work. They consistof two to four routersfully meshedamongeachotherwith ptp-links.
Theseformationssymbolisethelocationsof majorcitiesin theU.S.Similar to theSprint
backbonedescribedin [22], weconnectedthese“cities” well with eachothervia theblue
coloured“inter-city” ptp-links(40-60).Togetherwith thePOPsthey form anAS, which
we will call the“US AS” or AS 1. Therewe aregoingto simulatetheOSPF-BGPinter-
actionsaswell asto measureOSPFconvergencetimeswhichhelpusby theinterpretation
of our collecteddata.
To studypossibleimpactsfrom thoseinteractionson otherASeswe attachedseveral,so
called“dummy ASs”2 (AS 2 till AS 7) to the“US AS” via multiple ptp-links (thick red
lines,numbered61-76),consistingof onerouteronly. Greenlinesindicatetheir borders.

2ªdummyASº is notanof®cial term. We useit to indicatethattheseASsareonly usedto form a BGP
topology
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Figure 3.4: TheUSscenario

ThedummyASesarenot connectedamongeachothersincewe don't examinepropaga-
tion effectson AS-level. For that we hadto createseveral ASesof similar complexity
thanthe“US AS”. This is left for futurework. However the“US AS” togetherwith the
dummyASesbuild a BGProutednetwork. Within the“US AS” eachrouterrunsOSPF
to do intra-ASroutingaswell asBGPto provide eachrouterwith externalBGProuting
informations.How theprotocolsandthenetwork's infrastructurearesetup in particular
we discussin chapter5.3,wherewe describeandanalysethe interactionsof therouting
protocols.
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Chapter 4

Analysing OSPF

In thelastchaptersweoutlinedopenquestionsin routingandmentionedthatinteractions
betweenintra andinter-domainroutingprotocolsmayplay a major role whenproviding
answersto thesequestions.We alsodescribedthebackgroundof the�elds we aregoing
to researchinto andwegaveanintroductionto thetopologiesthatweusewhendoingso.
Now we begin with our actualwork, that is we examinethe effects that local routing
changesmayhave on global routing. Whenspeakingof local routingchangeswe mean
changesthataredetectedandpropagatedby IGPslikeOSPF. In this chapterwe will deal
with thoseIGP factorsthathave a major impacton its interactionwith the inter-domain
routingprotocolBGP. The IGP we examineis OSPFandwe alreadygave a description
of its functionality in chapter2. Herewe like to provide answersto thequestionin what
ordersof magnitudeparticularOSPFfactorsmight be. We therebyconcentratedour in-
vestigationson two of them,theprocessorload thatOSPFmaycauseduringa phaseof
convergenceandthe convergencetime. Concerningprocessorload,we can't determine
exactvaluessincehardwareis changingrapidly andwe don't have accessto all kindsof
routeprocessoror at leastto themostwidespreadones.Thereforeweneedto abstractand
to measureloadin anotherway. Accordingto [11] thefactorthatis mosttime-consuming
when doing OSPFcomputationsis an updateof the Forwarding InformationBase(IP
forwardingtable).Precedingto theupdateis alwaysanSPFcalculationwhich canbeas
time-consumingasa routingtableupdate,dependingon thenumberof nodesin thenet-
work [35]. Both factorsareindependentfrom theprotocoldesignsincethey areprinciple
tasksof routing. For thesereasonsthenumberof routingtablechangesis a goodunit to
measureprocessorloadgeneratedby OSPF.
In chapter2 we brie�y introducedthe termconvergencetime. Sincethis term is not ex-
actly de�ned, we needto provide our understandingof it. For theOSPFmeasurements
in thecourseof thispaperwede�ne convergencetime as:

Thetimeperiod,beginningatanetworkcomponent'sstatechangethatchanges
thenetwork's topologyandendingat thetimewhereall routershaverealized

29
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thechange,computedthenew shortestpathsandgotastableview of thenew
network's topology.

In our simulationswe measuredthis time periodby observingthe OSPFrouting table
changes.Theconvergencetime wasthereforedeterminedby thedifferenceof the time,
the last routing tablechangeon an OSPFrouterwasseenand the time, wherea state
changein thenetwork tookplace.
But why do we analyseOSPFin respectof thesefactors,andwhy do we measurethem
in this way? Sincelocal routing changescanhave an impacton higher routing levels
we needto know whentheselocal changesmayberealizedin orderto estimateat what
time they might induceroutingchangesonhigherlevel (BGP).By determiningtheworst
caseof convergencetime with respectto theentireOSPFroutingdomain,we areableto
estimatewhenthe effect appearsat the latest. This is importantsincewe areinterested
in convergencephasesthatareasshortaspossible(seesection1.1). On the otherhand
themoreandthe fasterOSPFconvergesthemoreloadon processorsit might generate.
WhendoingTraf�c Engineeringit is thereforeimportantto know how loadevolvesfrom
shorteningconvergencetime andintervals. The reasonsfor our de�nition of load were
alreadydemonstratedbefore.
Having introducedourresearchinterestsfor thischaptersofar, weyetneedto classifythe
differentfactorsthathave a major impacton their behaviour. As it is neitherusefulnor
possibleto determineexactvaluesfor convergencetimeandload,dueto theuseof differ-
enthardwarecomponents,evolving technologiesanddifferentprotocolimplementations,
we aremoreinterestedin gettinga feeling for their range.In doingso two components
play a major role. On the one handthereare the parametricalimpactsthat are direct
affecting the protocolsbehaviour. We de�ne parametricalimpactsas the in�uences on
routingbehaviour whenchangingbothprotocol's con�gurableparametersandarchitec-
tural constants.On theotherhandwe studyby meansof differentnetwork compositions
indirectin�uencesonroutingwhichweregardin aseparatesectionabouttopologicalim-
pacts.All theseeffectswereanalysedin thenetwork simulatorSSFNet.
In thecourseof this chapterwewill �rst givea brief outlineabouttheimplementationof
OSPFv2in SSFNet.Wearegoingtodescribeits capabilitiesandtheimprovementsweput
on to potentiateour experiments.Thenext two sectionsdealwith theactualsimulations.
In section4.2we examineparametricalimpacts.We introducetheOSPFparametersand
architecturalconstantswhich arerelevant for our work in their respective context. After
that we show in a stepby stepfashionhow OSPFconvergencetime canbe decreased
andwhich parameteris responsiblefor which degreeof decrease.We will alsoillustrate
wherewe cameup againstlimits in our efforts anddiscusstheproblemswhentrying to
overcomethem. Dependentof the changeof someparameters,the numberof routing
tablecalculations(RTCs) will increaseor fall. This will be anotherpart of our investi-
gations. In section4.3 we eventuallystudythe impactof differenttopologieson OSPF
routingbehaviour. With respectto differenttypesandsizesof networksweagainobserve
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thechangesof loadandconvergencetime. In doingso,wewill concentrateespeciallyon
the coactionof differenttopologieswith differentprotocolparameters.But alsopropa-
gationdelaysandtheir effect on convergencetime areexaminedin greaterdetail, since
networksarecomposedin mostinstancesof differentmediatypeswhich have different
propagationtimes.

4.1 The SSFNetImplementation

Whenwe �rst usedSSFNettherewasjust a staticversionof OSPFavailable(sOSPF).
This implementationwasnot intendedto studythe protocol's routing behaviour nor to
simulateits effectson otherroutingprotocols.sOSPFis rathera partial implementation
of theIETF'sOSPFv2,designedtoquicklycomputeroutingtablesfor arbitrarytopologies
within a singleOSPFareaonly, andto �ood theareawith externalrouteannouncements
inducedby BGP. Theprotocolretrievedtheadjacency informationoncedirectly from the
underlyingnetwork topology, andeachrouter formeda single link-statedatabasefrom
the link propertiesgainedfrom theseinformation. Two majordrawbacksmadea useof
sOSPFimpossible:The implementationdid not supportany dynamics,besidesthe in-
ducedBGProutes,sothatmechanismslike dynamicneighbourdiscovery, databasesyn-
chronisationandlink-stateupdatesin responseto dynamictopologychangesweresimply
not available.Secondly, SSFNetat thattime did not provide mechanismsto dynamically
createlink failuresor recoveries.sOSPFwasthereforenotatall suitablefor ourpurposes.
Weneededadynamicprotocolto studytheimpactsof topologychangeson intra-domain
routing. In additionwehadto provide theinfrastructurefor dynamictopologychanges.
SincesOSPFdid notprovideenoughbasicstobegin with dynamicextensions,wedecided
to entirelyrebuild OSPFfrom thebottom-upbecomingSSF.OS.OSPFv2.Thisimplemen-
tationprovidesall dynamicsspeci�ed in [27] thatarenecessaryto run on point-to-point
networks. A fully functioningNeighbourStateMachine,triggeredby incomingOSPF
packets,managestherelationshipto aneighbouringrouterby passingthroughaseriesof
statesfrom DOWN to FULL (see[27]). We implementeda complete,dynamicOSPF
routingprocessconsistingof aHello Protocol,a DatabaseExchangeProcess,a Flooding
Procedure,Dijkstra's ShortestPathAlgorithm anda routingtablecomputingandupdat-
ing routine.Thisprocesssupportsloopbackaswell aspoint-to-pointinterfacesandmakes
useof all typesof OSPFpacketsspeci�edin [27]. OSPFv2's work is however limited by
therestrictedcapabilitiesof SSFNetbeneaththetransportationlayerin thefollowingway:
Becauseof the lack of a detailedlink layer implementation,the InterfaceStateMachine
is just rudimentaldeveloped. On the network layer, somecomponentsof OSPFv2like
theHello Protocolrely onmulticast.SincetheIP implementationof SSFNetdoesneither
supportmulticastnor broadcastwe hadto simulatemulticastby unicastwhich restricted
the functionality. Hello Protocoltasksfor example,like the discovery of neighbouring
routersandtheestablishmentof neighbourrelationshipsthuscouldnotbesimulated.For
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Figure 4.1: TheSSFNetOSPFv2coreclasses

this reasonwe alsohad to restrictour implementationto the point-to-pointpart of the
protocol,sinceOSPFrunningon broadcastmediautilisesIP multicast.
To geta view of the importantpartsof the implementation,�gure 4.1 shows anabstract
representationof the java classesimplementingthe protocol's coreandthe structureof
their dependencies.In thefollowing we give a shortintroductionto theclasses.A docu-
mentationcanbefoundin thesourcecodeor thejavadocavailableat [31].
At the top thereis OSPF which is the main protocolclass,extendingthe abstractclass
SSF.OS.ProtocolSession.It is responsiblefor theglobalpartof theprotocol's work. An
instanceof thisclassis runningoneachOSPFrouter. It sendsoutandreceivesthevarious
OSPFprotocolpacketsvia SSF.OS.IPandis responsiblefor managingtheRTC (routing
tablecalculation)process.ThatincludesupdatingtheIP ForwardingInformationBaseas
well asthecomputationof a separateOSPFrouting tableandthe triggeringof SPFtree
computationsin the variousareadatastructuresrepresentingthe areasan OSPFrouter
might beconnectedto.
SinceOSPFhasits own representationof routes,we decidedto implementa separate
OSPFrouting table. EachOSPFprotocol sessionreferencesa single java classcalled
HMRoutingTablewhereit storesbestroutesto all knowndestinations.Thisbecamenec-
essaryasOSPFdistinguishesbetweenroutesto networks androutesto routers.Router
routescomeinto playwhendoinghierarchicalrouting.Sincethey representjust interme-
diateroutes,they arenotstoredin theIP table.
In chapter2 we brie�y describedthenotionsfor hierarchicalroutingandhow OSPFper-
formsit. Becauseit is fundamentalto thearchitecture,we accountedfor it from thevery
�rst. TheclassAr eaDatarepresentsall informationthatis necessaryto doroutingonarea
level. That includesthe following: It maintainsa singlelink-statedatabase(represented
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byclassLSDatabase) whereit storesandremovesall thoseLSAs,ownandreceivedones,
thatwerecreatedfor theareatheAreaDataobjectis associatedwith. It is alsoresponsible
for theinitiation of the�ooding processandthecreationanddestructionof self-originated
LSAswithin its area.Whentriggeredby OSPF, AreaDatacomputesanSPFtreefrom the
topologicalinformationof its databaseby executingDijkstra. SinceanOSPFroutermay
beconnectedto morethanonearea,theOSPFclassholdsasmany AreaDataobjectsas
attachedareas.This is indicatedby a dottedline in �gure 4.1.
Althoughit is quiteunusualthatarouterhasconnectionsto many areas,eachOSPFrouter
is however connectedto at leastonearea,via oneor morenetwork interfaces.For each
network interfacecard(NIC in SSFNet)OSPFv2is runningon, it createsan Interface
object.TheseobjectsrepresentstheOSPFview of aNIC. They containcertainvalueslike
thetypeof theunderlyingnetwork to which theNIC connectsto (e.g.broadcast,ptp), the
con�guredOSPFoutputcost,theintervalsat which hellosaresentout this interfaceand
neighboursaredeclaredto beDOWN whenno “hello” washeard(hello-interval, router-
dead-interval) andsomeother. OSPFpacketsreceivedon a particularNIC areprocessed
in theassociatedInterfaceobject.Wewill describepacketprocessinglaterin moredetail,
consideringaHello Packetasexample.
SinceOSPFis communicatingwith directattachedneighboursonly, theInterfaceobjects
arealsoresponsiblefor managingtherelationshipsto thoseneighbours.Thatmeansthat
for eachneighbour, OSPFlocatesonaparticularNIC, theaccordingInterfaceobjectcre-
atesa Neighbour objectthat implementsall necessarydataandroutinesto maintainan
OSPFrelationship,the NeighbourData Structure. The core of the Neighbourobjects
are routineswhich togetherimplementthe NeighbourStateMachine(NSM). Interface
providesthe logic that triggerstheseNSMs. SinceOSPFv2implementsonly thepoint-
to-pointpartof [27], eachInterfacereferencesonly asingleNeighbourobject.
Among thesetasks,the Interfaceclassis alsoresponsiblefor simulatingmulticast. We
mentionedbeforethatdueto thelackof amulticastprotocolin SSFNet,OSPFmustsend
its multicastpacketsvia unicastto eachsinglerecipient. Interfacethereforeinitiatesthe
unicastsendingprocessof thosepackets in the Neighbourobjects. In addition, it also
implementstheTimerswhich sendmulticastpackets,like theSENDNEWHELLOTIMER

thatis sendingouthellosat regularintervals.
Managinga neighbourrelationship,theNeighbourclassprovides,besidesan NSM and
certain informationaldata, the processingroutinesfor the contentof incoming OSPF
packets.This rangesfrom thesimpleprocessingof a Hello Packet's neighbourlist to the
morecomplex treatmentof LSA headersandtheirbodys,receivedin databasedescription
andlink-stateupdatepackets.Dependenton thecontent,Neighbourcausessomeactions
to beperformed.Thesendingof unicastpacketsis alsopartof it. We comebackto this,
whenwedescribehow anRTC is triggeredin OSPFv2.

Having introducedthe most importantclassesof OSPFv2so far, we will yet demon-
stratehow they areinteracting.Sincewecannotdescribeall themechanismsof OSPFv2
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Figure4.2: OSPFv2Packet Processing

in detail,we focuson two exampleswhich aregiving anoverview. For moreinformation
pleasereadthe documentationof SSFNetOSPFv2[31]. In a �rst examplewe demon-
stratepacket processingby meansof a Hello Packet. Figure4.2 illustratestheprocedure
via big redarrows. In stepone,OSPFreceivesa packet from SSF.OS.IP. After having
performedsometests,the packet is either rejected(dropped)or accepted.We assume
the packet passedthe tests,thenOSPFdeterminesthe areafrom which the packet was
receivedandhandsit on to theappropriateAreaDataobject.In steptwo, thepacketstype
is determined(type1: hello)andtheInterfaceobjectof thereceiving NIC is selected.Via
thetype,AreaDatamaycall thecorrectInterfaceroutineandpassestheHello Packetover
in stepthree.Interfacenow handlestheactualpacketprocessing.After thecontentof the
Hello Packetpassedseveraltests,thesendingneighbour'sassociatedNeighbourobjectis
selectedandan accordanteventon the NSM is triggered(stepfour). Dependenton the
actualstate,the Neighbourobject resetsseveral timers1, matchesandprobablyadjusts
somedataand,if necessaryupdatesthe stateof the relationship.Accordingto the new
state,a new NSM event is triggered.For example,whenthestatemovedto EXSTART
thedatabaseexchangeprocessis startedby calling NEIGHBOR.INITDBEXCHANGE().
Thepacketprocessingprocedureis similar for eachtypeof OSPFpacket. While classes

OSPFand AreaDatado a rough processing,mostly on the packet surfacelike header
checksandtype andorigin determination,the classesInterfaceandNeighbordo a con-
tentbasedprocessingwith directeffectsontheprotocol'sbehaviour. Wedemonstrateone
of theseeffects in a secondexamplewerewe describehow an incomingupdatepacket

1Oneof them,thatis alwaysresetedwhenreceiving ahello, is theDEADTIMER. It simulatestherouter-
dead-interval
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Figure4.3: Triggeringa routingtablecalculation

triggersa routing tablecalculation.Theprocessingof a link-stateupdatepacket canbe
illustratedby �gure 4.2 aswell. In the �rst threestepsthepacket is received,accepted,
classi�ed andpassedto theaccordingInterfaceobject. Herethestateof theNSM in the
sendingneighbour'sNeighborobjectis examinedandaccordingto it, a new eventon the
NSM is triggered(stepfour). NeighboreventuallyunpackstheLSAsstoredin thepacket
andappliesseveral teststo them. Amongotherthings,theLSAs arefor exampletested
whetherthey areoriginatedby therouteritself, usableor duplicates.Weassumeherethat
at leastoneLSA is usableandcarriesnew information.In this caseNeighbortriggersan
installationprocessvia its responsibleAreaDataobjectto install theLSA in theaccord-
ing LSDatabase.This is indicatedin step� ve in �gure 4.3. Sincethepacket camefrom
the representedNeighborrouter, Neighboryet sendsa direct acknowledgementbackor
schedulesadelayedonevia its managingInterface.Subjectedto thearchitecturalconstant
MIN LS ARRIVAL which we explain in moredetail in section4.2,LSDatabaseinstalls
or rejectsthe LSA andcheckswhetherthe routing tablemustbe recalculatedandif so,
which parts. If a positive decisionwasmade,LSDatabasetriggersa routingtablecalcu-
lation (RTC) in step6. OSPFthereuponbeginsa complex RTC process.If not already
startedor delayedby con�gurableconstants(seesection4.2),OSPFcallsall of its Area-
Dataobjectsto computethe individual shortestpathtreesof their domainsvia Dijkstra.
FromthedifferentSPTsit getsin return(step7), OSPFthenmaycomputeanew routing
table(RT). This is theactualcomplex partof thecalculationsinceprobablyreachability
of ABRs andASBRsmustbe tested,inter-arearoutesmustbe recomputed,resultingin
updatesandremovalsof LSAs andby comparisonof theroutesjust calculatedwith en-
triesin theold RT, it is determinedwhich routesin theIP tablemustbeupdated,deleted
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or simply added.At theendin stepeight,theold RT is replacedby thenew RT andin a
ninthstepOSPFmayupdatetheFIB of SSF.OS.IP.

In version0.2.0all thesecomputationswereyet madein zerotime andat once. Delays
resultingfrom computationtimeor con�guredparametersin realOSPFimplementations
weresimplynotallowedfor. Partof thisdiplomathesiswasto improveOSPFv2in thisre-
spect,to gainamorerealisticbehaviour whencarryingoutoursimulations.We therefore
upgradedOSPFv2by two improvements:

1. An UpdatePacket-PacingTimer(PACINGTIMER) accordingto Cisco'stimers pac-
ing �ood commandspeci�edin [26].

2. A RoutingTableCalculationControlTimer (RTCCONTROLTIMER) usedto man-
agetheroutingtablecalculationprocess.

TheUpdatePacket-PacingTimer controlstherateat which LS Updatepacketsaretrans-
mittedoutof aNIC. It reducesthelikelihoodthatasinglenew LSA instanceis sentout in
a separateLS UpdatePacket. Insteadthegenerationof LS UpdatePacketsis delayedat
intervalsto accumulateLSAs beforethey areplacedin anew update,sothatthepacket's
“space”canbebetterutilisedandthenumberof LS UpdatePackets�ooded throughthe
network is reduced.Thetime interval of PACINGTIMER is con�gurablevia theOSPFv2
pacing �ood timeattribute. Its con�gurablerangeis from 5 millisecondsto 100millisec-
onds.Thedefault valueis 33 milliseconds.
The RoutingTableCalculationControlTimer synchronisesthe RTC calls from the LS-
Databases.In addition it simulatesdelayscausedby the RTC process. This includes
processingdelayslike the SPFcomputationtime andthe time it takesto updatethe IP
tableaswell ascon�gurationaldelaysconcerningRTCs,that is anspf-delayandanspf-
holdtimeaccordingto Cisco [25]. To reducethe amountof RTCs triggeredby lots of
back-to-backinstalledLSAs, Ciscoimplementedan spf timer that delaysSPFcalcula-
tions. It is however not part of the OSPFspeci�cationsin [27]. The timer makessure
thatanSPFcalculationis executednotbeforespf-delaytimeaftera topologychangewas
received. Additionally a minimumof spf-holdtimedelaymustbemetbetweentwo con-
secutive SPFcalculations.Thedefault valuefor spf-delayis 5 seconds,for spf-holdtime
10 seconds.Bothvaluesarecon�gurablevia their respectiveOSPFv2attributesandmay
rangebetween0 and65535seconds.
Processingdelayssimulatedby theRTC ControlTimer wereimplementedaccordingto
a paperof Aman Shaikh andAlbert Greenberg. In [11] they developedthe following
formula to approximatetheSPFcalculationtime for fully meshednetworksof arbitrary
size

0:00000247� x2 + 0:000978seconds
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werex is thenumberof nodesin thenetwork. All delayscausedby SPFcalculationsin
AreaDataobjectsarecalculatedaccordingto this formula. If a routeris attachedto more
thanoneOSPFarea,thecalculationdelayof thebiggestarea,i.e. theareawith themost
nodes,is chosenastheSPTcalculationdelay. [11] alsoexaminesupdatetimesfor FIBs
(Forwarding InformationBases).But the resultscould not be describedby a formula.
Neverthelessthey statedthataFIB updatelastsbetween100and300millisecondsdepen-
denton the routerarchitectureandlittle on the numberof nodesin the network. Since
therewasno exact descriptionor approximationfor this delay, we decidedto assumea
delaybetween100and300millisecondswhich is randomlychoseneachtime theIP FIB
mustbeupdated.
To upgradeOSPFv2in termsof thesefeaturesandto implementthe timers introduced
before,wehadto makechangesto thefollowing classesof theSSF.OS.OSPFv2package:
OSPF, AREADATA, LSDATABASE, INTERFACE andNEIGHBOR. In the following we
giveashortabstract.
A PACINGTIMER classderived from SSF.OS.TIMER implementingthe featuresof the
UpdatePacket-PacingTimer wascreatedin classINTERFACE. The timer inheritsfrom
AREADATA thedecisionprocess(speci�edin RFC2328chapter13.3)to whichneighbour
of theassociatedNIC anLSA shouldbe�ooded out. Dependingon theresultof thispro-
cessPACINGTIMER storesthe LSA in PACINGFLOODL ISTs createdin the NEIGHBOR

objects.Whenthe timer �res, it triggerstheLS Updategenerationandsendingprocess
in the NEIGHBOR objects.A singleupdateis sentout to eachconcernedneighbourand
theLSAsaretransferredto thelink-stateretransmissionlistsof theaccordingNEIGHBOR

objects.If moreLSAs mustbesentout than�tting in a singleLS UpdatePacket, PAC-
INGTIMER is restarted.Thetimer's �ring interval is speci�edglobally in OSPF sinceit
is identicalfor eachNIC.
In classOSPF anRTCCONTROLTIMER wascreatedto modelandsynchronisetheRTC
process.All callstriggeringanRTC, whetherthey aredelayedor not arenow directedto
this timer. Thetimer passesthroughfour differentphasesindicatedby boolean�ags: In
onephaseit simulatesspf-delay, a secondphaseis simulatingspf-holdtime,a third SPT
calculationdelayanda fourth the IP tableupdatetime. By meansof the boolean�ags,
thetimer is ableto determinewhichdelayhasexpiredandwhichactionto takeupon.For
example,if theIP tableupdatetimeexpired,thentheIP FIB is updatedby thechangesin
HMROUTINGTABLE, debug outputis givenprobably, andif anRTC call camein during
theRTC process,a new processis started.RTCCONTROLTIMER distinguishesbetween
RTC callsdueto changesin theSPTsandchangesin inter-areadestinations.In thelatter
casethe timer makesa decisionto remove or to build an inter-arearouteandschedules
its executiontime. It storesthe associatedLSA on a remove- or install-list to remem-
berwhich routesto recalculatewhenthetimer expiresandsetsappropriatemanagement
�ags. OtherwiseanentireRTC is prepared.Theoperationsequenceof acalculationis the
following: First RTCCONTROLTIMER simulatesspf-delay. After expiration, it checks
whetherspf-holdtimeis met. If not, the differenceto spf-holdtimeis simulated. When
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spf-holdtimeis �nally met, a new HMROUTINGTABLE is calculatedand the IP routes
thatmustbeinstalledor removedin theFIB arerememberedon install-andremove-lists.
In additionthecalculationroutinesreturnthecomputationtime which is takenascalcu-
lationdelayfor thetimer. Thecomputationis accomplishedbeforethedelayis simulated
sincethe numberof nodesin an SPTcalculationis determinedduring the computation
and,asmentionedbefore,this numberis neededto calculatethe computationdelay in
caseof anentireRTC.
After thetimer expiredagain,possiblydebug outputis givenandRTCCONTROLTIMER

is restartedwith a randomIP FIB updatedelay. Which updatesto make,after theupdate
delayexpiredis determinedby theIP routeinstall- andremove-lists.

4.2 Parametrical Impacts On ConvergenceTime

Thebehaviour of theOSPFroutingprotocoldependsin agreatmeasureonparameterval-
ues,con�guredindividually onOSPFroutersby administrators.Concerningconvergence
time andthe numberof RTCs we try to give answersto the following questionsin this
section:
In whatmagnitudesdo particularparametersaffect theconvergencebehaviour of OSPF?
How far mayparameterchangesspeedup convergencetime? Is therea lower boundfor
it andif so,whatdoesaccountfor this limit? Regardingconvergencetime,wewill go far
beyondthelower limits of todaysOSPFimplementations.[35] showedfor ISIS thatcon-
vergencetime canbedecreasedinto ordersof millisecondswhenmakingminor changes
to the protocolspeci�cations. Is this possibletoo whenusingOSPFinsteadandwhat
wouldbethechangeshere?
Let usstartnow with a presentationof theOSPFparametersthat impacttheroutingpro-
cessafter a topology changeoccurred. As describedin section2.2.1 the OSPFHello
Protocolis responsiblefor detectingnew connectionsor thefail of establishedones.Two
parametersdeterminethe time interval at which this can be accomplished:the hello-
intervalandtherouter-dead-interval. They werealreadyintroducedbefore.
Having detecteda topologychangeso far, someroutershave to producenew (instances
of) LSAs to describethe changeand then �ood them throughoutthe routing domain.
To protectagainstnetwork elementsthat arechangingvery rapidly androutersthat are
reactingon thesechangestoo often, sincethey would otherwisecausetoo muchLSA
updatetraf�c, theprotocolde�nestwo architecturalconstants:MIN LS INTERVAL and
MIN LS ARRIVAL. For MIN LS INTERVAL timeanOSPFrouteris notallowedto cre-
atea new instanceof an LSA sincethe last instancewascreated.On the receiver side,
therouteris not allowedto acceptupdatesfor a particularLSA on intervalsshorterthan
MIN LS ARRIVAL time. Thevaluesof MIN LS INTERVAL andMIN LS ARRIVAL
areset to 5 respectively to 1 seconds.They arepart of the protocolspeci�cationsand
can't becon�gured.
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hello-interval 10seconds con�gurable
router-dead-interval 40seconds con�gurable

spf-delay 5 seconds con�gurable
spf-holdtime 10seconds con�gurable

MIN LS INTERVAL 5 seconds �x ed
MIN LS ARRIVAL 1 second �x ed

rxmt-interval 5 seconds con�gurable
delayed-ack-time 1 second �x edin SSFNet

Table4.1: OSPFv2parameters,theirdefault valuesandcon®gurability

The�ooding of LSA updatesin turn is affectedby theinterval atwhichLS UpdatePack-
etsareretransmittedin caseof packetcorruptionor lossandthetime,acknowledgements
for thesepacketsaresentback. [27] de�nes therouterinterfaceparameterrxmt-interval
for con�guring theretransmissioninterval of DatabaseDescription,LS RequestandLS
Updatepacketsandproposesa valueof 5 secondsfor it. Theacknowledgementsthatare
sentbackon received LSAs (seesection2.2.1)canbe delayedin somecases,but there
is neithera default valuefor this delay, nor does[27] enumerateit asa con�gurableor
architecturalconstant.It is only recommendedto keepit smallerthanrxmt-interval. We
thereforedecidedto introduceanew routerinterfaceparameterdelayed-ack-timethatac-
countsfor this delaywith a �x edvalueof 1 second,which is thesmallestvalueamong
thecon�gurableones.
Having receivedandsuccessfullyinstalledtheupdatedLSA, OSPFhasto recomputeits
routing table. The time when the computationis executed,dependson the spf timer
and its con�gurableparametersspf-delayandspf-holdtime. It was implementedin the
OSPF.RTCCONTROLTIMER andits functionalityandthedefault valuesfor its parame-
terswerealreadyintroducedin section4.1. Table4.1 summarisesagainall parameters
examinedin this section,their default valuesandcon�gurability.
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Figure4.4: SimpleOSPFv2topologywith two failing links

The effectsof changesto theseparameterswerestudiedin a simplenetwork, depicted
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in �gure 4.4. All routersin this network arerunningOSPFv2,all interfaceoutputcosts
weresetto 1. Thereddashedlinesbetweenrouter3 and2, respectively 2 and4 indicate
links whichwill simultaneouslyfail andrecoverduringasimulationrun. Theselinks and
thetopologyitself weresetup thatway to makeparametricaleffectsvisible. We will yet
discussthis in thesubsectionsbelow. All simulationrunson this topologyareexecuted
in thesameway: Thedurationof asinglesimulationrun is 300.0seconds.At time100.0,
bothreddashedlinks fail. At time 200.0,they recover. During thefail andrecovery time
wemeasureconvergencetimeandthenumberof RTCs.
In a �rst run,we con�guredOSPFwith thedefault parametervaluesfrom table4.1. The
resultsaresummarisedin thefollowing table:

convergencetimeafterfail: 49.30353 seconds
convergencetimeafterrecovery: 24.26988 seconds
numberof RTCsafterfail: 10
numberof RTCsafterrecovery: 9

We seethat it takesabouttwo RTCsfor eachrouteron averageto �nd stablebestroutes
after a change. The convergencetime after the fail is abouttwice the time it took to
convergeafterthelinks cameupagain.Theexplanationfor thatis upto theHello Protocol
aswewill seein thenext subsection.

4.2.1 The Hello Protocol

Con�gured with default values,eachrouter sendsout a hello every 10 seconds.The
SSFNetOSPFv2implementationincorporatesasynchronouslyrunninginterfacesby de-
laying the Hello Protocolon eachOSPFinterfaceat simulationstart. The delay is de-
terminedrandomlyfrom a time interval between0 and 10 secondsat a granularityof
seconds.So when router-dead-intervalis set to 40 seconds,it takes between30 and
40 secondsfor an arbitrary interfaceto detecta connectionfail. On the otherhand,a
connectionrecovery is detectedmuchearlier. It takesat most10 secondsto determine
a bidirectionallink sinceat leastoneneighbourdetectsbidirectionalitywithin 10 sec-
onds,dueto theasynchronously�ring interfaces.Thisneighbourwill thenexchangeinto
stateEXSTART andimmediatelystartsendingDatabaseDescriptionpackets.Theother
neighbourtreatsthereceiptof suchapacketasa“2-way-received” (seechapter2.2.1)and
declarestheconnectionto bebidirectional.
We cometo theconclusionthat,dueto theconservativedefault valuesfor theHello Pro-
tocolparameters,about70%of theconvergencetimeis neededto detectaconnectionfail
andstill 40%to noticeits recovery. Becauseof thetremendousriseof link andprocessor
capacitiesin thelastyears,thereis noreasonanymoreto abideby thedefaults.Wethere-
fore mayoffhandcon�gure muchsmallerintervalsat which hellosaresent. In a second
run, we decreasedhello-interval to 1 secondandrouter-dead-intervalto 3 seconds,all
otherparameterswereleft unchanged.Theresultsaregivenhere:
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convergencetimeafterfail: 17.28553 seconds
convergencetimeafterrecovery: 17.26015 seconds
numberof RTCsafterfail: 8
numberof RTCsafterrecovery: 9

We seethat the numberof RTCs is nearlyunchanged,whereasthe convergencetimes
couldbedecreaseda lot, which is of no surprise.But it might besurprisingthat it now
takesnearlyaslong to detecta connectionfail asit takesto �nd it recovered.Sincethe
simulationscenariois thesamethantheonebefore,besidesachangeto theHello Protocol
theexplanationis quitesimple:In thesamewayasderivedbefore,weexpectthetimefor
thedetectionof thefailing links to bebetween2 and3 seconds.Sincethegranularityof
the delaywhich addsasynchronousbehaviour is 1 secondandthe hello-intervalis also
setto 1 second,theinterfacesnow sendsynchronoushellos.Thatmeans,it takesat least
2 secondsto detectthe recovery. The marginal deviation betweenthe two convergence
timesis alsoexplainedby therandomlydeterminedIP tableupdatetime(seesection4.1).

4.2.2 Routing TableCalculation Inter vals

Having reducedthe Hello Protocolcomponentof convergencetime to a minimum so
far, we may know examinethe proximatebiggestparametervaluewhich is, according
to our defaults in table 4.1, spf-holdtimeand the respective spf-delay. As seenin the
resultsbefore,it takes two RTCs on averagefor eachrouter to calculatethe new best
pathsaftera topologychange.The time interval betweenthechangesis 100.0seconds,
sothat,whenthe�rst LSA updateindicatesanRTC, spf-holdtimeis de�nitely metat that
time. From thesefactswe can derive that the spf delay time is altogether15 seconds
sinceit takesspf-delayuntil theexecutionof the�rst RTC andagainspf-holdtimetill the
secondis performed.So, if we additionallyswitch off both delays,we canexpectboth
convergencetimesto bebetween2 and3 seconds.Thenext tablerepresentsour results
of measurementswhensettinghello-intervalto 1, dead-intervalto 3 andadditionallyspf-
delayandspf-holdtimeto 0 seconds.

convergencetimeafterfail: 7.30959 seconds
convergencetimeafterrecovery: 7.27182 seconds
numberof RTCsafterfail: 15
numberof RTCsafterrecovery: 15

Interestinglytheresultsdon't meetourpredictions.Bothconvergencetimescouldin fact
be reduced,but only by 10 secondswhich �ts exactly spf-holdtime. We thus observe
that theremustbe anotherfactorwhich in paralleladdscirca 5 secondsto convergence
time. We will dealwith it in thenext subsection.On theotherhandthenumberof RTCs
increasedstronglyasexpected.An RTC is now performedimmediatelyafteranLSA was
updated.SincetheHello Protocolsarerunningalmostsynchronously, eachrouterdetects
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thechangesimultaneouslyandrecomputesits routing tablefor exactly threetimes. For
the �rst time after the �rst of therouter-LSA updatesfrom router2, 3 and4 arrived,for
thesecondtime to accountfor theotherLSA updatesarrivedafterthe�rst andfor a third
time, whenrouter2 updatesits router-LSA onceagain,5 secondslater to reacton the
changeof its secondlink. This5 seconddelay, seemingstrangeat the�rst sight,is caused
by anotherparameterexaminednext.

4.2.3 LSA Advertisementand Installation Restrictions

We mentionedbeforethatOSPFwasequippedwith a mechanismto reduceupdatetraf-
�c whenreactingon topologychanges.To demonstratethis mechanismwe constructed
our topologythat way it is shown in �gure 4.4. We neededa routerhaving threelinks.
Two of themshouldfail andrecover to createat leasttwo updatesof therouter's router-
LSA, the third is usedto announcethe updates.Due to the �x ed architecturalconstant
MIN LS INTERVAL the secondupdateof router2's router-LSA is created5 seconds
after the �rst. If we could reduceMIN LS INTERVAL and MIN LS ARRIVAL to 0
secondsin additionto the parameterchangesmadebefore,we would get the following
results:

convergencetimeafterfail: 2.45323 seconds
convergencetimeafterrecovery: 2.4925 seconds
numberof RTCsafterfail: 10
numberof RTCsafterrecovery: 10

Sincerouter2 is now ableto updateits router-LSA immediatelyafterrealizingachange,
only two RTCsperrouterareyet necessary2. Theconvergencetimesnow only comprise
of theHello Protocolcontributionto detectthechangeandsomecomputationaldelay. As
possibleadditionalparametricaldelays,we have only packet retransmissionsleft. These
arein ordersof rxmt-intervalanddependon many factorslike hardwarecapacitiesand
traf�c volume.Wearenotgoingtoexaminethemheresincethey arenotpartof thisthesis.
Wewill alsonotdealwith delayed-ack-timebecauseit doesnotcontributeto convergence
time accordingto our de�nition. But it playsa role whenwe analysethe interactionof
parameterchangeswith respectto optimal values,whatever optimalmeansin doing so.
We thereforelistedit in table4.1.

4.2.4 Optimal Parameters?

Although thereareseveralparameterswhich adddelaysof differentsizesto the overall
convergencetime, all of themareneverthelessimportantto balancethe extent of time,

2Runswhereonly MIN LS INTERVAL wassetto 0, generateda secondmoredelay, causedby router
5 wheninstallingtheupdate.Thiswashoweverenoughto forcea third RTC.
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RTCsandroutingmessagesto besentwhenrespondingon routechanges.It thuswould
be a badideato simply setsomeof themto 0 to speedup convergencetime. Sincethe
granularityof the con�gurableparametersis onesecondandsomeparametersareeven
�x ed, thereis not muchleeway, apartfrom the Hello Protocolparameters,for reducing
convergencetime by reducingparametervalues. We henceconcludethat convergence
time in hundredsof millisecondsfor example,cannot beaccomplishedwithout changes
to theprotocolitself. Thesechangeswould incorporatemakingall of theparametersof
table4.1con�gurableandextendingtheir con�gurablerangeto milliseconds.[27] states
no reasonwhy someof themmusthave �x edarchitecturalvaluesandwe don't seeany
problemsin makingthemcon�gurable.Thesameholdsfor extendingtherangeexceptfor
hello-intervalandrouter-dead-interval. This is becausebothparametersaretransmitted
to neighbouringroutersvia Hello Packets,to turndown arelationshipimmediatelyif it is
detectedthattheinvolvedroutersusedifferentvaluesfor hello-intervalandrouter-dead-
interval. Sincethesevaluesare16- respectively 32-bit Integersandtakenby seconds,we
cannotcon�gure millisecondsherewithout runninginto semanticerrors. Thereforethe
protocolshouldbealteredin oneof two ways: Either theHello Protocolparametersare
taken by millisecondsandthe accordingtimersareadjusted.In this casethe rangefor
hello-intervalwould befrom 1 millisecondto 65.536seconds.Or we mustredesignthe
Hello Packet to allow for a biggerrangeof Hello Protocolparametervalues.Whatever
thesolutionwouldbe,in thenext simulationrunwemadeOSPFv2capableto acceptour
changesandcon�guredthefollowing values:

hello-interval 0.01seconds
router-dead-interval 0.03seconds

spf-delay 0.05seconds
spf-holdtime 0.10seconds

MIN LS INTERVAL 0.05seconds
MIN LS ARRIVAL 0.01seconds

rxmt-interval 0.05seconds
delayed-ack-time 0.01seconds

Sincethesevaluesareexactlyone-hundredthof thevaluescon�guredin section4.2.1,we
couldassumethatbothconvergencetimesarelikely to beabout170milliseconds.Indeed
theresultsdeviatequiteabit asdepictedin thenext table:

convergencetimeafterfail: 0.698706 seconds
convergencetimeafterrecovery: 0.641968 seconds
numberof RTCsafterfail: 9
numberof RTCsafterrecovery: 9
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The numberof RTCs remainedroughly the same,but the convergencetimesaremuch
biggerthanexpected.But evenif we reducedtheparametervaluesonceagain,wewould
not get muchlower convergencetimes. The additionaldelaywe seehere,comesfrom
theexecutiontime of Dijkstra's SPFalgorithmandthe time it takesto updatethe IP ta-
bles(seesection4.1).This is indeeda lowerboundfor convergencetimewhenregarding
parametersonly. So if we areinterestedin convergencetimesin link propagationtime
scales,we have to follow the advicein [35] to switch to modernSPFcalculationalgo-
rithms andmoreef�cient datastructuresto storeIP routes. But this is not part of this
thesis.
Similar to [35], we howeverdemonstratedthat it is possibleto reduceconvergencetimes
to magnitudesof hundredmillisecondsby just makingmarginal changesto theprotocol
speci�cations. Whetherthe parametervalueswe usedfor that purposewereoptimal or
not cannotbestated,sinceroutingdoesnot solelydependon convergencetime. It is also
a questionof otherfactorslike theamountof routingdatageneratedto detectandpropa-
gatechanges(e.g. Hello Packets),thenumberof additionalRTCsto reactmorequickly
on thosechanges,thesizeandshapeof thenetwork andits propagationdelaysandlast
but not leasttheeffectsthatlocal changesmayhaveon globalrouting.With oneof these
factors,theimpactof differenttopologysizesandshapes,wearegoingto dealin thenext
paragraph.

4.2.5 Summary

In thisparagraphwedemonstratedtheimpactof differentprotocolparametersonOSPF's
routingbehaviour. We have seenthatconvergencetime is mostlydeterminedby thecon-
�gured valuesof theseparameters.Due to the fact thatnot all of themarecon�gurable
andthat they arein ordersof seconds,OSPFis not ableto reacton topologychangesin
rangeof milliseconds.Neverthelesswe showed that someof the default valuesaretoo
conservativeandmaybereduceda lot. We supposefor exampleto setthehello-interval
to 1 secondandrouter-dead-intervalto 3 or 4 secondsto detectnetwork changesmore
quickly. Furthermorethespf-delays,whichareresponsiblefor theamountof RTCscould
be reduced,but we didn't study the effect of smallerdelayshere,sincethe numberof
RTCs is alsodependenton thenetwork's propagationdelay, which dependsmuchon its
sizeandshape.Thetopic is thereforepostponedto thenext paragraph.
TodaytheInternetis moreandmoreusedby applicationswhich reactsensitiveon trans-
missiondelaysandpacket loss. During a convergencephaseroutesbecomeunstable,
leadingto wrong routing decisionswhich againleadsto additionaltransmissiondelays
andpacket losses.To reducethosedisturbancesof traf�c �o w, it is proposedto reduce
convergencetime to magnitudesof link propagationdelays,which is currently tensof
milliseconds. We showed that with little changesto the protocoldesign,OSPFcanbe
madecapableto convergein hundredsof millisecondswhencon�guring appropriatepa-
rameters.Admittedly we did not studythe consequencesfrom thosechanges.A single
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Hello Packeton a point-to-pointlink for instance,is composedof a24 bytebody(weas-
sumethatit storesa4 byteneighbourIP address),a24byteOSPFheaderanda24byteIP
header. If we con�gure default values,wecanexpect72 bytes/secondof Hello-Datasent
by eachinterface.Theparametervaluesfrom section4.2.4howeverwouldproduceabout
7 kilobytes/second.On broadcastmediaweyet hadto expectahundredtimesmore.
Neverthelesswe have demonstratedwith which OSPFconvergencetimeswe dealtoday
andwhich maybeexpectedin thefuture. It remainsto show whethera simple,arbitrary
network topologyis suf�cient to producerepresentative resultsin this respect.

4.3 TopologicalImpacts On ConvergenceTime

In thelastparagraphwe observedthat,dependenton thecon�guredprotocolparameters,
theconvergencephasesof OSPFlastbetweena few secondsandabout50seconds.Since
all testswereaccomplishedusingasimplenetwork topology, wecan't sayto whatextend
theseresultscanbe regardedasrealistic. Hencewe arenow going to examinehow far
morecomplex topologiesmayin�uence thespectrumof convergencetimes.As we have
seenin chapter3, thereis no typical topologywhich we coulduseto demonstrateeach
network featurethatcanhaveanimpact.Insteadwedecidedto useextremetopologiesto
determinethe limits, betweenthe topologicalimpactranges.As elucidatedin chapter3
andshown in �gure 3.3thesewill bering-shapedandfully meshednetworks.
In the following we aregoing to extendour examinationsfrom paragraph4.2 to ring-
andfully-meshed-shapedtopologiesof differentsizes. We will therebyconcentrateon
the con�gurableparameters.Similarly asbefore,we analyseat a time a particularfac-
tor in rings aswell asin full meshs.The respective resultsareincorporatedin the next
simulations.At �rst we dealwith differentHello Protocolcon�gurations,thereafterwe
aregoing to examinedifferentRTC intervalsandtry to give recommendationsfor their
settings.Sincenetworksareusuallycomposedof differentlink technologies,wearealso
goingto analysethe impactof differentlink propagationdelayson OSPF's convergence
behaviour in a lastsection.
In all of thesestudiestheroutingdomainwasnot subdivided,i.e. we con�gured there-
spectivering andfull meshnetworksasOSPFbackbones.Ourhard-andsoftwareallowed
for rings in dimensionsof 3 up to 500routers.Between100and500routerswe created
scenariosin stepsof 50,below 100theringshadsizesof 3, 10,25,30,50and75routers.
Concerningfully meshednetworkswe couldsimulatescenariosconsistingof 5 up to 50
routersin stepsof 5. Due to limitations in hard-andsoftware,it wasnot possibleto go
beyond theselimits sincefor examplea singlefull meshscenarioof 50 routersneeded
morethan1 Gigabyteof memoryto terminate.But we areconcernedthatthesenumbers
re�ect theactualsituationin realnetworks.
All simulationswereaccomplishedin the sameway: After a setupphasein which the
routerslearnedthe topologyandcomputedthe forwardingtablesaccordingly, a partic-
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ular link wasturneddown for a time interval, long enoughfor OSPFto converge. We
measuredloadandconvergencetime afterthelink wasturneddown andafter it cameup
againrespectively. Thescenariowasthereuponrepeatedtwice with otherrandomseeds
to preventmisinterpretationsdueto possibleextremecases.In eachscenarioweprovided
all interfaceswith abitrateof 10 Megabitspersecondanda latency of 0.1milliseconds.
In the following we presenta cutting of our work. In the courseof this paragraphwe
abbreviate thephrase“convergencetime after the link wasturneddown/cameup again”
by “convergence-time-down/up”.

4.3.1 The Hello Protocol

Similar to section4.2.1we begin our topologyanalyseswith a closerexaminationof the
OSPFHello Protocol. Figure4.5 shows the progressionof convergencetime for both
ring-shaped(left side)andfully meshednetworks(right side)whencon�guring different
valuesfor hello-intervalandrouter-dead-interval. By “defaultHello Protocol”wedenote
that theseparameterswerecon�gured with the default valuesfrom table4.1. Similarly
“1/2 defaultHello Protocol”denotesthathello-intervalandrouter-dead-intervalwereset
to the half of their default valuesandso on. All otherparameterswereleft to their de-
faults.
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Figure 4.5: Convergencetime progressionwhenchangingHello Protocolparameters

Whenregardingtheleft sideof �gure 4.5wenoticethatconvergence-time-down is grow-
ing slightly linearandproportionallyto thesizeof therings. But at a particularpoint, it
suddenlymakesa jump of approximately8 seconds.This canbe explainedby the fact
thatthedisconnectedinterfacesdetectthefail atdifferenttimesandsothey generatetheir
updates.In additionthepropagationdelayfor theseupdatesgrowsproportionalto thering
size,so that at a particularsizethe accumulateddelaysbetweenthe two updatesof the
fail detectingroutersis biggerthanspf-delay. Thuson somerouters,a secondRTC must
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be scheduledspf-holdtimeafter the �rst, which resultsin a seriousrise of convergence-
time-down. This is substantiatedby theRTC growth progressionin �gure 4.6.Wefurther
noticethat thephenomenamovesrightwardsthemoretheHello Protocolparametersare
decreased.This canbeexplainedby thefact thatdueto theshortenedintervals, thedis-
connectedinterfacesdetectthefail almostsynchronouslyandthepropagationdelaynow
must�ll abig partof theaccumulateddelayto exceedspf-delay. Wealsoobservein �gure
4.6 thatwith increasingring sizethenumberof secondRTCs increasestoo, becausethe
secondLSA updatereacheseven lessrouterin spf-delaytime. Convergence-time-upon
theotherhand,behavescompletelydifferentfrom that. Theonly thing in commonwith
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Figure4.6: Growth of RTCsin RingTopologieswhenchangingHello Protocolparameters

convergence-time-down is its slightly lineargrowth, causedin bothcasesby theincreas-
ing propagationdelay. Regardingconvergence-time-upwe observe a kind of oscillation.
Sincetheamplitudesof this oscillationshrinkproportionalto thedecreasedHello Proto-
col parameters,they canbeascribedto thehello-interval. As indicatedin paragraph4.2
it takesat most10 secondsto detecta bidirectionallink whencon�guring default Hello
Protocolparametervalues.Sodueto theasynchronouslyhello sendinginterfaceswecan
expecta detectiondelaybetween2 andlessthan10 secondswhenusingdefault values.
Whencutting themin half, this shouldbe between2 and lessthan5 seconds.With a
hello-intervalset to 1 second,we expectonly 2 secondsof detectiondelay. This is ac-
cordingto themechanismdescribedin section4.2.1.Includinganspf-delayof 5 seconds
thisexplainstheconvergence-up-times.
It is remarkablethat we don't seea secondRTC on any router(see�gure 4.6). This is
becauseafter the routershave detectedthe bidirectionallink, which happensdueto the
designnearlysimultaneously, they determinethat their databasesare alreadysynchro-
nisedandso they areableto updatetheir router-LSAs at the sametime. Sincethe ring
structureis now closedagain,both LSAs arrive at eachrouteralmostsynchronouslyso
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thatoneRTC is suf�cient to converge.
We concludethat in ring-shapednetworksthe topologicaldelayhasan impacton OSPF
routing behaviour, but doesnot affect convergencetime signi�cantly if we go without
particularlink propagationdelays.Our con�guredbitratesandlatencys for exampleadd
up to approximately1 secondof additionalconvergencetimeper100routers.
Regardingtheright sideof �gure 4.5we canstatethatconvergencetime in fully meshed
networks is independentof the network size. Sinceeachrouter is connectedto each
otherdirectly, thereis no appreciablepropagationdelay. But it is noteworthy that we
can save about80% of convergence-time-down when assigningminimal valuesto the
Hello Protocol. We alreadyexplainedin section4.2.1the big time differencebetween
convergence-time-upandconvergence-time-down whenusingdefaultHello Protocolval-
uesandwhy both converge whendecreasingthe values. It remainsto explain the big
amplitudesin convergence-time-down whenusingdefault Hello Protocolvaluesandthe
spikeat30routerswheretheassociatedconvergence-time-uplastsmorethan21seconds.
Theamplitudesat 5, 10 and20 routersin theformercasecomefrom a secondRTC. Al-
thoughonewould believe thatdueto thenetwork's fully meshedstructure,a singleRTC
is suf�cient to led OSPFconverge, it is againthe amountof time betweenthe different
fail detectiontimesof theinvolvedinterfaces,i.e. theirasynchronousoperating,thatmay
exceedspf-delay. Takingahello-intervalof 10seconds,anamountof 5 secondsandmore
differenceis quitepossible.Thespike in convergence-time-upin the30 routernetwork
however is explainedby an accidentalsynchronicityof the hello sendingprocesseson
the involved interfaces.6 secondsafter the recovery of the link, both interfacessenda
hello andturn to stateINIT after thereceive. 10 secondslater, thelink is declaredto be
bidirectionalby bothandafterspf-delayadditionalsecondstheRTC is accomplished.
We concludethat,without particularlink delays,in fully meshedtopologiesthenetwork
sizehasneitheranimpactonOSPF'sconvergencebehaviour noronits convergencetime,
becauseof theespecialnetwork structure.

4.3.2 Routing TableCalculation Inter vals

We have seenthata big partof convergencetime is causedby theOSPFHello Protocol
if we con�gure default values. Whensettinghello-intervalandrouter-dead-intervalto
minimal valueslikea tenthof their defaultwedo notonly reduceconvergencetimea lot,
but wealsoeliminatespikescomingfrom differentdetectiontimesdueto asynchronously
operatinginterfaceswhich causeadditional,delayedRTCs.
Bearingin mind this,wenow examinehow changesto theRTC delayintervalsspf-delay
andspf-holdtimeaffectconvergencetimeaswell asload.To concentrateondelayscaused
by thespf-timerswe setthe Hello Protocolparametersto a tenthof their defaultsin all
scenariosof this section.The restof theparametersareleft to their defaults. Hereupon
we reduce,in � ve steps,spf-delayandspf-holdtimeproportionallyfrom their defaultsto
0. Figure 4.7 shows the resultsfor ring-shapedtopologies. On the left sidewe begin
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with “default RTC scheduling”which correspondsto the “1/10 default Hello Protocol”
scenariofrom section4.3.1,thatis only theHello Protocolparametersweresetto a tenth
of their defaults,all otherespeciallytheRTC delayintervalswereleft on thevaluesfrom
table4.1. In a �rst step,we reducedspf-delayandspf-holdtimeby 20%of their defaults
to 4 and8 secondsrespectively (“0.8 default RTC scheduling”). Thenwe repeatedthis
stepuntil both parameterswereset to 0, denotedby “no RTC scheduling”on the right
sideof �gure 4.7. We noticethat,themorewe reducetheRTC delayintervalstheearlier
andmorefrequentlyasecondRTC mustbeexecutedwhena link wentdown. This is also
con�rmed by theprogressionof RTC growth shown in �gure 4.8. On theotherhandwe
save up to 5 or 8 secondsof convergence-time-down dependingon thenetwork sizeand
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thecon�guredvalues.
We seethus, choosinggood valuesfor spf-delayand spf-holdtimeis not trivial, since
dependentonthetopology, onehastobalancebetweenloadandconvergencetime. In case
of our ring-shapedtopologieswe observe that reducingthe default RTC delayintervals
down to 60%wecansavemorethan2 secondsof convergence-time-down ateachstepin
big networks.If wereducetheseparametersanymorewesoonhavebadloadperformance
andgain only little time. Thereforean spf-delayof 3 andan spf-holdtimeof 6 seconds
seemto beagoodcompromisebetweenloadandtime.
Concerningconvergence-time-upwe observe a reductionof approximately1 secondper
step,dueto theprevailing con�guredspf-delaytime,besidesin thelaststepwhere2 RTCs
mustbeperformedperrouterwhichmayaddupto nearlyasecond.In all othercaseseach
routerperformsexactly1 RTC sincethetwo LSA updatesarrivealmostsynchronouslyat
eachrouterasexplainedin section4.3.1,thatis within spf-delaytime.
Having discussedtheimpactof differentRTC delayintervalson ring-shapedtopologies,
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Figure 4.9: Convergencetime progressionwhenchangingRTC schedulingin Full MeshTopolo-
gies

we yet show how thesechangeswill affect fully meshednetworks. For thatpurposewe
appliedthesamecon�gurationsasin thering scenarios.Figure4.9 presentstheresults.
Sinceweresolvedany spikesby settingtheHello Protocolparametersto minimalvalues,
we getconstantconvergencetimes,shrinkingproportionallyto thedecreasingspf-delay
time. Dueto thestructureof fully meshednetworksandthealmostsynchronouslysending
interfaces,a fail or recovery is detectedandpropagatedthroughoutthe whole network
very quickly. Thus the secondLSA update,generatedby oneof the detectingrouters
arrive alwaysbeforespf-delaytime is elapsed,andso eachrouterneeds1 RTC only to
converge,exceptfor case“no RTC scheduling”.
Althoughwedid notspecifyspeci�c link propagationdelays,it canbeassumedthat,if not
all links of at leastonerouterin a full meshnetwork haveasigni�cant propagationdelay,
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i.e. at leasta few seconds,we won't seeany changesto theprevious convergencetime
andprocessorloadresults.In this caseandpresumedthat the involvedinterfacesdetect
a changealmostat thesametime, dueto a quickly actingHello Protocol,spf-delayand
spf-holdtimemaybesetto 1 and2 secondsrespectively without increasingthenumberof
RTCs. But if the link propagationdelaysarein theorderof seconds,or if thedetection
timesdiffer too much,this doesof coursenot hold anymore. Anyway we canstatethat
in full meshnetworks OSPF's convergencetimesremainconstantin comparisonto the
network sizewhereasin ring-shapednetworkswecanexpecta lineargrowth. Wewill be
closerconcernedwith this topic in thenext section.

4.3.3 Link PropagationDelays

Up to now we have seenhow far OSPF's convergencetime can be in�uenced by dif-
ferentparameters,topologiesandnetwork sizes. In all of our simulationshowever, we
did not specifyparticularlink propagationdelays.To betterbring out parametricalfea-
tureswithout adulteratingthemby accumulatedpropagationdelays,only a bitrateof 10
Megabit/secondanda latency of 0.1 millisecondswascon�gured per interface. But the
impactof a network's topologyandsizeon convergencetime is immenselybiggerif ap-
propriatedelaysaretaken into account. In the following we provided our ring andfull
meshnetworkswith link propagationdelays.Two scenarioswerecreatedfor it: In a �rst
scenariowecon�guredtoday'scommondelays,rangingbetween1 and100milliseconds.
Thesecondscenarioaddeddelaysbetween1 millisecondand1 second.In bothcasesthe
individual link delayswheredeterminedasfollows: Themaximumdelaywasdividedby
the numberof links in the network andthe resultwastaken asan interval. To the �rst
link we assigned1 millisecondof delay. Eachotherlink got thedelayof theonebefore
plus the determinedinterval. So on averageeachlink hada propagationdelayof 50 or
500 millisecondsdependenton the scenario.In ring-shapednetworks we assignedlink
delayshopby hop. In fully meshednetworks thedelayswereassignedrouterby router
backwards,sothatwehadalwaysonerouterwhichwasconnectedto eachotherroutervia
theslowestlinks, thusservingasthe“bottleneck” in routing. Thelink with thesmallest
delaywasdeterminedto fail andrecoverduringall simulationruns.
In thecourseof this chapterwe have seenthata lot of convergencetime canbesavedif
someOSPFparametersaresetto smallvaluesinsteadto thedefaults. We couldalsore-
gardsomecharacteristicsin theprogressionof convergencetime. But wedid notexamine
how far thesesavingsandcharacteristicsaredependenton propagationdelays.For that
reasonwe usedtwo differentOSPFcon�gurationsin eachscenarioto closerinvestigate
this relation.In “default OSPFv2”all OSPFparametersweresetto thedefaultsspeci�ed
in table4.1, “1/10 Hello & 0.6 RTC scheduling”signi�es that hello-intervalwassetto
1, router-dead-intervalto 4, spf-delayto 3 andspf-holdtimeto 6 seconds,thevalueswe
determinedto givegoodperformance.In �gure 4.10we seetheresultsfor bothcon�gu-
rationswhenrunningin ring-shapedandfull meshtopologiesprovidedwith link delays



52 CHAPTER4. ANALYSING OSPF

0 100 200 300 400 500

0
10

20
30

40
50

60
70

OSPFv2 in Ring Topology with link delays 0.001 - 0.1 seconds

number of routers

tim
e 

in
 s

ec
on

ds

convergence time link down
convergence time link up
1/10 Hello & 0.6 RTC scheduling
default OSPFv2

10 20 30 40 50

0
10

20
30

40
50

60
70

OSPFv2 in Full Mesh Topology with link delays 0.001 - 0.1 seconds

number of routers

tim
e 

in
 s

ec
on

ds

convergence time link down
convergence time link up
1/10 Hello & 0.6 RTC scheduling
default OSPFv2

Figure 4.10: Convergencetime progressionwhenaddinglink delaysbetween0.001and0.1sec-
onds

between1 and100milliseconds.Regardingthering-shapedtopologiesontheleft sidewe
noticethatall characteristicsdiscussedbeforecanbeclearly recognised.But dueto the
additionaldelayswe seethat,aftera link wentdown, a secondRTC is alreadynecessary
in muchsmallernetworks(atasizeof 50routers)thanbefore.Theconvergencetimeis of
coursestill growing linearbut muchfasternow. On theotherhand,if we regardthefull
meshson theright sideof �gure 4.10our assumptionfrom thelastsectionis con�rmed.
Sinceeachrouteris directly connectedwith eachother, andbecausenoneof their links
hasmorethan100 millisecondspropagationdelay, thereis no discernibledifferenceto
theresultsbefore.
We concludethat, if we con�gure commondelaysbetween1 and100milliseconds,the
link propagationdelay might have an impact on convergencetime and the numberof
RTCs,but this impactis neverthelessminor thantheeffectsthatarecausedby parameter
changes.If wehoweverextendtherangeto 1 second,thingsmaychangecompletely. Fig-
ure4.11shows theconvergencetimesfor ringsandfull meshsfor this case.We seethat,
for ring-shapednetworkson theleft side,thelink propagationdelayde�nitely dominates
convergencetime. Dueto thebig delays,almostall networksneedtwo RTCsto compute
stableroutesafter thelink wentdown. But after it cameup againthesecondupdatestill
propagatesfastenoughto be in spf-delaytime, independentof the OSPFcon�guration,
andthusoneRTC is still suf�cient toconverge.Thedifferencebetween“defaultOSPFv2”
and“1/10 Hello & 0.6RTC scheduling”is howeversmallconcerningconvergence-time-
down andevennegligible concerningconvergence-time-upin comparisonwith theentire
convergencetime.
Regardingthefully meshedtopologiesontheright side,wedetectthatat �rst sight,there
is nodifferencein comparisonto theresultsin �gure 4.10.A closerexaminationhowever
revealsthatconvergencetimesindeedincreasedmarginally. This is comprehensiblesince
theaveragelink propagationdelayonly increasedfrom about50millisecondsto 500mil-



4.3. TOPOLOGICALIMPACTSON CONVERGENCETIME 53

0 100 200 300 400 500

0
50

10
0

15
0

20
0

25
0

30
0

OSPFv2 in Ring Topology with link delays 0.001 - 1.0 seconds

number of routers

tim
e 

in
 s

ec
on

ds

convergence time link down
convergence time link up
1/10 Hello & 0.6 RTC scheduling
default OSPFv2

10 20 30 40 50

0
10

20
30

40
50

60
70

OSPFv2 in Full Mesh Topology with link delays 0.001 - 1.0 seconds

number of routers

tim
e 

in
 s

ec
on

ds

convergence time link down
convergence time link up
1/10 Hello & 0.6 RTC scheduling
default OSPFv2

Figure 4.11: Convergencetime progressionwhenaddinglink delaysbetween0.001and1.0sec-
onds

lisecondsanddueto thenetwork structureeachrouteris reachablevia asinglehop.
Although we know that link delaysof 1 secondarequite unusual,they demonstrateat
leastthefactthatOSPF'sconvergencebehaviour is almostindependentfrom propagation
delay. WecanalsostatethatOSPF'sconvergencetimeis approximatelybetween5 and50
secondsplusa factorfor distributing routinginformations,preconditionedthattheOSPF
parametervaluesdon't exceedthedefaults.

4.3.4 Summary

In paragraph4.3we examinedtheimpactof network topologiesof differentsizeson the
convergencebehaviour of OSPF. For thatpurposewemadeuseof extremecases,i.e. ring-
shapedandfully meshednetworks,to primarily studythelimits of convergencetime. We
canstatethatthetopologicalimpactis by far lessthantheimpactthatparameterchanges
have. Only on extremeconditions,like in ring-shapednetworks consistingof hundreds
of routerswith link propagationdelaysof up to 1 second,convergencetime is highly
dependenton the topologicalimpact. The reasonfor that is in the orderof magnitudes
of theOSPFparametersandthepropagationdelay. Theformerarein seconds,the latter
usuallyin tensof milliseconds.Thusit really needsextremecasesto exceedfor instance
anspf-holdtimeof 10 secondsby accumulatedpropagationdelay. Thereis alsothe fact
that convergencetime is determinedby the numberof RTCs. For exampleif a fail is
detectedalmostsynchronously, theprobabilityfor adelayed,secondRTC canbereduced
a lot, which of coursereducesagainthe convergencetime. Sinceinterfacesnormally
don't operatesynchronously, this canbeaccomplishedby settinghello-androuter-dead-
interval to the smallestpossibleand sensiblevalues,i.e. 1 and approximately3 or 4
secondsrespectively. Anotheraspectis thesizeof theRTC delayintervals.Dependenton
the topologyit is recommendableto decreaseor evento slightly increasethe valuesfor
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spf-delayandspf-holdtimeto save convergencetime by schedulingthe �rst RTC earlier
or by preventinga secondRTC scheduleby extendingtheschedulefor the�rst. Lastbut
not least,OSPFfeaturesby thelittle amountof routingtraf�c it generates,whichdoesnot
contributeany signi�cantly delayto theconvergenceprocesswhensent.

4.4 Conclusion

Our analysisof theInterior GatewayProtocolOSPFv2revealedthatits responsetime on
changesin thenetwork topologyis in tensof seconds.Themain reasonfor thatarethe
con�gurableandarchitecturalOSPFconstantswhich arerestrictedto time scalesof sec-
onds.Sincelink propagationdelaysareusuallyin dimensionsof tensof milliseconds,the
OSPFconstantsremainthedominatingfactor. AmongtheseconstantstheHello Protocol
parametershave turnedout to bethemosttime consumingfactors.A reductionof hello-
interval androuter-dead-intervalto minimal valuesmaysave up to 80%of convergence
time in somecases.
Anotherpoint of our examinationswastheprocessorloadgeneratedby OSPFwhich we
measuredin termsof numberof RTCs.Thisnumberhighlydependsonthecon�guredval-
uesfor thespf-timers,i. e. spf-delayandspf-holdtime, butalsoontheMIN LS INTERVAL
andMIN LS ARRIVAL constantsandthepropagationdelayof LSA updates.Dueto the
constantsandcon�gurableRTC delayintervalsa lot of RTCsmaybesavedsincechanges
canbeaccumulatedbeforeupdatesareformedandupdatesagaincanbecollectedbefore
anRTC is executed,althoughthedefaultsandthe restrictionto secondsoftenmake not
muchsense.Its remarkablethat Ciscohasreplacedits timers spf commandby a new
timers throttle spf commandin its IP RoutingProtocolsrelease12.2(14)S[20], which
allows,amongotherthings,to setthespf timersto milliseconds.This is anindicationthat
spf-delayandspf-holdtimemight havegeneratedtoo muchtime overheadin thepastand
thatsaving RTCsis not soimportantanymorethanit wasyearsago.Thelattermight be
dueto thefact thatprocessingcapacitieshave evolvedover theyears,sothata computa-
tion of anOSPFroutingtableis lessexpensiveanymore,andthatthenumberof updates,
triggeringanRTC is relatively small(MIN LS INTERVAL, MIN LS ARRIVAL) sothat
anRTC moreor lessdoesn't preponderate.Concerninganinteractionwith BGPhowever,
convergencetime is themoreimportantfactor. We thereforeabstainfrom measuringthe
numberof OSPFRTCsin thefollowing.



Chapter 5

Simulating OSPF-BGPInteractions

Ourgoalin this chapteris to understandwhatimpactlocal IGProutingchangescanhave
on the global routing process,performedby BGP. In particularwe areinterestedin an-
sweringquestionslike: Whathappenswith BGPif anintra-ASroutechangesor becomes
unreachable?Is BGP routing affectedby it and if so, in which casesand to what ex-
tend? But beforewe can approachthesequestionswe �rst have to explain how BGP
is linkedwith IGP to understandthe interactionsthat mayarisebetweenthosedifferent
typesof routing protocols.To our bestknowledgetherehaven't beenyet a direct inter-
actionbetweenanIGP andBGP. Thatmeanstheroutingprocesseswork seperatelyfrom
eachother. This is becauseBGPis aninter-Autonomous-Systemroutingprotocolwhose
primarytaskis to exchangenetwork reachabilityinformationwith otherBGPspeakersto
form a policy-basedgraphof AS connectivity andnot to do shortestpathroutingasit is
theprimarytaskof IGPs.ThereforeanIGPcanonly affectBGProutingif BGP

� makes useof IGP metricsas a tie-breakingrule in the BGP bestpath selection
algorithm(performshotpotatorouting)or

� mapsMED attributesto IGPshortestpathmetricswhenannouncingroutestoneigh-
bouringASes,andtheBGPspeakersin theneighbouringASesmake their routing
decisionsbasedon theseMEDs(performcoldpotatorouting).

Althoughits priority in theBGPpathselectionprocessmightbequitelow in someimple-
mentations[5], theuseof IGP metricsasa tie-breakingrule however is well known and
widely used,sinceit is describedin [1] asa basiccriterionfor selectingamongdifferent
routesfor thesamedestinationpre�x. The“cold potato” routingstrategy again,enables
the MED announcingAS to direct transit traf�c alongan AS ingresspoint that hasthe
shortestpathto the AS egresspoint for the traf�c' s destination.That meansthat traf�c
comingfrom aneighbouringAS, notdestinedfor theown AS is keptasshortaspossible
in theown AS. Thisstrategy seemsto bequitepopularamongISPs[23].
UnfortunatelyIGP shortestpathsand their metricsare not static and may changedue

55
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to AS internal link or router failures,traf�c engineering,etc. Moreover the BGP pro-
tocol speci�cation[1] only providespathreevaluationsbasedon BGP updates.Current
BGPimplementationssolvethisproblemby periodicallycheckingbestpathsandIGPde-
pendentattributesfor all BGPpre�xesandre-advertisingpre�xesin casetheir attributes
changed.This is of coursenot donesynchronouslybut eachrouterchecksits routesin-
dividually andmakesits own decisionsaboutwhich of themmustbe changedandhow
far. ConsequentiallyeachroutercanoriginateBGPinstability informationbasedon IGP
routingchanges.
In thecourseof this chapterwe aregoingto studythecausalesfor thoseinteractionsand
their consequencesandtry to estimatetheextent they mayachieve andhow likely they
are. Our work hasconcentratedon OSPF-BGPinteractions.We startwith a description
of the theoreticalaspectsof thoseinteractionsin chapter5.1, wherewe explain in more
detailwhateffectsmayoccurandwhat thecausalesare. Moreover we specifyour pro-
ceedingandthe questionswe like to answerwhenwe aregoing to con�rm our theory
in the practicalpart. To betterdistinguishbetweeneffectson routersinsidea particular
AS andoutsideof it, we introducethefollowing namingconventions:Wecall changesin
BGProutingIBGP(internalBGP)changes,if they arerestrictedto routerswithin thatAS,
andEBGP(externalBGP)changes,if they wereobservedoutsidetheAS. In thesameway
we denotethecorrespondingroutersIBGP routersandexternalBGProuters.In chapter
5.3 we �nally cometo the practicalpart of our work, werewe analysethe OSPF-BGP
interactionswhich weregeneratedin severalsimulationscenarios.Thesescenarioswere
performedin a singlenetwork environment,generatedin theSSFNetsimulator. But be-
fore we cometo theanalysis,we give a shortoverview in chapter5.2 abouttheadd-ons
that hadto be implementedto enableour examinationsandthe way the BGP bestpath
selectionalgorithmwasimplementedin SSFNet.

5.1 Causalesand Effects

Having de�ned our understandingof OSPF-BGPinteractions,we arenow going to deal
with the impacttheseinteractionshave on BGProuting. The�rst questionto answeris:
Whatmaychangein BGProutingwhenIGP reactson AS internaltopologychangesby
adjustingits routes?Besidesthe fact thatpre�xesmaybewithdrawn or reannouncedif
pre�x announcingBGProutersgetdis-or reconnected,weareawareof four pre�x' spath
attributesthatmaychangein casethatIGPshortestpathmetricschange:TheNEXT HOP,
AS PATH, MED andCOMMUNITY attributes. This is bestexplainedby an example.
Regarding�gure 5.1weseeanetwork scenarioof four ASesinterconnectedamongeach
other. AS 1 learnsa pre�x A from AS 2 andAS 3 via routersR2, R3 andR4, andan-
nouncesthatpre�x to AS 4 via routerR1. Let usassumethatrouterR1andR5decidedto
settheNEXT HOPattributefor pre�x A to R3's address,becausetheBGPbestpathse-
lectionalgorithmselectedR3asnext hopdueto theIGPshortestpathmetrictie-breaking
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rule. Thentraf�c destinedfor pre�x A is sentvia R3to AS 2. If theshortestpathfrom R1
andR5 to R3 getsdisconnectedsomehow, forcing the IGP to recalculateshortestpaths,
theperiodicallypre�x checkingmechanismon R1 andR5 mayeventuallydetectthatR2
or R4haveabetterIGPmetricfor pre�x A. In thiscaseR1andR5switchtheNEXT HOP
attributevalueto R2'sor R4'saddress.If R4is thenew next hop,they alsohaveto change
theAS PATH attribute for pre�x A, sinceR4 learnedA from AS 3 insteadof AS 2. In
addition,if thesystemis con�guredto setMED attributesaccordingto IGP metricsthen
wemayalsoobserveanupdatefor pre�x A with achangedMED attributesentto AS 4 by
routerR1. Notethatthisupdateis only sentif theIGPmetricchanged,independentfrom
any NEXT HOPor AS PATH attributechangesonotherAS internalrouters.Thatmeans
althoughrouterR1 mayhave changedthenext hopfor A dueto anincreasedIGP metric
for R3, thenew shortestpathmayhave thesamemetricthantheonebefore.On theother
hand,theremaybeanalternativepathfrom R1 to R3 having abetterIGP metricthanthe
pathsto R2 andR4 but a worsemetric thantheformershortestpathto R3. Anyway, if a
MED changeis not accompaniedby a next hopor AS pathchangein someAS, it won't
have any impacton BGProuting. In theendwe yet mentionedtheBGPCOMMUNITY
attribute [6] thatmaybe affectedby IGP metric changes.[9] describesits utilisationas
informational,transitiveattributeto indicatethelocationwhereapre�x waslearnedfrom.
This informationis passeddown to neighbouringASeswhereit canbe incorporatedin
theBGPbestpathselectionprocess.Concerningourexamplenetwork in �gure 5.1,such
a COMMUNITY attribute could be setby routerR1 for pre�x A whenannouncingthe
pre�x to AS 4. Dependenton thetypeof the location(interconnectionpoint (next hop),
AutonomousSystem),R1hadto sentanupdateto AS 4 if its next hopor AS pathfor pre-



58 CHAPTER5. SIMULATING OSPF-BGPINTERACTIONS

�x A changes.Thuschangesthatmaybecausedby communitiesaresimilar to changes
causedby MEDs thatweresetaccordingto IGP metrics,whenIGP-BGPinteractionsef-
fectsthem.In thefollowing we thereforeconcentrateon theexaminationof next hopand
AS pathchanges,sincethey arethemainfactorin thesedynamics,andwe will useIGP
metricbasedMEDs to studythepropagationof their effectsinto neighbouringASes.
Soletsnow begin with a classi�cationof NEXT HOPandAS PATH attributes.For two
BGP speakersit is valid that, if they have identicalNEXT HOP attributesfor the same
route,they alsosharethesameAS pathfor that route,but thereverseis not valid. Thus
we canconcludethat for an IBGP routera changeof the AS PATH attribute of oneof
its routesis always combinedwith a NEXT HOP changefor this route if the change
wasdueto an IGP routing change.This assumptionleadsus to the following classi�-
cation:For eachpre�x, learnedfrom neighbouringAutonomousSystems,we candivide
theIBGP routersof a givenAS into as-equivalence-classes(ase-classes),suchthat for a
particularrouteeachrouter is associatedwith a classthat exactly representsthe neigh-
bouringAS wherethe routersendstraf�c to whendestinedfor that pre�x. So if an AS
learneda pre�x from exactly oneneighbouringAS, thenall its IBGP speakersbelongto
thesamease-class.Thease-classesagaincanbesubdivided into next-hop-equivalence-
classes(nhe-classes)similar to the ase-classes.That meansthat for a particularpre�x,
eachIBGP routerbelongsto theclassthatrepresentstheAS borderrouterto which traf-
�c is forwardedwhendestinedfor thepre�x. Thusif a neighbouringAS hasmorethan
oneconnectionto thegivenAS, two IBGP routermaybepartof thesamease-classbut
they mayhave differentnhe-classes.For anAS borderrouterholdsthat it is partof the
nhe-classof theIBGProutersthatselectedhim asnext hop.HenceeachAS borderrouter
formsits own nhe-classandmaybeitself partof nhe-classesformedby otherAS border
routerswithin thesameAS.
Having closercharacterisedthechangesthatBGPmayencounterby assigningase-and
nhe-classesto the IBGP routers,the questionsposedin the introductionto this chapter
canbe rephrased.Sincewe arenow awarethat BGP is indeedaffectedby IGP routing
changesandhow this is caused,wecanexaminetheOSPF-BGPinteractionson thebasis
of theequivalenceclasses.In theremainingpartof this chapterwearethereforegoingto
answerthequestions:How andto whatextentdo theequivalenceclasseschange?And to
whatextenddoesthis in�uence BGProuting?
Thereareseveralcausalesfor analterationof equivalenceclassesproducedby IGProut-

ing. In �gure 5.2 we show a schematicillustrationof theeventsthat leadto alterations.
An IGP routingprotocollike OSPFis alwaysaffectedby link or routerfailures.Having
detectedfailuresthatchangesthecurrentSPT, OSPFtriesto computealternativeshortest
pathswhich might have differingmetrics.It is alsopossiblethatpartsof theAS become
completelydisconnected.Somewhat later, BGP will noticethe change.Dependenton
its magnitude,moreor lessIBGP routerhave to changeNEXT HOPor evenAS PATH
attributesfor somepre�xesdueto disconnectionsor changedinteriorAS distancesto AS
borderroutersthesepre�xeswerelearnedfrom. We mentionedbeforethatperiodically
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Figure 5.2: Causalesof IGP-BGPinteractions

checkingbestpathsandIGP dependentattributesguaranteesthatchangesof IGPmetrics
areconsideredwhenselectingbestroutes. But what happens,whenan IGP like OSPF
detecteda topologychangeandis still in its convergencephase,while BGPtriesto verify
reachabilityof AS borderroutersanddistancesof their shortestpathsby scanningthe
forwardingtable?In this phaseAS interior routesmight be instable,i.e. dueto the fact
thatnot all OSPFroutersmayhaveup-to-datetopologyinformation,someof themcould
havecomputeincorrectshortestpathsat thetimea BGPscannersearchesfor IGP metric
changes.In consequenceof that, the IBGP instanceon oneor moreroutersmight per-
form routingchangesbasedontemporarilyincorrectIGPmetricsandrouteentries.These
changesof coursecanaffectBGPnext hopsor AS pathsandmightpropagatethroughthe
network until they areagainreversedwhenthenext scanningcycle accessesthecorrect
intra-domainrouting informationafterOSPF�nished its convergencephase.In the fol-
lowing wedenotethisparticulareventasOSPF-BGP-clash.
All thoseeventsdescribedsofar, resultin changesin theequivalenceclassclassi�cation
of theIBGProuters.In casethesechangespropagateto anAS borderroutercalledX, that
learnedtheaccordingpre�xesfrom oneof theaffectedIBGPborderrouters,thenwepos-
sibly may alsoobserve changesin BGP routing in neighbouringAutonomousSystems.
But this is thecaseonly if the relative neighbouringAS decidedtheAS borderrouterX
to bethenext hop for theannouncedpre�xesbefore. As responseto theupdatesthatX
announcesinto aneighbouringAS, thisAS mayitself undergoequivalenceclasschanges
asindicatedby thebackwardarrow in �gure 5.2.
Up to now weexplainedwhichpartsin theBGProutingprocessareaffectedby achange
in AS interiorrouting.Wefurthermoredemonstratedthecausalesfor theseinteractions.It
remainsto dealin greaterdetailwith theeffectsthat theinteractionsmayhave on global
routing. That means,how cana neighbouringAS or a chainof neighbouringASesbe
in�uenced by local IBGP next hopor AS pathchangesif theseattributesdon't serve as
bestpathselectioncriteria?Figure5.3illustratestheeffectsthatmaypropagatethrougha
seriesof AutonomousSystemscausedby IGP-BGPinteractions.Wealwaysassumehere
thatthelocal equivalenceclasschangespropagateto anAS borderrouterX, that learned
at leastonepre�x from oneof theaffectedIBGPborderroutersandthatIGPshortestpath
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Figure5.3: Effectsof IGP-BGPinteractionsonglobalrouting

metricsareusedasMEDs. Undertheseconditionswe have to distinguishbetweentwo
casesconcerningtheeffects: In the �rst case,X maychangeits nhe-classfor somepre-
�x eswithoutchangingthease-class.If theinteriordistanceto X'snew next hoprouterhas
changed,comparedto thedistanceto theold one,thenX hasto announceanew MED into
theneighbouringASesfor all thosepre�xeslearnedfrom theold next hoprouterbefore.
In caseX is next hop routerof a neighbouringAS A for sucha pre�x, thensomeIBGP
routersin thatAS maychangetheir next hops(NH) andAS pathsfor thatpre�x (1a)) in
casethey �nd analternativebestentrypoint to a third AS offering a betterMED, or A is
connectedvia multiple links to theformerAS andthereis analternativebestentrypoint
to thatAS, dueto MED comparison,but it announcesanotherAS pathfor thatpre�x. If
analternative bestentrypoint to theformerAS couldbefoundthatannouncesthesame
AS PATH attributefor thepre�x (1b)) thenof coursethenext hopchangesonly.
In the secondcase,X may additionally changeits ase-classfor a pre�x. That means
that thenext hop for thatpre�x changeswhich mayor maynot involve a MED change,
dependingon the interior distanceto X' s new next hop router, and that the AS PATH
attributefor thatpre�x changestoo. AlthoughtheAS PATH attribute is not speci�edas
bestpathselectioncriterion in [1], BGP developerlike Ciscohowever make useof it.
Theselectionalgorithmin [5] for examplede�nesa rulewhich preferstheroutewith the
shortestAS PATH. If this rule is applied,a changeof the AS PATH attributemay have
extensiveconsequences.If X is next hoprouterof aneighbouringAS A for apre�x whose
attributeschanged,thentherearethreecasesto distinguish:SomeIBGP routerof AS A
maychangethenext hopaswell astheAS pathfor thatpre�x (2a)) if thereis a third AS
offering betterAS PATH or NEXT HOPattributesor, if theformerAS is connectedvia
multiple links to A andthereis analternativebestentrypoint to theformerAS offeringa
betterbut differentpath.On theotherhand,if thereis a secondentrypoint to theformer
AS, offering thesameaspath,someIBGProutersof AS A mayonly changethenext hop
(2b)). In a lastcase(2c)) theremayberoutersin AS A thatdo not changetheir next hop
but have to acceptthechangedAS path,announcedby routerX, sincethereis no better
alternative.
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All theseeffectscanpropagatethrougha seriesof attachedAutonomousSystemseven
if theseASesdon't announceIGP metricsasMEDs sincethemostBGProutersusethe
AS PATH attribute asa criterion in the bestpathselectionalgorithm. In the following
we arethereforegoing to examinein which extent the causalsandeffectspresentedso
far canoccur. For that purposewe areconcentratingour analyseson a singlescenario,
alreadyintroducedin chapter3.2and�gure 3.4. Via theSSFNetsimulatorwe aregoing
to simulatelink androuter failuresin the “US AS”, observe the resultingimpactsthat
OSPF-BGPinteractionswill causein this AS aswell asin thedummyASes,andtry to
estimatetheir magnitude.Particularattentionwewill payfor OSPF-BGP-clashes.
To performour intentionwehadto makesomechangesin theSSFNetcodebefore.These
changesaredescribedin thenext section.To proceedwith thedocumentationof oursim-
ulationresultspleasegoon with section5.3.

5.2 Additional SSFNetEnhancements

WealreadymentionedthatSSFNetfeaturednodynamicIGPbeforewedevelopedSSF.OS.
OSPFv2.For that reasonSSF.OS.BGP4's bestpathselectionprocessdid not cover the
tie-breakingruledescribedin [1] chapter9.1.2.1b) which recommendsto preferthepath
with the lowest IGP metric to the BGP next hop. To add this rule to the selectional-
gorithmandto assurethatdynamicchangesin IGP routingareeventuallyaccountedfor
in BGP, at leastat regular intervals,we madeseveralchangesto theBGP4packageand
implementedaspecialtimer.
First of all, an IGP metrichadto be addedto the BGPpeerinformation. Sinceall data
aboutan BGP peeris storedin classPEERENTRY we addedthe following variablesto
thatclass:An integerospfv2Costto keepthemetricof theshortestIGP pathto thatpeer
andabooleanvariableunreachableto indicatewhetherthepeeris still reachablevia IP or
not. To make useof this informationwe hadto augmentthebestpathselectionprocess.
In SSF.OS.BGP4thisprocessis implementedin methodcompare()of classROUTEINFO,
a classthatcontainsall informationabouta particularBGProute.Takinga ROUTEINFO

asparametercompare() returnsthedecisionof theprocess,preferringoneof both route
infos or declaringthemto be identical. Having madelittle changesto it, the selection
algorithm now operatesas follows: First it comparesthe route's degree of preference
which is setto thecon�guredLOCAL PREFvalueor, if not speci�ed, to 100minusthe
lengthof theroute's AS PATH attribute. Theonewith thehighervalueis preferred.In
casebothrouteshave thesamepreferenceandbothwerereceivedfrom BGPspeakersin
thesameAS, their MULTI-EXIT-DISCRIMINATOR (MED) attribute is compared.The
routewith the lower MED is preferred.In casethatoneroutehasa MED andtheother
doesn't, SSF.OS.BGP4preferstheonehaving aMED. Thenext tiebreakerwasmodi�ed.
Before,it wastheannouncingpeer's type. If oneroutewasannouncedfrom anexternal
peerandthe other from an internal, the routereceived from the externalpeerwaspre-
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ferred. We insteadaddeda combinationof peertypeandIGP metriccomparison.Now
theospfv2Costvaluesin theaccordingPEERENTRY classesarecomparedandtheroute
with the lower valueis preferred.This tiebreaker is alsoappliedif oneor bothpeersare
externalpeers.SinceOSPFmetricsarede�ned to begreaterthan0, we canassign0 to
ospfv2Costin casethepeeris external.Thusthepreferenceof anexternalrouterandthe
preferenceof the routerwith the lowest IGP metric in caseboth routersare internal is
guaranteedin a singlequery. But thereis anotherreasonwhy weassignanIGP metricto
externalpeerswhichwediscusslater. If at this timenoneof thetwo routeswaspreferred,
thelasttie-breakingrule is eithertheannouncingpeer's id or a randomlychosennumber.
In our simulationswe alwaysusedthepeeringroutersid. Thesmallestid determinesthe
routeto prefer, otherwisebothroutesaredeclaredto beidentical.
In a laststep,we hadto assurethatreachabilityandIGP costsaredeterminedandmain-
tainedin thePEERENTRY objectsduringasimulationrun. Thereforewe�rstly alteredthe
init() methodin BGPSESSION, theprotocolsmainclass,which establishesamongother
thingsPEERENTRY objectsfor thedirectattachedBGPneighbours.For eachneighbour
theIGPmetricis assignedto ospfv2Costin caseanentrycouldbefoundin theIP FIB and
theneighbourwasnot external.For externalneighbourswe alsoassignedanospfv2Cost
which is always0. This is donein orderthatwecansimply assignaMED, basedon IGP
metricsto eachroute. SinceSSF.OS.BGP4wasimplementedto favour routeshaving a
MED overrouteshaving not,wesimplyassurein thisstepthatroutes,learnedfrom anex-
ternalpeerarestill favouredoverotherwiseidenticalrouteslearnedfrom aninternalpeer
if bothareforwardedto a third AS andMED valuesbasedon IGP metricsareassigned.
In addition, if no entry could be found in the IP FIB andthe neighbouris internal, the
unreachablebit is set.Sincethecon�gurationof all otherpeersis donebeforethesimu-
lationis started,it doesnotmakesenseto determineIGPmetricandreachabilityfor those
peersin methodcon�g(). Hencethis processis postponeduntil a full relationshipwas
establishedanda decisionmustbemadewhethera route,learnedfrom sucha neighbour
shouldbe installedin the local RIB (Loc-RIB). This decisionprocessis implementedin
methoddecisionprocess2() which wasalteredsothateachtime it is called,ospfv2Cost
andunreachablearedeterminedfor eachneighbourasin init(), andonly thoseROUTE-
INFOs, whenannouncedby internalpeers,that arereachableat the time the methodis
called,areinvolvedin theprocess.
Eventuallyit comesthetime to sendroutewithdrawalsor advertisementsto somepeers.
In caseroutesareto beadvertisedandtheadvertisingrouteris anAS borderrouter(there-
ceiving neighbouris external),weassignaMED attributeto theserouteshaving thevalue
of their announcingpeer's ospfv2Cost�eld. We don't needfurtherchecksheresinceall
advertisedroutescomefrom reachablepeersasdeterminedbeforeby thedecisionprocess
andfor externalannouncingpeersit is guaranteedthattheirMED is 0 asexplainedbefore.
Sincenow changesin IGP metricsmayhave anin�uence on routepreferenceandMED
values,aquickresponseonthesechangesis necessary. Onewayof maintainingIGPmet-
ricsandreachabilityof internalpeersis to useatimerwhichscansthepeerdataat regular
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intervals.Weimplementedsuchatimerasinnerclassof BGPSESSION calledSCANNER-
TIMER. At time intervalsof 60secondsit checksall peerswhetherthey arestill reachable
via theIP FIB andwhethertheirshortestpathmetrichaschangedin casethey areinternal
peers.Thisprocessis thesameasin methodsinit() or decisionprocess2() describedbe-
fore. ThereaftertheLoc-RIB is scannedrouteby route.For eachroute,eachreachable(!)
peer'sAdj-RIB-In (seechapter2.2.2)is searchedfor analternativerouteandif onecould
be found thebestpathselectionprocessdecideswhethertheroutein theLoc-RIB must
be replaceddueto a changeof oneor morebestpathselectioncriteria. If the route is
replacedby an alternative or theadvertisingpeerbecameunreachableandtherewasno
alternative,SCANNERTIMER removestheroutefrom Loc-RIB andaddsit to alist of Loc-
RIB changes.If analternative routecouldbeselected,it is installedin theLoc-RIB and
recordedin the list of Loc-RIB changes.This list thenservesasparameterfor method
decisionprocess3() which is responsiblefor applyingthe changesto the Adj-RIB-Out
databasesanddisseminatingupdatesto theconcernedpeers(see[1] chapter9.1.3).

Finally weyethadto implementa“con�gurable link failure”. ThecurrentSSFNetrelease
supportsonly arudimentarylink layerimplementation.Thelinks for example,cannotbe
con�guredto fail or recoverduringasimulationrun,andalthoughthereis anopportunity
to con�gurepacketdroppingonNICs(Network InterfaceCards)with agivenprobability,
thisprobabilityis howeverstaticandcan't bechangedduringsimulations.Thusit wasnot
possibleto simulatedynamiclink failuresandrecoveriesby settingpacketdroppingprob-
ability to 1 and0 by turns. We thereforeintroduceda new subattribute fail for attribute
link in thedml-language.fail hastwo atomicsubattributesfromanduntil specifyingthe
link' s failure andrecovery time. Eachlink attribute may have several fail subattributes
specifyingseveral fail intervals. Theseintervalsget storedin the SSF.NET.LINK class.
Fromtherethey canbecalledby any link typeinstance.Sincein our scenariosptp links
areusedonly, we only adjustedtheptp link typeinstanceSSF.NET.PTPL INKLAYER. It
now fetchesthe fail intervalsoneby onefrom LINK whenpending.Eachtime a packet
is supposedto bedeliveredto thepeeringNIC, thecurrentsimulationtime is determined
andchecked againstthe currentfail interval. Only if the simulationtime is not within
suchaninterval, thepacket is delivered.

5.3 Interaction Analysis

Having explainedthetheorybehindtheinteractionsbetweenanIGPlikeOSPFandBGP,
andhaving preparedtheSSFNetsimulatorto becapableto performsimulationsof OSPF-
BGP interactioncausalesandeffects,we arenow ableto studythe magnitudeof those
interactionsconsideringasamplenetwork. A simulationscenariothatshowedtheeffects
in all of their detailswould imply to simulatea considerablepartof theglobal Internet,
becauseof theirpropagation.But thatwouldhavebeena toobig venturesincewecannot
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simulatesucha hugenetwork in all of its necessarydetails. We thereforerestrictedour
scenarioto a small,abstractfractionof a global routingsystem,insteadof simulatinga
seriesof complex, neighbouringASes,andwe concentratedon the origin of theeffects
andnoton theirpropagation.
This sectionhastwo main parts. In the onewe studythe impactof single,AS internal
link fails on BGP(5.3.2),in theotherwe repeatthis studieswith theAS internalrouters
(5.3.3).Before,wegiveshortoutlineaboutthescenariocon�guration(5.3.1).Thesection
endswith asummaryof aspectsthatwouldbeworth to considerin futurework.

5.3.1 An OSPF-BGPScenario

At the endof chapter3.2 we introduceda scenariothat we arenow using to simulate
OSPF-BGPinteractions:The“US Scenario”(see�gure 3.4onpage27). To betterunder-
standthesimulationeffectswe �rst of all describehereshortly thescenario's con�gura-
tion. Thenetwork is composedof 7 AutonomousSystems.AS 2 till AS 7 are“dummy
ASes”consistingof asinglerouteronly. They areconnectedvia links 61-76,theinter-AS
links, to AS 1, which we call the “US AS” sinceits shapeis a simpli�ed adaptionof
severalU.S.ISP's backbonenetworks.Theseinter-AS links arecon�guredwith apropa-
gationdelayof 10millisecondseachandtheNICs,connectinginterAS links with routers
have a bitrateof 100 Megabytes/second.The remainingnetwork structurebuild up the
“US AS”. It consistsof twelve “cities”, i.e. fully meshedPOPsubnetworks connected
via links 0-39, the innercity links, which do not have any additionalpropagationdelay.
Sincethedistancesbetweenrouterswithin acity areusuallymuchsmallerthaninter-state
andall the more inter-continentaldistancesto othercities or ASes,the delayherecan
beseenasnegligible. EachNIC, connectingto link 0-39 is providedwith a bitrateof 1
Megabyte/second.Finally the city subnetworks are interconnectedvia links 40-60,the
intercity links, con�guredwith propagationdelays,randomlychosenfrom asetof 1 to 6
millisecondsandNIC bitratesof 10 Megabyte/second.Evenif thosevaluesmightnot re-
�ect therealconditionsexactly, their proportionhoweverapproximatetheproportionsin
real life andwe don't needa millisecondtime resolutionsinceBGPandOSPFconverge
in seconds.
Theprotocolinstancesweresetup asfollows: On eachrouterbelongingto the“US AS”
anSSF.OS.OSPFv2protocolsessionwascon�guredto runontherouter'sNICs(Network
InterfaceCards)connectingto inneror intercity links. All sessionswerecon�guredwith
thedefault OSPFparametervaluesspeci�ed in table4.1on page39 andto build a single
OSPFbackbonearea.For theconnectinglinks wechoseOSPFmetricsof 1 for eachinner
city link (0-39)and10 for eachinter city link (40-60)accordingto [24] which proposes
to usemetricsdependenton link delaysor transmissiontime. On all routers,including
thoselocatedin thedummyASes,themodi�ed (seesection5.2)SSF.OS.BGP4protocol
wassetup. Insightthe“US AS” theBGProuterswerecon�guredto peerwith eachother
suchthata fully meshedIBGPnetwasbuild. TheEBGPpeeringsessions,thatmeansthe
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peeringsessionsbetweenAS 1 routersandthe routersin the dummyASes,werebuild
accordingto the inter AS connections.Concerningthe con�guration of the BGP timer
intervals,weacceptedfor eachrouterthesuggestedvaluesdescribedin [1] chapter6.4.
Having set up OSPFandBGP, we are now able to simulateBGP pre�x' NEXT HOP
attribute changescausedby OSPFrouting alteration. However to alsocauseAS PATH
attributechangesin this way, we have to introducepre�xesannouncedby differentASes
suchthatthe“US AS” canselectthebestpathfor thesepre�xesfrom a choiceof neigh-
bouringASes.For thatreasonweinjectedthreedifferentpre�xesinto AS 5,AS 2 andAS
3 respectively. This bundleof pre�xesandattributeswasthesamefor all theseASesso
thatthechoicemadeby “US AS” routers,whichAS topreferwhenselectingthebestpath,
only dependedon intra-domainrouting. Any externalAS pathchangescausedby “US
AS” intra-domainrouting changesconcerningthesepre�xeswill be thereforeobserved
in AS 4, AS 6 andAS 7 only. This is thestartupcon�gurationfor all furthersimulations
analysedin thenext sections.

5.3.2 Analysisof SingleLink Failur es

Having preparedour simulationscenarioasdescribedin section5.3.1,we begin with the
examinationof OSPF-BGPinteractionscausedby singlelink failures.For eachinternal
link in our testAS (the“US AS”), thatarelinks 0 - 60 in �gure 3.4,wecreateda simula-
tion runwherethelink failedfor aparticularperiodof timeandthenrecoveredagain.The
failure wasinitiated after a periodof time, long enoughto led the participatingrouting
protocols�nish their setup,thatis theconvergencephaseafterthattheprotocolinstances
on all routersarein a stablestatefor the �rst time. We estimatedsetupandfailure time
to be500seconds,sothat thefailurebeganat time 500secondsandendedat time 1000
seconds,andmeasuredthe interactionimpactsat bothtimes. Theresultsaredepictedin
�gure 5.4. The thicknessof the link lineshave no meaningconcerningthe results,they
wereinheritedfrom �gure 3.4 to betterillustratethe differenttypesof links (inner city,
inter city, ...).
Following thelegend,wenoticeat �rst view thattherearesurprisinglymany interior links
(approx.50%)whosefailure leadto changesin BGProuting. But this is not really sur-
prising,giventhatmostof themaffectNEXT HOPattributesonIBGProutersonly. Such
a changeis quite likely sincean interior link failure alwaysresultsin IGP shortestpath
changeswhich againarelikely to result in distancechangesbetweenIBGP routersand
their pre�x advertisingAS borderrouters. If the distancechangesandthereis an alter-
native AS borderrouter, now having a better(lower) distanceandannouncingthesame
pre�xes, then IBGP next hop changescanbe observed. The effect of suchchangesis
shown in table5.1.Overall therehavebeen31links whichforcedIBGProutersto change
AS internalnext hopsfor at leastonepre�x. The left columnof table5.1 indicatesthe
numberof IBGP routerswho hadto changeNEXT HOPattributesin responseto a link
failure. The next shows the percentageof theseroutersat the total numberof routers



66 CHAPTER5. SIMULATING OSPF-BGPINTERACTIONS

0
1

2

3
4

5

6
7

8

9

10
11

12

13 14

15

17

18

19
20

21

22

24

25

26

27

28

29

30

31

32

23

33

34

36

37

39

38

40

42

44
45

46

47

48

49

50

51

52

54

56

57

58

59

60

61

62

63

64

65

66
67

68

70

69

71

72

73

74

75
76

AS 5

AS 2

AS 3

AS 4

AS 6

AS 7

41

16
35

53
43

55

IBGP next hop change

IBGP next hop & AS path change
external BGP next hop change
external BGP next hop & AS path change

no impact on BGP routing

Figure 5.4: Impactof eachsinglelink failureon BGProuting

formingtheAS. In thelastcolumnyouseehow many links causedtheamountof routers,

affectedrouters percentageof AS quantityof causinglinks
1 2.702% 9
2 5.404% 2
3 8.106% 4
4 10.808% 7
5 13.510% 2
6 16.212% 5
8 21.621% 1
10 27.027% 1

3.580 9.677% average

Table5.1: Thedegreeof IBGPnext hopchangescausedby singlelink failures

indicatedin the left column,to changenext hops.It is remarkablethat lessthan10%of
the“US AS” routersareonaverageaffectedby BGPnext hopchangescausedin thisway.
Theexplanationfor thatis in theconnectivity of theAS. ThedensertheAS is connected
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Figure 5.5: Routerclassi®cationaccordingto theirase-andnhe-classes

to theinsideandto theoutside,thelessroutersareaffectedby a singlelink failure,since
a link is partof lessIBGP connectionpaths.Becausetheconnectivity of our testAS is
quitehigh,avalueof 10%is thusrealistic.
We explainedin section5.1 thatundercertainconditions,next hopchangescaninvolve
AS pathchanges.For links 16, 35, 41, 43 and53 thoseconditionseventuate.This be-
comesclearwhenregarding�gure 5.5wherewe classi�ed thetestAS routersaccording
to theirase-andnhe-classesfor thepre�xeswe injectedinto AS 2, AS 3 andAS 5 before
(seesection5.3.1). Thease-classesaredenotedwith X, Y andZ, andthecorresponding
nhe-sub-classesarenumbered.In caselink 16 or 35 fails, we observedonly onerouter
(H1) changingits next hop for the injectedpre�xes. BecauseH1 switchesits next hop
routerfrom D1 to B2, it changesalsothease-classfrom X1 to Z2. But sinceit is notabor-
derrouterthis equivalence-classchangewill not propagateto otherASes.Thelike holds
for link 41 whererouterE1 andE3 switch from classZ1 to X1. Yet in caseof a failure
of link 43 or 53 we canobserve anAS pathchangeon a borderrouterfor the �rst time.
In this caseroutersH1 andH2 bothchangetheir equivalence-classesfrom X1 to Z2. But
althoughAS borderrouterH2 changesnext hopaswell asMED (next hop IGP metric)
andAS pathfor theinjectedpre�xes,thereis no responsefrom AS 4, 6 or 7 on thatsince
they all aremulti-linkedto the“US AS” andpreferanotherentryrouter. Becauseof better
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MEDs,AS 4 prefersborderrouterC1(MED is 0) andAS 6 and7 preferborderrouterK2
(MED is 12). SinceH2 announcedaMED of 22beforethelink failed(path-course:links
36,53,43,16)andaMED of 23after(path-course:links 34,58,31,50,6),thisexplainswhy
we don't seeany AS pathchangesoutsideour testAS. But in caseof link 43, 53 and55
wedoseeexternalnext hopchanges,thatmeansoneor moredummyASesareswitching
entrypointsto the“US AS”. Whenlink 43 or 53 fail, AS 4, 6 and7 have to changetheir
next hopfor AS 2, sincethepreviousnext hopH2 changesto a moreexpensiveshortest
pathto thatAS (formerpath:36,53,43,16.new path:34,52,24,41,0),andK2 offersabet-
ter MED dueto a shortestpath(23,55,44,16),having thesamemetric thantheoneused
before.Similar effectscouldbeobservedwhenlink 55 failed. AS 4 and6 hadto change
their next hopfor AS 5 from K2 to H2. In addition,AS 6 alsochanged,in thesameway,
thenext hopfor theinjectedroutessinceit learnedthemfrom AS 5.
Althoughwehaveseenthata lot of links causeIBGPnext hopchangeswhenfailing, it is
remarkablethatonly a few of theminvolve AS pathchangestoo,or next hopchangesin
neighbouringASes.Thereis nogeneralexplanationfor thesefacts,sincethey arecaused
by severaldifferentfactors.Threeof thesefactorsapply to the OSPF-BGPinteractions
andcanbeobservedin ourscenario:

� The network' s topology: How areASesconnectedamongeachotherandhow are
they connectedinternal?Whatis thedegreeof redundancy of theseconnections?

� The useof IGP metrics asMEDs: Whetheror not theIGP metricof theshortest
pathto theborderrouterof whichapre�x waslearnedis usedasMED if thispre�x
is announcedto anotherneighbouringAS.

� The con�guration of link metrics: Accordingto which criteria are link metrics
assigned?Which pathbecomestheshortest?

As describedbefore,we only seeIBGP AS pathchangeson routersE1, E3, H1 andH2.
In chapter5.1wementionedthatthepreconditionfor anAS pathchangeis alwaysanext
hopchange,sothataccordingto �gure 5.4about50%of thelinks areout of thequestion
for suchachange.If anIBGProuterhasto changeits next hoprouterfor aparticularpre-
�x, it maychoosea routerwho learnedthatpre�x from anotherAS. In this casetheAS
pathfor thepre�x changesontheIBGProuter, sincetraf�c destinedfor thatpre�x is now
sentto anotherAS via thenew next hop. Thedecisionwhetherto selectsucha next hop
stronglydependsonthenetwork'stopologyandthecon�gurationof theIGPlink metrics.
In particularit dependson the following factors:Thenumberof neighbouringASesan-
nouncingthepre�x, thenumberof AS borderroutersconnectingto theseASes,thesubset
of theASesthattheseborderroutersselectasnext hopswhenannouncingthepre�x to the
interior BGP routers,the IGP distancebetweenthe borderandthe interior BGP routers
andany bestpathselectionrule following theIGP distancecomparisonin casethecom-
parisonyieldednopreference(for instancethecomparisonof theroutersBGPidenti�er).
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The quantityof thesefactorsandtheir interactionmakes it hard to predict the number
of IBGP routersthat experiencean AS pathchangedueto a single link failure. In the
“US Scenario”for example,therearethreeASes(AS 2, 3 and5) announcinganinjected
pre�x, but only two of them(AS 3 and5) arechosenby the“US” AS borderroutersto be
next hopsfor thatpre�x asdepictedin �gure 5.5.This is explainedby theBGPbestpath
selectionalgorithmrunningonrouterA1 andD1 whichappliesthelowest-BGP-identi�er
rule to chooseamongAS 2 andAS3 respectively AS 5. Sincetheborderrouterin AS 2
hascoincidentallythe highestBGP identi�er, AS 2 is not selectedasnext hop. In case
now thatlink 41 fails, routerE3changesits next hopfor theinjectedpre�xesfrom router
A1 to routerD1, andthuschangestheAS path. It doessosinceD1 now hastheshortest
IGPdistanceto E3amongall otherannouncingborderrouters.Thesameholdsfor router
E1 besidesthatrouterD1 wasnot chosenasnext hoprouterdueto theshortestdistance
but becauseof its BGP identi�er. This is becauseafter the failure of link 41, routerE1
hadthechoicebetweenD1 andB2 asnext hopsincebothhave a shortestdistanceof 22
to E1. TheAS pathchangeis thereforeperformeddueto thecoincidencethatD1 hasthe
lower BGPidenti�er which makesE1 preferhim. If B2 hada lower BGPidenti�er than
D1, wewouldnothaveseenanAS pathchangeon E1.
We seethattherearedifferentreasonsfor anIBGP routerto changeor not to changethe
AS pathattributefor a pre�x, in caseit hasto changeits next hop.Thusit is not possible
to simplyreducethelikelihoodof suchchangesto theIGPdistancebetweenIBGProuters
andtheir pre�x announcingborderroutersandthenumberof borderroutersannouncing
differentAS pathsfor thosepre�xes.
It is comparablydif�cult to predictthenumberof links in anAS, whichcauseneighbour-
ing ASesto changetheir next hopsor AS pathsfor pre�xeslearnedfrom thatAS when
thoselinks fail. It dependson thenetwork's topologyaswell ason thecon�guration of
link metricsandtheuseof IGP metricsasMEDs. AS 4, 6 and7 for exampleall usethe
samepath(via routersH2,H3,G1,D3,D1)throughthe“US AS” to get to AS 2. They do
so,sincethey all haveaconnectionto routerH2 andH2 announcesthebestMED among
all otherpossiblecandidatesfor becomingnext hoprouter(C2, K2 andL3). The last is
dueto the useof IGP shortestpathmetricsasMEDs anddueto H2 having theshortest
pathto AS 2. Thustheprobability, thata singlelink failure in the“US AS” disconnects
AS 4, 6 or 7 from AS 2 andforcesthemto changetheir next hopsor eventheir AS paths
is reduced,sincethey usea minimum of links to get to AS 2. On the otherhandthere
aresomecaseswhereneighbouringASesarenot at all affectedby internallink failures
dueto connectivity. This is the casefor AS 4 concerningthe injectedpre�xeswhich it
learnedfrom AS 3. SinceAS 4 sendstraf�c to AS 3 via theexternallinks 68and64,any
“US AS” internallink failuredoesnotaffect this connection.But evenin thecasethatan
AS internal link failure leadsto a pre�x' s next hop changeon an AS borderrouterthat
announcesthepre�x into neighbouringASes,it doesnothaveto inevitably involveanext
hopor AS pathchangein thoseASes.Because�rstly , anAS borderroutercouldnotbea
next hoprouterfor any of its neighbouringASes,asit is thecasefor theinjectedpre�xes
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announcedby H2 into AS 4, 6 and7, andsecondlytheMED couldnot changeat all or
only slightly, i.e. notenoughfor aneighbourto changethenext hop.This is for example
thecasefor link 16or 36,whosefailureforcesrouterH2 to increasetheMED for pre�xes
learnedfrom AS 2 by one. But after the changethe MED remainsstill the bestfor the
neighbouringASes,sinceno otherborderrouterannouncesthesameor a betterMED to
AS 4, 6 or 7. Similarly, if link 50 fails, routerH2 still announcesthebestMED to AS 6
and7 for any pre�xeslearnedfrom AS 3, sincetheMED did not changealthoughH2's
next hopdid (from B2 to C1).
Lastbut not leastwe observe that thereareno externalAS pathchangesin our scenario.
This is evident, now that we have analysedthe IBGP AS path and external next hop
changesin moredetail.TheexternalAS pathchangesarelimited to theinjectedpre�xes,
sincethescenariowascomposedin theway thateachAS canreacheachotheronly via
the“US AS”. Sinceall of themaredirectlyconnectedto it, thereis noalternative. For the
injectedpre�xesit is valid thatAS 4 prefersrouterC1 asnext hop routerandtherefore
doesnot changeits AS pathif an “US AS” interior link fails asexplainedbefore.AS 6
and7 bothsettheir next hopto K2, but this routeris never affectedby anIBGP AS path
change.Henceany “US AS” interior AS pathchangedoesnot propagateto theseASes.
Sotheonly casethatis left andthatcouldraiseanexternalAS pathchangein theseASes
is case1a) from �gure 5.3. Thatmeansaftera next hopchangefor the injectedpre�xes
on routerK2, the MED increasesand AS 6 and7 are forced to switch their next hop
routerandso may switch their AS path. But sincethe alternative next hop routers(H2
andL3) botharein thesamease-class(see�gure 5.5)astheformernext hopK2, thereis
noexternalAS pathchange.In addition,thenext hopchangeonrouterK2 doesnotaffect
routerH2 or L3.

Finally we canconcludethat it is not possibleto estimatethe impactof single,AS in-
terior link failureson EGProuting. All theeffectsdescribedin section5.1 mayhappen
or not. Their occurrencedependsmuchon thetopologicalcircumstances,theuseof IGP
metricsasMEDs andthe con�guration of the individual IGP link metricsasshown in
theexempli�cationsbefore.TheAS borderrouterstherebyplay animportantrole. Their
numberdeterminesthenumberof alternative entryandexit points. It dependson them,
how many alternativeAS pathsareadvertisedinto anAS (see�gure 5.5)andto how many
ASesthey provide thesepaths. Furthermore,the numberof neighbouringASes,using
a particularAS borderrouterasnext hopis importantwhenestimatingthemagnitudeof
BGProutingchangesoutsidethecausingAS.
Thusapossibilityto reducethosechangeswouldbeto connectcertainAS borderrouters
within anAS via oneor moreredundantpaths,having thesameIGP metricthanthebest
pathsbetweentheserouters. In caseof a single link failure, thesepathswould reduce
the probability of a next hop switch or a MED changeon the concernedborderrouters
andwould thusreducealsonext hop andAS pathchangesoutsidethe AS. Concerning
our “US scenario”for example,we areableto prevent theexternalnext hopchangesby
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simply addinganadditionallink betweenroutersD3 andG1, G1 andH3 andJ2andK3
having OSPFcost10. However thereis yet anotherfactorthat in�uencesthe impactof
an OSPF-BGPinteraction. In this sectionwe only dealtwith separate,single link fail-
uresandwe did not cover theimpactof several links failing at thesametime. Underthe
given conditionsit is obvious that the more links failing within an AS the more likely
areBGP changesoutsidethat AS. We analysedmultiple link failuresby disconnecting
single“US AS” internalroutersfrom thenetwork. Theresultsaredescribedin thenext
section.But beforewe cometo singlerouterfailures,simulatedin thatway, thereis one
matterleft which we did not go into yet. In section5.1 we characteriseda specialcause
for an equivalence-classchange,the OSPF-BGP-clash. The fact that thoseclashescan
occur, posessomequestionswhich we like to answerbeforewe terminatethis section:
With respectto a singlelink failure, how likely is an OSPF-BGP-clash?Are thereany
links in our scenariothat inducesucha clash? And what is the dimensionof its im-
pact?For singlelink failuresthesequestionsaresimpleto answer:Theprobabilityfor an
OSPF-BGP-clashis 0 andthereforeno link failure inducesa clashin our scenario.The
explanationis not sosimple. Initially we needto know, how muchtime OSPFrequires
to convergeandwhich partof it is thecritical time periodwheresucha clashcanoccur.
Figure5.6shows theoverallOSPFconvergencetime in the“US AS” for eachsinglelink
failure.WecanseethatourpropositionsmadeaboutOSPFconvergencetimein chapter4
alsoapplyto amorecomplex topology, thatis OSPFconvergeswithin theestimatedtime
of 50 secondspluspossiblepropagationdelays.As explainedin chapter4.2.1,anOSPF
protocolsessioncon�guredwith defaultparametervalues(seetable4.1)requiresbetween
30 and40 secondsto detecta link failure. After that it determinesthe executionof the
SPT-calculationandtheIP FIB updateto takeplaceafteradelayof 5 seconds(spf-delay).
If thereareroutersat expirationof detectiontime andspf-delay, thatdidn't getall topol-
ogy informationupdatesyet, dueto propagationdelayor the asynchronouslink failure
detectiontimes,theseroutersmaycomputeincorrectSPTsandroutingtables.Whenthey
eventuallygetthemissingupdates,a secondcalculationis allowedto beexecutedunless
10 secondshave pastsincethe �rst (spf-holdtime). If the BGP scannerchecksthe IP
forwardingtablewithin this 10 secondtime period,we might have anOSPF-BGP-clash.
Usually the secondwait periodprovidesenoughtime to generateall topologyupdates
andto propagatethemthroughoutthewholenetwork. If not, furthercalculationsareper-
formedagain10or moresecondslateratatime,dependingonthetimetheupdatesarrive.
For now weassumethattwo calculations,scheduledasdescribedbefore,aresuf�cient to
calculatestableroutes.Thatmeanswe determinethecritical time periodwhentheBGP
scannermayaccesswrongrouteinformationto bethe�rst spf-holdtime,which is 10sec-
onds.Theperiodbeginswhenthe�rst IP tableupdateterminated,becausebeforethetable
did not changesincethe topologychangeoccurred.This time is morethan35 seconds
afterthefailureat theearliest(30 secondsdetectiontime,5 secondsspf-delay)andmore
than45 secondsafter it at the latest(40 secondsdetectiontime). Thuswe may becon-
frontedwith a clashif theoverallOSPFconvergencetime exceeds45 seconds(detection
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time plusspf-delayplusholdtime). If we have a look on �gure 5.6,we seethat21 links
eachcauseat leastoneOSPFprotocolinstanceto converge after morethan45 seconds
whenthe link fails. Furthermorewe seethat our assumptionaboutthe numberof SPT
calculationsis con�rmedsinceOSPFconvergesalwaysin lessthan50seconds.Concern-
ing the21links, wecan�nd from �gure 5.4that11of themdon't haveanimpactonBGP
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Figure 5.6: OSPFv2convergencetime in US topology, simulatingsinglelink failures

routing. For theremaining10 (link 16,23,24,43,47,50,52,54,57and58) on somerouters
BGPscannerscouldin factbeobserved,scanningtheIP FIB duringthecritical periodbut
this hadno impact.Thereasonfor that is thefact thatduringeachsimulationrun only a
singlelink failed.Thisfailurewill bedetectedby thetwo routersbeingconnectedvia that
link. But even if theOSPFinstanceson theseroutersdetectthe failureasynchronously,
suchthattheir updatesforceotherOSPFroutersto performtwo SPTcalculations,theIP
tableholdsthecorrectrouteinformationalreadyafterthe�rst calculation.Thisis because
bothrouterssendupdatesinformingaboutthesamelink failuresothatthesecondupdate
hasnonew informationandthereforedoesnotaltertheresultsfrom the�rst SPTcompu-
tation. On theotherhanda clashmayof coursehave an impacton BGPif several links
fail at thesametime or if oneor moreroutersfail. For thegeneralcasewe canstatethat
thecritical periodfor anOSPF-BGPclashlastsat least10 secondsif OSPFwascon�g-
uredwith default values.For eachsimulationrun the interval at which theBGPscanner
timer expiredwassetto 60 secondson eachrouter. Thuswe geta probabilityof at least
1/6(16:6%) for anOSPF-BGP-clashonarouterthattemporarilycalculatedincorrectIGP
routeinformationduringits convergencephase.Theoccurrenceof suchroutersdepends
muchon thenetwork's topologyandon the sort andnumberof componentsthat fail as
wehaveseen.In thenext sectionwearethereforegoingto simulatemultiple link failures
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to studythiseffect in moredetail.

5.3.3 Analysisof SingleRouter Failur es

Sofar we haveseenthata single,AS internallink failuremight have a certainimpacton
BGP, AS internalaswell ason neighbouringASes.But sincethis changeto theoverall
topologywasquitelittle, sowastheimpact.We couldnot observe any AS pathchanges
in theneighbouringASes,andtherewereonly afew externalnext hopandIBGPAS path
changes.Fromtable5.1weseethatonly about10 % of thenetwork'scomposingrouters
wereon averageaffectedby IBGP next hopchanges,andOSPF-BGP-clashescouldnot
be observed due to the fact that the failure was limited to a single link. We therefore
supposethata biggerchangeto the topology, like several links failing at the sametime
canhaveabiggerimpactonBGP. But beforeweexaminesuchscenariosin moredetail,it
remainsto determinehow many andwhichcomponentsshouldfail. A commonprocedure
for networksis to shutdown or rebootroutersfor servicing.Suchatopologychangehasa
muchbiggerimpacton routingthanasinglelink failure. In factSSFNetdoesnotprovide
an opportunityto shut-down or reboota router, but we cansimulatea routerfailure by
letting fail all links thatconnectto him. For thesereasonswe decidedto simulatesingle
routerfailuresvia multiple link failuresinsteadof planlessselectinglinks for acollective
failure. To studythosefailures,we preparedour “US scenario”asdescribedin section
5.3.1.For eachrouterin the“US AS” (thatareroutersA1 to L3 in �gure 5.5)wecreated
asimulationrunwerethis routergetscompletelydisconnectedfrom all its neighbors500
secondsaftersimulationstartandagainreconnected500secondsafterthe“f ailure”. The
proceedingwaskeptsimilar to thesinglelink failuresimulations.In �gure 5.7wepresent
adescriptionof theresults.Eachrouteris classi�edby theimpactits failurehasontherest
of the network. Following the legendandcomparingwith the link failure classi�cation
in �gure 5.4, we seethat the impactof themostrouterfailurescanbe derived from the
failing links that connectto them. For example,if a routerhasonly egresslinks whose
failure doesn't changeBGP routing, thenthe routeralsodoesn't affect BGP routing as
well whenfailing. In addition,a routerfailurehasno impacton BGPif all of its egress
links only affect therouter'sBGPinstancewhenfailing. This is thecasefor routerF2and
its egresslink 57, becausethe failureof link 57 causesIBGP next hopchangesonly on
routerF2, which is declaredto be down andthereforedoesn't participatein the routing
processanymore. For the majority of the remainingroutershowever it is valid that the
degreeof changescausedby their failureis thesumof thedegreesof changesof its egress
links. Thatmeans,if any of theegresslinks causefor exampleanIBGP AS pathchange
whenfailing, thenthe routercausesthis changetoo whenit fails. Excludedfrom that
areagainchangeswhich only affect the routeritself, asit is the casefor routerH1 and
its link 35. We have seenin the last sectionthat a failure of link 35 forcedonly H1 to
changean AS path, andwe thereforedon't seeany AS path changeswhen router H1
fails. Fromthis it follows that,besidesof the“US AS” borderrouters,we describedthe
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Figure5.7: Impactof eachsinglerouterfailureon BGProuting

impact of eachsingle router failure on BGP routing in section5.3.2 already. The AS
borderroutersof coursepresentthemoreinterestingpart,sincetheir failurealsoaffects
oneor moreEBGPconnections.In table5.2 we list the BGP changesandthe number
of routersthat areaffectedwhenan individual borderrouter fails. From the left to the
right, thecolumnshavethefollowing meaning:Therouterthatfailed,theoverallnumber
of IBGP next hopchangeson theremaining“US AS” routers,theoverall IBGP AS path
changeson theserouters,theoverall next hopchangeson “US AS” externalrouters,the
overall AS pathchangeson theexternalroutersandlast thenumberof routersthatwere
affectedby thosechanges.In the last columnwe distinguishedIBGP from AS external
routers. First the numberof IBGP routers,thereafter, separatedby a slash,the number
of dummyAS routersaffectedby a change.On the �rst glancewe seethat router I3's
failuregeneratesa veryhigh rateof IBGP next hopchanges.This numberis greaterthan
the number of all BGProutesinstalledon all “US AS” routerstogether. From thatwe
canconcludethatsomeof theroutesmusthavechangedfor morethanonetime,andthat
possiblysomechangesweremadedueto OSPF-BGPclashes.To �nd out moreabout
possiblyredundantchanges,we �ltered our datain the way that we countedonly the
last changeof eachsingleroute. If this last changesetbackthe routeentry in the BGP
tableto thevaluesit hadbeforethe�rst change,thenall changesmadeto thatrouteentry
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router IBGPnext hop IBGPAS path ext next hop ext AS path aff routers
A1 89 6 6 0 32/2
B2 115 42 39 12 16/4
C1 22 0 6 3 7/2
D1 282 49 45 6 36/6
H2 204 10 45 0 36/6
I3 499 218 75 18 36/5
J3 40 0 20 0 8/4
K2 28 0 9 0 12/3
L3 66 4 21 0 36/5

Table5.2: Theimpactof singleºUSASºborderrouterfailuresonBGP

router IBGPnext hop IBGPAS path ext next hop ext AS path aff routers
A1 89 6 6 0 32/2
B2 33 0 3 0 9/1
C1 22 0 6 3 7/2
D1 107 9 11 0 36/2
H2 61 0 21 0 23/4
I3 15 0 0 0 3/0
J3 40 0 15 0 8/4
K2 28 0 9 0 12/3
L3 7 0 5 0 7/1

Table5.3: Thein effect impactof singleºUSASº borderrouterfailureson BGP

wereredundantandthereforehaven't beencounted.After the datawas�ltered, we got
the adjustedresults,listed in table5.3. We seefrom that tablethat the in effect impact
in two-thirdsof the casesis muchsmallerthanthe real amountof changesdepictedin
table5.2. Sincethat wasa quite surprisingresult,we alsochecked the changescaused
by the other, non-borderrouters. But differencesin the numbersof real and in effect
changescouldonly bedetectedonrouterD4. There,8 of 54IBGPnext hopchangeswere
redundant,therestof thechangeswereall necessary. Thequestionthatarisesfrom that
is: Canthehugeamountof needlesschangesandneedlessaffectedroutersbeexplained
by anOSPF-BGP-clash?Wecannotanswerthisquestionin detail,sincefor thatpurpose
an accurateobservationof eachOSPFandBGProutingchangeon all routerswould be
necessary. But we canestimatewherea clashis quite possible. To do so, we usethe
methoddescribedin section5.3.2. On thebasisof theOSPFconvergencetimeswe can



76 CHAPTER5. SIMULATING OSPF-BGPINTERACTIONS

0 5 10 15 20 25 30 35

0
10

20
30

40
50

OSPFv2 in US Topology with default protocol parameters

router numbers

tim
e 

in
 s

ec
on

ds
convergence time router down
convergence time router up

Figure 5.8: OSPFv2convergencetime in US topology, simulatingsinglerouterfailures

estimatewhich router failure may have causedan OSPF-BGP-clash.The convergence
times for eachsingle “US AS” router failure areshown in �gure 5.8. The routersare
numberedin theway thatthenumberingis conformwith theorderof thelabelsin �gure
5.7. As it is the casefor the single link failuresbefore,we seethat OSPFconverges
within a time period of 50 seconds. That meanson eachremainingrouter, two SPT
calculationsareexecutedat mostwhena singlerouterfails. Furthermorewe seethat the
OSPFconvergencetime aftera routerfailure lastslongerthan45 secondsfor routerB2
(5), D1 (11),D4 (13)andH2 (24),but it is lessthan45secondsfor routerI3 (28),J3(31)
andL3 (37). We thereforehave to assumethat thethreerouterslastmentionedrequired
only a singleSPTcalculationto updatetheir IP tableswith the correctnew routes. A
checkof the correspondinglog-�les validatesthis assumption.The checkalsoshowed
that neitherBGP changesweremadenor that BGP updatesweresentduring the OSPF
convergencephase.From that it resultsthat therewasno OSPF-BGP-clashwhenthese
routersfailedandthattheredundantchangesmustbetracedbackto anotherreason.For
therestof thefailure-scenarioswherewe couldobserve redundantBGProutingchanges
(failureof routerB2, D1, D4 andH2) wecannotsayexactlywhether, andif sohow much
of suchchangesweregenerateddueto a clash. But we canestimateanddeterminethe
numberof routersthatmightbehit. In section5.3.2wecalculatedthattheprobabilityfor
anOSPF-BGP-clashon a singlerouteris 16:6% if its OSPFinstancerequirestwo SPT-
calculations.After a closeranalysisof thelog-�les we couldisolatethoserouters.Table
5.4 indicatestheresults.For eachrouterwhosefailuregeneratedredundantBGProuting
changespossiblybyaclash,wedeterminedthenumberof routerswhereOSPFwasforced
to executea secondSPT-calculation(secondcolumn). Fromtheserouterswe calculated
the averagenumberof thosewho might be hit by a clash,supposinga probability of
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failing numberof routers possibleclashes possibleclashes
router calculating2ndSPT (estimated) (real)

B2 36 6 3
D1 24 4 2
D4 36 6 8
H2 9 1.5 2

Table5.4: Estimatedanddeterminednumberof routersprobablyaffectedby anOSPF-BGP-clash

16:6% (third column). At last we countedthe numberof routerswhoseBGP scanner
in factscannedthe IP tablebeforetheOSPFinstancecalculatedtheSPTfor thesecond
time (fourth column).Regardingtable5.4we noticeby far themostroutersthatscanned
the IP tableduring OSPF's critical routing phasewhenD4 failed. Thereforeit is quite
likely thatBGPreliedon incorrectIGP routing informationin thatsimulationrun. This
assumptionis substantiatedby a look into thecorrespondinglog-�le which revealedthat
4 of theaffectedrouterschanged7 BGProutesduringthecritical phase.Theother4 yet
changed2 routesafterall. Furtherinvestigationsyieldedthat theotherfailure-scenarios
not only hold considerablylessaffectedroutersbut their routersalsochangedlessroutes
during the critical time (between1 and5). If we assumenow that therewasin fact an
OSPF-BGP-clashafterrouterD4 hadfailed,thenits impactwasmarginal sincewe only
saw 8 redundantIBGP next hop changesof 54 altogetherasalreadymentionedbefore.
The remainingchangeswereall not redundant.Thusin caseof the failuresof B2, D1
andH2 we canassumethat the fraction of the redundantBGP routing changeswhich
werecausedby OSPF-BGP-clashesis negligible. It is even possiblethat noneof them
comefrom a clash,becausethequantityof thepossiblyaffectedroutersis too small.But
whataretheoriginsof thoseredundantroutingupdatesthen?To answerthisquestion,we
hadto dig into thedetailsof theOSPFandBGProutingtablesandto follow eachsingle
BGPupdatethatwasgeneratedafterthefailureof theconcernedroutersin theirparticular
simulationruns.Wehadto determinewhen,why andwhichupdateswereoriginatedfrom
whichrouter, “US AS” internalaswell asexternal,andwhatthey triggeredatwhich time
androuter to exactly explain the observed BGP routing behaviour. From thesedetails
we thencoulddeducethemechanismthat is behindit. But thecomplexity of this work
would make a descriptiongoing far beyond the scopeof this chapter. Anyway there
might be many reasonsfor the strangeBGP behaviour. It is for instanceremarkable,
thatall routerswhosefailurecausedredundantchangeswhich cannot, or just poorly be
explainedby OSPF-BGP-clashesareAS borderrouters.This might be an evidencefor
thepossibilitythattheredundantchangesarecausedby external(inter-AS) link failures,
sinceall AS borderroutersareconnectedto dummyASesvia thoselinks andwesimulate
routerfailuresby disconnectingthe routerfrom all of its direct attachedneighbors.On
theotherhand,beforewebeganourwork, theSSFNetprotocolswereimplementedto run
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in networks with statictopologies.Singlelink or even routerfailureswerenot allowed
for andasfar aswe know, it hadbeennever testedwhat happenswith the IP, TCP and
BGP protocol instancesif all connectionsto a particular router failed. But theseare
speculationswhichdeservemoreintensivestudy.

5.3.4 Futur eWork

Although we have seenthat AS internal routing changesmay have an impacton BGP,
we did not analyseto whatextendthis impactmayaffect theglobalrouting. It therefore
remainsfor futurework to analyseOSPF-BGPinteractionsin a morecomplex AS-level
network, wherea greaternumberof AutonomousSystemsis interconnectedamongeach
otherin amorecomplex waythanin our“US scenario”.In suchscenariosonecouldstudy
how farBGProutingchanges,causedby anIGP, dopropagateonAS-level, andwhatim-
pactthey inducein the ASesthey ingress.However it would be necessarythento also
usemorecomplex AS topologiesthanourdummyASes.In additionasinglecomplex AS
topologylikeour “US AS” revealsonly asingleaspectof link androuterfailureimpacts.
It remainsto correlateour resultswith OSPF-BGPinteractionsobservedin differentAS
topologiesto classifythedimensionof the impacts.On theotherhandtherearebesides
different topologies,different protocol implementationsand con�gurations too. It re-
mainsto explainwhetheror not theredundantupdateswehaveseen,areascribedto some
opaqueOSPF-BGPinteractionandhow farprotocolparametersandimplementationsare
involved in that. It is possiblefor exampleto reducethe probability of an OSPF-BGP-
clashby strongersynchronisingtheOSPFlink failure detectiontimeson theconcerned
routers.If we increasethesendingrateof theHello Packets(sayHello-Interval setto 1
second),the connectionfailuresweredetectedalmostsynchronously(seechapter4.2),
andthusa singleSPT-calculationcouldbesuf�cient on all OSPFroutersto calculatethe
correctnew routes.ConcerningBGPwe usedthedefault parametervaluesto con�gure
thevariousBGPinstances(seesection5.3.1).Othervaluesusedherecouldhave effects
onanOSPF-BGPinteractionandcouldprovidemoreinformationaboutthereasonfor the
redundantBGPchanges.Is for exampletheBGPconvergenceprocessdisturbed,if aBGP
instancedetectsa connectionfailurebeforeOSPFor thescannertimer detectsit dueto a
low BGPHold Time? Lastbut not leastthedifferentBGPimplementationsdeployedin
todaysInternetcandiffer muchin their routingbehaviour dueto additionalfeaturesand
conceptsdeviating from [1]. The SSFNetBGP implementation,which we usedin our
simulations,is quiteconformwith [1]. Thereforeanimplementationthatbettermeetsthe
behaviour of realworld BGP implementationscould provide morerealisticinformation
aboutIGP-EGPinteractions.
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5.4 Conclusion

In thecourseof thischapterwedrew upsomecausalesfor IGP-BGPinteractionsandde-
scribedthepossibleeffectsthatthosecausalesmaygenerate.Subsequentto thatwe used
anetwork simulatorwherewegeneratedanetwork consistingof severalASesto studythe
extent that theeffectsmayreach.Within a particularAS we createdsingle,independent
link androuterfailuresandwatchedtheir impacton theBGProuting insideandoutside
of thatAS. For thelink failureswe foundout thatalthough50%of theAS internallinks
causedBGP routechangeswhenfailing, mostof themonly generatedNEXT HOP at-
tributechangeson IBGP routersthathadno effect on AS externalrouting. Furthermore
dueto a denselyconnectedAS, only about10%of therouterswereon averageaffected
by thesenext hopchangesat eachof thoselink failures. A little minority of the failing
links alsocausedIBGPAS pathchangesor NEXT HOPattributechangesonroutersout-
sidetheAS. In addition,noneof theseAS externalnext hopchangesgeneratedAS path
changes.Althoughthebig amountof IBGP limited next hopchangescouldbeeasilyex-
plainedby theIGP shortestpathmetricchanges,however for theothereffectswe found
out that it is hardto predict their occurrence,sincethey aredeterminedby a wealthof
factors,like for instancethenetwork topology, thenumberandconnectivity of AS border
routers,the useof IGP metricsasMEDs andthe con�gured IGP link weights. An AS
pathchangefor instancealwaysimpliesa next hopchangebut not vice versa.Therefore
theremight belessAS pathchangesbut nevermorethannext hopchanges.Sowhenwe
seeonly a few next hopchanges,it is quitelikely thatthereareevenlessor noneAS path
changes.TheAS borderrouterstherebyplay animportantrole. It dependson their num-
berandtheir connectivity how many alternative egressandingresspointsanAS hasand
how many alternative AS pathsareadvertisedinto thatAS andprovided to otherASes.
A singleAS interior link failure thereforecanonly affect BGProutingoutsidetheAS if
thelink is partof a transitpaththroughthatAS. Thatmeansthelink failureforcesanAS
borderrouterto changearoutefor whichthisborderrouteris alsonext hopof oneor more
neighbouringASes.If severalASesusethesametransitpathor thetransitpathmakesnot
useof any interior link (theAS borderrouteris theonly hopon theway throughtheAS),
thentheprobabilityfor anexternalnext hopor yet AS pathchangeis little. A singleAS
interior link failurefurthermorecannotcauseanOSPF-BGP-clashsinceall OSPFupdates
sentinform aboutthesamelink failure,andthereforeeachOSPFrouteralreadyholdsthe
correctnew IGP routesafter the �rst SPT-calculationandprovidesBGP with incorrect
IGP routeupdatesatno time.
The impactof OSPF-BGPinteractionsweremoreextensive whensinglerouterfailures
weresimulated,but in mostcasestheireffectsdid not deviatefrom theeffectsthatsingle
link failurescaused.Thatmeansthatthey only causedBGPchangeswhich werealready
causedby thefailureof any of theirattachedlinks. This is obviousbecauseasinglerouter
failureis tantamountto thefailureof all of its egresslinks, andthereforeits impactis the
sumof all the effectsthat theselinks causewhenfailing. Sinceour link failure analy-
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sis didn't include inter-AS links, the impactof AS borderrouter failurescould not be
predictedin thatway. AlthoughweexpectedabiggerimpactonBGPthancausedby sin-
gle link or non-borderrouterfailures,the impactwasquitesurprising.We detectedthat
in somecasesthe router failure causedan unusualhigh rateof redundantBGP routing
changes,AS internalaswell asexternal. A total of two thirdsof theAS borderrouters
causedredundantchanges.Nearlyall of theAS pathchanges,internalaswell asexternal
were redundant.The numberof redundantnext hop changesin somecasesweresev-
eral timesover thenumberof in effect changes.Furtherinvestigationsyieldedthatonly
onenon-borderrouterfailure causedredundantBGP changes.But the numberof these
changeswaslittle andthey canpossiblyattributedto an OSPF-BGP-clash.Concerning
the affectedAS borderrouters,we could excludean OSPF-BGP-clashfrom the possi-
ble causalesfor the redundantchangesin half of the cases.For the restof thesecases
sucha clashcould be assessedto be quite unlikely for a reason. It remainsfor future
work to determinewhetherthe redundantBGProutingchangescanbeattributedto any
of theprotocolimplementationswe usedin thenetwork simulatoror whethertherewas
an OSPF-BGPinteractionthat we have not traced. In any casethe AS borderrouters
remaina weakspotin routing. Only if BGProuteson thoseroutersareaffectedby IGP
routingchanges,thechangesmaypropagatethroughaseriesof neighbouringASes.Oth-
erwisetheimpactremainslimited onthelocalAS.SinceBGPpre�xesareusuallylearned
from AS borderroutersagain,onecouldreducetheimpactof IGProutingchangesonthe
globalroutingsystemby connectingtheAS borderrouterswithin anAS via multiplepar-
allel paths.Thatmeans,if AS borderrouterRa learneda pre�x from AS borderrouter
Rb, locatedin thesameAS, via a shortestpathpc andpc becomesdisconnected,thenRa

mayswitchto a parallelpathpd connectingto Rb andhaving thesameIGP metricaspc,
without changingits next hopor AS path. Henceonecouldreducetheimpactof AS in-
ternallink or non-borderrouterfailureson theglobalroutingsystemto aminimum,if all
AS borderrouters,belongingto thesameAS, wereconnectedamongeachotherin that
way.
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Conclusion

In this work we studiedtheeffectsof couplingintra-domainroutingelementswith inter-
domainroutingusinga network simulator, consideringOSPFandBGPasexamples.An
interactionbetweenboth is alreadygivenvia IGP shortestpathmetricswhich arecalcu-
latedby OSPFandutilisedby BGP. Thecoreproblemof this couplingarethediffering
objectivesof OSPFandBGP. OSPFis anintra-domainroutingprotocolthatis intendedto
discovershortestpaths.BGPis aninter-domainroutingprotocolthatemphasisesreacha-
bility betweenASes.

The traditionalapproachto interactionbetweenthe protocolsis to deploy an update
triggeredhotpotatoroutingin BGPaccordingto [1] and[14]. However, AS transittraf�c
is oftenroutedsuboptimallythroughtheAS thatit traverses,sinceBGPis aninter-domain
routingprotocolanddoesnotprovideagloballyoptimalshortestpathroutingthroughan
AS.

ThereforeISPsmodernisedthis approachandextendedit by theexport of their IGP
metricsto theneighbouringASes[23]. This enablesASesto useoptimal ingresspoints
whensendingtransittraf�c toneighbouringASes.However, thisnow causesintra-domain
routing information, that was formerly restrictedto its AS, to spreadthroughoutother
ASes. Thereforelocal routing instabilitiescanpropagatethroughtheglobal routingdo-
main.

Usinga network simulatorwe showedthepossibilityof reachingOSPFconvergence
timesin therangeof milliseconds(seechapter4.2.4).However, thispresumed(a)changes
to OSPFarchitecturalconstants,(b) changesto theOSPFcon�gurationalconstants,and
(c) a homogeneousdeploymentof this modi�ed OSPFthroughoutthe AS. This signi�-
cantlyreducesthepossibilitythatintra-domainroutinginstabilitiespropagateoutsidethe
respectiveAS.

Moreover we examinedfailuresof links and routerswithin an AS (seechapter5).
First, we showed that, within the simulatedAS, the routing stability increaseswith the
level of interconnectivity betweentheAS-interiorrouters.Second,whentheinterconnec-
tionsbetweentheAS-interiorborderroutersareprotectedfrom failuresandchangedpath
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metrics,intra-domainrouting changesarenot propagatedoutsidethe AS anymore. We
suggestredundantconnectionswith equalIGP pathmetricsbetweenthe borderrouters
within anAS.

Eventually, thereis, on the onehand,a demandfor optimal routing. On the other
hand,resourcesin termsof routingtablememory, i.e. link bandwidthfor routingupdates
and routeprocessorcapacity, are scarceand thereforedo not allow a non-hierarchical
approachto routing. Our simulationsshowed that the current trade-off betweenboth
directionsare well performing. However, we expecta possibleimplementationof the
changessuggestedabove to show signi�cant performanceincreasesby effectively elimi-
natingtransientroutinginstabilities.
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