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ABSTRACT

One major challenge in communication networks is the problem
of dynamically distributing load in the presence of bursty and hard
to predict changes in traffic demands. Current traffic engineering
operates on time scales of several hours which is too slow to re-
act to phenomena like flash crowds or BGP reroutes. One possible
solution is to use load sensitive routing. Yet, interacting routing de-
cisions at short time scales can lead to oscillations, which has pre-
vented load sensitive routing from being deployed since the early
experiences in Arpanet.

However, recent theoretical results have devised a game theo-
retical re-routing policy that provably avoids such oscillation and
in addition can be shown to converge quickly. In this paper we
present REPLEX, a distributed dynamic traffic engineering algo-
rithm based on this policy. Exploiting the fact that most underlying
routing protocols support multiple equal-cost routes to a destina-
tion, it dynamically changes the proportion of traffic that is routed
along each path. These proportions are carefully adapted utilising
information from periodic measurements and, optionally, informa-
tion exchanged between the routers about the traffic condition along
the path.

We evaluate the algorithm via simulations employing traffic loads
that mimic actual Web traffic, i.e., bursty TCP traffic, and whose
characteristics are consistent with self-similarity. The simulations
quickly converge and do not exhibit significant oscillations on both
artificial as well as real topologies, as can be expected from the
theoretical results.
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1. INTRODUCTION

Internet Service Providers (ISPs) want to use their network in-
frastructure as efficiently as possible to maximise their revenues.
This encompasses the task of designing the network and optimis-
ing the routing system which is responsible for delivering the traffic
entering the network to its destination. In the context of IP net-
works, the latter task is referred to as traffic engineering (TE). TE
adopts the parameters of the routing system to the imposed traffic
demands, in order to achieve performance gains.

Over time, various TE methods have been proposed. Most pop-
ular among operators are approaches that either utilise MPLS tun-
nels [47] or solutions with optimised IGP link weights [45, 16, 41,
22, 18, 17, 12]. However, the disadvantage of these approaches
is that they are quasi-static: The optimal routing is calculated off-
line for a predicted or previously measured traffic demand matrix.
Obviously such schemata are not able to react to unpredicted traf-
fic changes or network events. To arrange for unforeseen sudden
traffic shift, network providers account for single link failures and
some traffic shifts in their optimisations [45, 18, 1]. In addition they
often combine traffic engineering techniques with overprovisioning
of their network infrastructure, or purely rely on overprovisioning.

Recently, TeXCP [21] and MATE [9] have been proposed as
promising dynamic TE solutions. These systems take advantage
of alternative paths in a network (e. g., MPLS multipaths). They
optimise network utilisation by adjusting the distribution of traffic
among the paths with the same ingress/egress nodes. These sys-
tems are not routing protocols per se; they rather operate on top of
an existing MPLS infrastructure. Accordingly they are referred to
as traffic engineering protocols [21].

This paper presents a new traffic engineering protocol, REPLEX,
which is applicable in a broader context than TeXCP or MATE.
In contrast to TeXCP and MATE, it is not restricted to MPLS-like
solutions but can be deployed on top of virtually any routing pro-
tocol. Moreover communication between the routers is favourable,
but not necessary.

Our protocol is derived from an algorithm that can be proven
to be stable and converge quickly in a game-theoretic model. The
algorithm assumes that the only action that a router can perform is
to change the traffic distribution among a set of equal-cost! routes
between an ingress/egress pair. Similar to TeXCP or MATE, these

IThroughout this paper, the term cost refers to quasi-static costs as
defined by an underlying routing protocol, e. g., OSPF link weights.
It does not encompass costs that change with traffic conditions.



paths are provided by an existing routing architecture.

Our algorithm specifies how a router should react to changes in
its traffic load, be they externally or the effect of another routers’
decision. In order to not reorder packets within a flow, which is
known to cause bad TCP performance [26], traffic splitting is done
on a flow-by-flow basis utilising the standard hashing technique [7].
To help the router with its decision about how to distribute the traf-
fic among the path, the router can gather measurement data about
the path itself, or, in addition, periodically exchange information
with other routers. While experiments indicate that this informa-
tion is helpful, in cases where such communication is not desired,
e. g., in an interdomain context, the algorithm still yields improve-
ments. In general, the communication overhead is low, as we use a
distance vector-like approach for distributing this information. The
method is therefore scalable even for large networks.

Our proposed system features a number of novel properties. The-
oretical analyses in a game-theoretic setting promise a quick con-
vergence speed and no oscillations. Our simulations support these
expectations under realistic conditions. Contrary to almost all other
papers proposing dynamic routing solutions, we impose a realistic
workload whose characteristics are consistent with self-similar traf-
fic, and which is thus difficult to handle due to the resulting traffic
bursts. The traffic demands are the results of heavy-tailed arrival
processes of Web-like downloads with heavy-tailed distributions
of the number of bytes and inter-download times. The Web-like
workload moreover implies that we do neither ignore the dynam-
ics imposed by TCP’s congestion control, nor its inherent feedback
to congestion in the network which interacts with any small-time
scale traffic engineering. The simulations furthermore confirm that
the communication overhead is low and that the system works even
if no communication is possible.

One of the convenient properties of the proposed system is that
it is generic with regard to the underlying routing architecture that
provides the routing alternatives, may they be OSPF, IS-1S, MPLS,
etc. Here, an interesting question is if the number of offered al-
ternative paths is sufficient to enable the algorithm to do its job,
or how many alternative paths are needed. Our experiments using
topologies provided by Rocketfuel [37] indicate that the available
number of equal-cost paths when using hop-count as distance met-
ric is sufficient.

The remainder of this paper is structured as follows. We discuss
related work in Section 2. The underlying game theoretic algorithm
and its analysis together with the derivation of the proposed algo-
rithm is presented in Section 3. The setup for our network simula-
tions featuring realistic workload is outlined in Section 4. Section 5
presents simulation results for simple topologies, which are used to
understand the principle behaviour of the algorithm as well as to
determine suitable parameter values. Section 6 analyses the algo-
rithms performance on topologies of actual autonomous systems as
determined by Rocketfuel. We summarise our contributions and
discuss future work in Section 7.

2. RELATED WORK

A great variety of publications exist on traffic engineering and
related areas [16, 47, 17, 45] such as traffic matrix estimation [34,
49, 40, 50]. Most of the TE methods frequently used within the
network operator community are offline methods: Network traffic
intensities are measured over some period of time (usually a few
hours); then these measurements are collected at a central point,
where a new routing (e. g., readjusted OSPF weights; [17, 18, 41]
and many others) is calculated. This new routing is then used the

network, and the network remains in the new state—unless a link
or a router fails, or the TE is re-run.

Such TE schemes are used by quite a number of operational net-
works, since they achieve good performance gains. By running
TE mechanisms multiple times per week or even per day, Internet
providers can react to long-term changes in traffic demands (e. g.,
day-of-week effects and to some extent circadian effects). Hao and
Ito even propose a mechanism for dynamically adjusting OSPF
weights [19]. However, changing weights too often increases the
number of times that the intradomain routing protocol has to con-
verge, and has an impact on the interdomain routing. During the in-
terdomain routing convergence time, albeit in the order of seconds
or milliseconds, routing loops and thus massive service degradation
can occur. Moreover changing IGP weights can result in changes to
the BGP routing [39] and thus affect other providers and potentially
be harmful to the global BGP stability.

Obviously, offline methods that are run once every few hours
cannot react to sudden traffic changes in real time. Such changes
can, e. g., be caused by BGP reroutes, flash crowds, malicious be-
haviour, and to some extent by diurnal traffic variations. Further-
more, while current TE can deal with network failures by pre-
computing alternative routings, it usually does so only for a limited
set of failures (e. g., explicitly via MPLS backup paths or implic-
itly [18, 1]). It thus may fail to anticipate certain failures, which can
lead to bad performance even when the network actually provides
enough capacity. Even a guaranteed worst-case behaviour [45] still
leaves room for improvement.

In the past, various methods for online traffic engineering, in
other words, routing protocols that react to changes in traffic de-
mands, have been proposed. The earliest approaches to such load-
adaptive routing were used in the Arpanet [23]. However, those
protocols have a strong tendency to oscillate; this is due to interac-
tions between the decisions made by the various routers. In today’s
Internet, one can presume an even higher danger of oscillations
when deploying a load-adaptive routing protocol: A large share [8]
of today’s traffic consists of TCP connections, which themselves
use end-to-end feedback loops in order to avoid network conges-
tion [30]. Thus a routing protocol reacting to load changes may
affect a large number of TCP connections, which results in inter-
actions between the feedback loop of the routing protocol with the
one used by the affected TCP connections. Hence, by reacting to
changes in the traffic demands, the traffic demands themselves may
change.

With all these issues in mind, network operators are sceptical
about employing load-adaptive routing protocols. Instead, they
use traditional offline TE techniques, combined with vast over-
provisioning of their network backbone infrastructure. While this
“brute-force” approach can indeed protect against potentially dis-
rupting changes in traffic patterns, it brings about the question
whether a currently overprovisioned network backbone can be used
in a more efficient way, thus allowing the operator to increase its
revenues without the need for costly upgrades to its hardware.

The reluctance of network operators to employ load-adaptive
routing in their network is amplified by the fact that most load-
adaptive schemes that have been proposed in theory (for an over-
view, we refer to [36]) require them to entirely replace their current
routing architecture with a new load-adaptive one. To remedy this
aspect, approaches that allow automatic online traffic engineering
on top of an existing traditional routing infrastructure have been
proposed. Among these are MATE [9] and TeXCP [21]. Both sys-
tems represent approaches similar to ours, in that they are not rout-
ing protocols, but traffic engineering protocols [21]. They split traf-
fic amongst multiple paths that an underlying routing architecture



has established between the same pair of edge routers (the authors
suggest MPLS tunnels), and adjust the splitting ratio dynamically
depending on the traffic. In contrast to TeXCP and MATE, the
system we propose is not restricted to path-centred (i.e., MPLS-
like) scenarios. Not only is there a large number of ISPs who do
not use MPLS, but also there are known issues with MPLS paths
across AS boundaries [29]; therefore these TE protocols are not
suited as interdomain TE protocols. Moreover our approach allows
greater scalability for large networks, since the communication cost
incurred at each router is only linear with the number of inter-
faces times the number of destination prefixes, while for MPLS-
like solutions it is quadratic with the number of edge routers. Fi-
nally, an evaluation of their systems’ behaviour under realistic traf-
fic load, containing TCP feedback loops and bursts caused by the
self-similar nature of Internet traffic, has not been performed yet.

The Traffic Engineering extensions for OSPF routing (OSPF-TE
[22]) allow the routers to inform the network not only about avail-
ability and costs for each link, but also provide a framework to
broadcast traffic conditions for each link. Considering that OSPF
is a link-state protocol, one can expect a sizable increase in com-
munication due to periodically broadcasting traffic conditions for
each single link. The system that we propose is expected to scale
better than OSPF-TE, since it aggregates information for paths in a
distance-vector like fashion. Moreover our approach does not pre-
scribe the operator to use OSPF; rather it can even be deployed on
top of routing protocols such as BGP/MIRO [48] across AS bound-
aries for the purpose of interdomain traffic engineering.

The theoretical background of our algorithm is described in [13,
14, 15]. Therein, a very similar policy is analysed in what has be-
come known as the Wardrop model [4, 35, 46]. Ragunathan et al.
analyse the performance of STARA routing protocols and propose
various Wardrop-based improvements, most notably PSTARA [31,
32, 36]. The authors focus on mobile networks where network sizes
are small; realistic traffic workload and TCP issues are not consid-
ered. Liu and Reddy analyse a similar adaptive mechanism [27] in
a multihoming scenario [27].

Adaptive routing policies have also been studied from the per-
spective of online learning, where one aims at minimising the regret
which is defined as the difference between a user’s average latency
over time and the latency of the best path in hindsight (see, e. g.,
[2, 6]). Analyses of the convergence time for selfish load balanc-
ing problems in discrete models have been performed mainly for
simple networks consisting of parallel links [10, 5].

3. METHODOLOGY

In this section we introduce our load-adaptive multipath rerout-
ing algorithm. We start from a simple rerouting policy in a game
theoretical model which can be proven to quickly converge to a sta-
ble state. This model assumes that a set of agents is located at the
ingress of the network, each of which manages the path for a small
amount of traffic headed towards some destination. Each agent has
full control over which path its traffic takes and uses this control to
minimise the latency that its traffic will sustain.

Subsequently, we adopt this algorithm from an artificial setting
to an algorithm that is deployable in networks with a traditional
IP routing infrastructure. We assume that path alternatives exist
(such as in OSPF equal-cost multipath), but that the router may not
necessarily have control over the path the packets will take beyond
the current router. The optimisation TE goal may also differ from
minimising latencies.

3.1 A Game Theoretic View

The algorithm we present in this section is built upon the foun-

dation of a well-known game theoretic model, the Wardrop model.
A rigorous analysis in this model proves convergence even with
stale information and yields polynomial upper bounds on the time
to reach approximate equilibria [13, 15]. Note, that the algorithm
presented in this section cannot be directly used as a routing policy
in a real-world IP network. Rather, its serves as a starting point for
the scheme we devise in Section 3.2.

In the Wardrop traffic model [46], one assumes an infinite num-
ber of selfish agents each of which wants to send an infinitesimal
amount of traffic (called flow) through a network G = (V,E). Each
agent belongs to a commodity i from a set [k] = {1,...,k} specified
by a source s;, a sink #; and a total flow demand d; that is to be
routed from s; to #;. The total flow demand d; can be interpreted as
the number of agents belonging to commodity i. We normalise the
demands such that } ;- ;d; = 1. Each agent can choose the path for
their flow from a set &; of paths connecting s; and #;. The path an
agent picks is also referred to as their strategy, and &7; is therefore
the strategy space of commodity i. By & = Uil Z; we denote
the set of all possible routing paths. An assignment of agents, or,
equivalently, traffic, to paths induces a flow vector (fp)pc 4. This
flow assignment in turn induces latencies on the edges.

For e € E, let f, =Y ps. fe denote the flow on edge e. Then
the latency of edge e is given by the value of the respective non-
decreasing latency function {.(f,) and the latency of a path P is
then {p(f) = agg,cp{lc(fe)} where agg is some aggregation func-
tion. In the Wardrop model, agg is typically assumed to be the sum
which is appropriate if ¢ denotes latency. If ¢ denotes any other
metric like link utilisation, agg can also be the maximum or some
other function. In the following, when f is clear from the context,
we omit f as an argument to /.

In picking a routing path P € &2, the agents strive to minimise
the latency they sustain. From the game theoretic perspective, one
is usually interested in equilibrium solutions, i. e., an assignment of
agents to paths such that no agent has an incentive to deviate from
the path it is assigned to. This notion is formalised by the solution
concept of Nash equilibria, also referred to as Wardrop equilibria
in this model.

DEFINITION 1. A flow vector f is at a Wardrop equilibrium if
for each commodity i € [k| and each path P € ; with fp > 0 it
holds that Lp(f) < Lp/(f) for all P' € 2.

Wardrop equilibria are meaningful in a competitive scenario
where each agent strives to minimise their own latency selfishly.
In contrast, the operator controlling an autonomous system (AS) is
usually interested in obtaining a system optimal flow minimising
the total or average cost £( f) = Yocg fole(f.) without any need for
“competition” among its network components. Let us remark that
system optimal flows are Wardrop equilibria with respect to mod-
ified latency functions. More precisely, a flow at Wardrop equi-
librium for so-called marginal cost [4] latency functions h.(x) =
(x-Le(x)) % is known to be system optimal for the original latency
functions /.. Note, that for linear latency functions without offset,
i.e., £o(x) = ac - x, we have ho(x) = 2a, - x = 2{,(x) implying that
Wardrop equilibrium and optimum coincide.

We are considering the Wardrop model in a dynamic, round-
based variant. Here, agents are activated every T seconds and are
then allowed to change their path simultaneously. An interesting
question is then whether agents can distributedly and jointly learn
a Wardrop equilibrium quickly. The main problem here is to avoid
oscillation. To illustrate this, consider the natural policy where
agents migrate to a path with minimal latency whenever they are
activated. Such policies are generally referred to as best response
policies. However, best response policies lead to greatly increased



congestion on the optimal path at the end of a round and cause os-
cillation effects subsequently. Hence, our rerouting policy must be
more careful. The so-called (a-f )-exploration-replication policy
presented in [13] is designed to avoid oscillation and finds approx-
imate equilibria quickly. This policy is simple, easy to implement,
and requires only local knowledge.

Informally, our policy as performed by all agents in parallel, can
be described as follows: At regular intervals an agent samples an-
other path applying one out of two sampling techniques: For uni-
form sampling, which is executed with only a small probability,
every path is sampled with uniform probability. This sampling step
guarantees that every path has strictly positive sampling probability
and is consequently responsible for an exploration of the strategy
space. For the second sampling technique, proportional sampling,
the probability of sampling a path is proportional to the fraction of
agents already using it, i. e., the popularity of a path is taken as an
indicator of its quality, and agents using good paths are more likely
to be imitated. Proportional sampling is thus responsible for repli-
cation of paths with small latency and will thus “boost” successful
strategies. It can indeed cause the flow on such a path to grow expo-
nentially fast. Having sampled a path Q, the agent must eventually
decide whether or not they want to migrate from their old path P to
Q in a migration step. Again, the decision is randomised. Indeed,
the migration probability is sensitive to the relative latency gain
that can be achieved by switching from P to Q. More precisely, the
migration probability is max{0, %} where o is some parameter
that can be interpreted as a positive offset added to all latency func-
tions to prevent the migration probability to become overly large if
Lp (and also £¢) are close to zero.

More formally, our policy can be described in the following way.
In every round, every agent is activated with probability A. Each
activated agent performs the following two steps (consider an agent
in commodity i, currently assigned to path P € &):

1. Sampling. With probability f perform step (a) and with prob-
ability 1 — B, perform step (b).

(a) Uniform Sampling. Pick a path Q € Z2; with probability
1/|Zil.

(b) Proportional Sampling. Pick a path Q € &; with prob-
ability fo/d;.

2. Migration. If Ly(f) < £p(f), migrate from P to Q with prob-
-

ability 72

The adaptive migration rule ensures that small latency gains only
cause a small migration rate. This is necessary to avoid oscilla-
tion. However, the migration rate also depends on the choice of the
parameter A which consequently determines whether or not oscil-
lation can occur. Its value has to respect the steepness of the latency
functions. This is made precise by the following theorem which is
(in a slightly stronger version) proved in [13].

THEOREM 1. Ifthe latency functions are polynomials of degree
d and \ < c/d for a suitable constant ¢ > 0, the (a.-f )-exploration-

replication policy converges towards a Wardrop equilibrium if B <
minpe » £p(0)+0L

R R ) where L is the maximum length of a path.

This theorem can actually be generalised to latency functions with
finite first derivative. While this ensures convergence in the long
run, in order to give a bound on the time of convergence we need to
define approximate equilibria. Let £( f) denote the average latency
of all paths and let Z;(f) denote the average latency of paths in

commodity i. We say that a flow is at a (8,€)-equilibrium iff for

every commodity i € [k], € agents use paths with latency at least
Gi(f) +8-0(f) and Licf& < €. It can be shown [13] that for
suitable choices of parameters, the (o.-p)-exploration-replication
policy reaches a (,€)-equilibrium in time

ﬁ( 2d 2 Ogdr?axf-g(.f)) )

€28 ming £(f)

where d is again (a generalisation of) the degree of the polyno-
mial latency functions. We believe that these positive results are
a strong indication that a load-adaptive rerouting algorithm based
on this selfish rerouting policy can perform well in practice. In the
following section, we develop such an algorithm.

3.2 Wardrop routing in an IP network

The Wardrop model is suitable when the number of agents is in-
finite, the agents have full control over their traffic and easy access
to the current latency of the paths. Obviously, none of these is true
in real-world networks such as the Internet. In the following we
address all of the aforementioned issues and show that a variant of
our Wardrop policy can yield a practical algorithm.

3.2.1 Delegation of Decisions

The first major problem is that agents normally do not have con-
trol over the path their packets take in real-world communication
networks. Usually, the end points of a communication stream are
located at the periphery of the network, and are typically connected
to the network by only a single link, e. g., Ethernet or DSL. Rather,
it is the routers that are responsible for choosing the path along
which the data packets are sent. In most cases however, not even
the routers can choose a path as a whole: Apart from cases where
tunnels such as MPLS are being used, a router can only determine
the next-hop node on the way to the destination. Moreover, in nor-
mal IP routing this decision is solely based on the destination of a
packet while other header attributes (e. g., the source) are neglected.
In this section we describe how agents (end hosts) delegate rerout-
ing decisions to adjacent routers, which make partial decisions and,
in turn, delegate further decisions they are unable to carry out them-
selves along the path.

Consider a router r lying on a path s ~» r ~» ¢ from s to t. There
may exist several paths from r to . Applying our Wardrop rerout-
ing policy, router r aims at distributing the traffic from s to ¢ evenly
among these paths. However, r does not know about all of these
paths, but merely knows a set of possible next hops of routes for
destination ¢ denoted by N(r,¢). In practice, these routes can be
manually configured, or they are obtained from an underlying rout-
ing protocol such as OSPF as equal-cost routes.

In order to control the traffic balance, the router maintains a set
of dynamically changeable weights w(r,z,v;) for every target ¢ and
possible next-hop router v; € N(r,¢). For every target t we nor-
malise the weights such that we obtain Y., cy . w(r,t,v;) = 1. For
the time being, let us interpret w(r,z,v;) as the exact fraction of
traffic routed from r to ¢ via v;.

From the perspective of an agent at source s, the routing decision
made at intermediate node r influences only the performance of the
path section from r to ¢t whereas the performance of the section
from s to r is fixed. In order to make the routing decision, » must
gather traffic information about the set of paths between r and 7.

On the other hand, r cannot control which one of the possible
paths a packet will take once it has been forwarded to one of the
v;’s. Thus, r cannot exploit exhaustive information about all possi-
ble paths. Consequently, we use only aggregated information about
the possible paths from next-hop v; to destination . We now de-
scribe how router r can gather this information simply by perform-



ing measurements of the adjacent links (7, v;) and exchanging mes-
sages with its peer routers v;. This information exchange resembles
a distance vector routing protocol.

Since r cannot influence a packet’s path beyond any neighbour
v;, the decision whether to send the packet via link » — v; is based
on the expected latency L(r,t,v;) for the path » — v; ~ t. Router v;
can keep r informed about the expected latency of its paths v; ~» ¢
by periodically sending messages. But how can r use these values
to compute L(-)? Let us consider the case that agg is the sum, and
let Z(x,y) denote the set of paths between node x and y. Then r’s
valuation L(r,t,v;) of the next-hop node v; for destination 7 is

L(r,t,vi) i= Ly, + Z
PeP(vit)

wp-Up

where wp is the weight of path P, i.e., for P € & (uj,u;), we have
wp = Hll;ll w(uj,t,uiy1). The measurement value of the next-hop
edge ¢,,, can be evaluated at r. Let us now specify the information
that router v; sends to r. We define

A(vi,t) = Z wp-lp .

PEP(vit)
‘We then obtain
Aviit) = Y wlituy) Y, wee (byu, +Cp)

u;eN(vit) PEP (ujit)

= Z w(vist,uj) | Lo, + Z wp-Llp
u; EN(vi,t) PEP(uj )

= Z W(Vi,f7btj)'L(Vi7tauj) )
quN(V,’,Z)

where the first equality is the definition of /p, the second holds
because £y,,; does not depend on P and the weights sum up to 1,
and the third equality holds as it uses the definition of L(-,-,-).

To summarise, the value A(v;,7) is computed at v; and sent to r at
regular intervals, after which r can update L(r,t,v;) = £y, +A(vj,1).
A(vj,t) can be interpreted as condensed information about the per-
formance of subsequent path sections. Note that we are using the
fact that L(v;,,u;) is already defined for all v; € N(7) and u; €
N(v;,t) when computing L(r,7,v;). This corresponds to the infor-
mation being propagated backwards along a path.

For every ¢, the size of such a message contains the identifier of
¢t which is typically an IPv4 prefix of 32 + 5 bits plus the value of
A(vj,1) itself. Allowing 11 bits for this value, the total size of the
update message is 6 bytes per best-cost destination in the routing
table of v;. For IPv6 prefixes, this value triples to 128 +7 + 11 bits
< 19 bytes. Even if one assumes an extreme “worst-case” scenario
where information about 200,000 IPv6 prefixes is exchanged ev-
ery two seconds, the resulting communication is only 1.8 Mbytes/s.
Compared to today’s link capacities of 10 Gbit/s and more, this
value is small (< 0.2%). It can be reduced even further by iden-
tifying prefixes for which no multipaths exist.

Based on the values stored in L(rt,-), router r can adapt its
weights w(r,z,-) over time and distribute the traffic of this demand
(from various sources to the same sink #) as evenly close to the
weights as possible. The next section explains how this split can
performed in practice.

3.2.2 Randomising vs. Hashing

A natural way of distributing traffic according to some weights
w(r,vi,t) is to use simple randomisation, where each weight is in-
terpreted as a probability. However, this probabilistic routing ap-
proach has the drawback that packets headed towards the same des-

tination may take different paths—a bad decision. Even though the
expected latencies along each path may be the same, the actual la-
tencies can differ. Thus packets can overtake each other, which
results in packet reordering at the destination. Since TCP treats
packet reordering in the same manner as it treats packet losses,
probabilistic routing can seriously harm TCP performance [26].

Therefore we “roll the dice” not per-packet but rather per-flow
by applying the well-known technique [7] of using a hash function
h:V xV —[0,1] mapping each packet based on its source and des-
tination address to some value. For every destination ¢, we partition
the interval [0, 1] into sections of size w(r,#,v;) and label each in-
terval with the corresponding next-hop node v;. Whenever a packet
from source ids and destination id; arrives, it is forwarded to the
node associated with the interval containing A(ids, id; ).

As long as the weights are constant, we can thus be sure that
no packet reordering occurs. Whenever weights are shifted, this
causes a fraction of the traffic to be rerouted, possibly causing
packet reordering. Hence, the time interval at which weight shifts
occur should not be smaller than the time it typically takes for TCP
to recover from packet losses. Note that if there is a range of hash
values that are systematically more popular than others, be it by
accident or due to an adversary, this causes our weight shifting pro-
cedure to decrease the corresponding weight accordingly.

3.2.3 Measuring Performance

In Section 3.2.1 we have assumed that every router r is able to
measure ¢ for all outgoing edges {r,v;}. With an acceptable com-
putational effort we can measure the following values during each
time interval: the number of packets sent and dropped (due to link
overload), the number of bytes sent and dropped, and the average
queue length. From this information we can, e.g., compute the
following two metrics:

1. The latency as the sum of the (constant) propagation delay
of the edge plus the (variable) queueing delay. Obviously,
latency values are additive along a path.

2. The link utilisation. Let b denote the bit rate of an interface,
T the length of the measurement interval, and let n denote the
number of bytes sent within this interval. Then we compute
the link utilisation as % We define the utilisation of a path
to be the maximum utilisation of a link in the path, i.e., the

aggregation function agg is the maximum.

Different applications require optimisation of different parameters.
Applications like voice over IP require small latency, accessing files
requires large throughput, and a typical goal of an ISP doing traffic
engineering is to minimise the maximum utilisation of an edge in
the network. In this work, we focus on the latter. Let us remark that
in this case, Wardrop equilibria with respect to link utilisation are
also optimal from the ISP’s point of view. Note, however, that our
algorithm can cater for other metrics as well.

Internet traffic is known to be very bursty [28]. Therefore, traffic
measurements made within a short time interval are not very re-
liable. To this end, instead of using the measured values directly,
we use an exponential moving average (EMA). More precisely, if
(r,v) is our current metric value for link (r,v), and we measure a
value of £, then we update the value of 7 (r,v) in the next round to
be (r,v) — M L+ (1—=m)2(r,v).

3.3 The REPLEX Algorithm

Combining the techniques presented in the previous subsection,
we now present the protocol which is run on each individual router
that participates in a network optimised by our algorithm. Since



Algorithm 1 Main loop of the REPLEX-algorithm

1: initialise an empty message M

2: for every destination ¢ in the routing table do

3:  for all next-hop nodes v € N(r,7) do

4: measure performance ¢,

5 (r,v) —n Lo+ (1 —=M)(r,v) // calculate EMA
6 L(r,t,v) < agg(lr,,A(n,1)).

7:  end for

8 avg — Loen(ryw(nt,v)-L(nt,v)

Append (r,avg) to M

10: end for

11: send M to all neighbours v who store it in A(r, )
12: call procedure ADAPTWEIGHTS (Algorithm 2)

Algorithm 2 Procedure ADAPTWEIGHTS

1: for every destination ¢ in the routing table do

2: w(nt) —w(nrt).

3:  for every pair of next-hop routers vi,v, € N(r,7) do
4 if L(r,t,v1) > L(r,t,v) +¢€ then

5: d—A ((1 —B)w(rt,i)+ ‘N(Br.t)\> L(rz-(k;:z),vlL)S:é‘VZ)
6 w(rt,vy) —w(rt,vy)—8

7 w (rt,vp) — w (rt,vy) +8

8 end if

9:  end for
10:  setw(rt) < w(rt).
11: end for

it is derived from the exploration-replication policy, we name our
algorithm REPLEX which sounds better than EXREP. Recall that
a protocol implementation has to address several tasks: Foremost,
it needs to calculate the weights w(-). For this, measurements £.
on the router’s link queues are necessary. These are combined with
the information A(-) that is received from neighbouring routers. Fi-
nally, it has to compute the information L(-) which it then sends
to its neighbours. In order to perform above computations, each
router 7 maintains the following arrays::

{(r,v): The EMA of the measurements for link (7,v).
L(r,t,v): metric value for destination ¢ using next hop node v

A(v,t): The average measurement value that next hop router v has
announced for destination 7. This array is updated whenever
update messages from neighbouring routers are received. It
is initialised with values that are neutral w.r.t. agg(-,-).

w(rt,v): Current weight of route r — v~ ¢ for destination ¢

In the router’s main loop, which is executed every T seconds, these
values are updated and sent to the neighbouring routers, as de-
scribed in Section 3.2.1. Algorithm 1 describes the procedure in
more detail.

At the heart of the algorithm we have the actual weight adaption
procedure described in Algorithm 2. For every pair of next hop
nodes, this procedure computes the migration rates (line 2) similar
to the policy described in Section 3.1. The computed rates are then
migrated by shifting the corresponding weights.

3.3.1 Parameters

In the following we describe the static parameters of our algorithm.

update period length 7: The length of the interval at which the
main loop is executed.

weigh shift factor A: This parameter determines the weight shifted
in one round. The ratio A /T controls the convergence speed
of the algorithm. Oscillation effects and congestion control
feedback loops of affected TCP connections limit the maxi-
mum convergence speed we can achieve.

EMA weight n: Decreasing the weight of the exponential moving
average makes the algorithm less sensitive to the effects of
bursty traffic whereas choosing it too small increases the time
until the algorithm realises the effects of rerouting decisions.

virtual latency offset o.: This virtual offset is added to all path la-
tencies L(r,7,v) making the algorithm less sensitive to small
differences when the metric is close to 0. (For a detailed dis-
cussion, see [13].)

improvement threshold €: The parameter € can be considered a
damping factor. Projected weight shifts that are smaller than
€ are not carried out; thus we can ensure that weights are
only shifted if the change is substantial.

exploration ratio $: This parameter determines the ratio between
exploration and replication. If B is too small, currently un-
used paths may not be detected by our algorithm. On the
other hand,  should not be too large since this can result
in excessive growth of a flow if fp is close to zero. (For a
detailed discussion, see [13].)

Our simulations show that the performance is largely independent
of the choice of o, €, and B as long as these are chosen within rea-
sonable intervals. We find oo = 8 =& = 0.1 to offer a good trade-off
between the effects described above. The more sensitive parame-
ters that influence the performance most are 7, A, and 1. Accord-
ingly, we explore this parameter space in Section 5.1 in more detail.

4. SIMULATION SETUP

For our simulations we use the toolkit SSFNet [33] as it encom-
passes the features that we need: a full TCP implementation, flexi-
ble workload generators, complex topologies, and support of mul-
tiple routing protocols (including OSPF, MPLS [24], BGP). Fur-
thermore it is possible to run complex simulations lasting for mul-
tiple hours of simulated time with hundreds of clients and tens of
routers in reasonable computation time (less than 1/2 hours) and
with thousands of clients and hundreds of routers in not quite rea-
sonable computation time (multiple days).

The purpose of the simulations are twofold. On the one hand
we use them to determine good parameters for the algorithm. On
the other hand we want to understand the behaviour of the system
both in simple scenarios as well as more complex ones. Accord-
ingly, we consider various topologies ranging from simple four-
node graphs to complex intra-autonomous system topologies such
as those provided by Rocketfuel [37]. The specifics of the topolo-
gies are discussed when we present the results. However, the prin-
ciple workload and routing setup is the same across all simulations
and summarised below.

Within each simulation run we distinguish two phases: a startup
period which lasts 500 seconds and an evaluation period during
which we study the performance of the algorithm. The startup pe-
riod is used to setup the underlying routing system and to enable
the workload generator to reach a “stable” state.

4.1 Routing

As a traffic engineering protocol, our algorithm relies on an un-
derlying routing system. For simple examples, we choose to install
the routing manually; for more complex scenarios, we use OSPF
routing. The computation of the routes only takes a few seconds.



Figure 1: A set of HTTP servers is connected to a set of HTTP
clients via two different routes (r,v,v3) and (,v2,v3).

Information contained in the Rocketfuel maps also comprises in-
ferred IGP weights. These weights are presumably the result of a
traffic engineering process. As we do not know the traffic matrix
underlying the TE process, we cannot use these IGP weights. In-
stead we use uniform OSPF weights, resulting in hop count as the
distance metric. Using hop count increases the number of equal-
cost paths when compared to routing based on, e.g., weights in-
ferred from Rocketfuel measurements. Therefore it provides the
algorithm with more flexibility.

4.2 Realistic workload

To account for the bursty nature of traffic on the Internet [28]
and the fact that most traffic on the Internet is still using TCP [8],
we choose to generate our workload using the Web workload gen-
erators of [42] and [33]. Both use a workload model similar to the
one imposed by SURGE [3] or NSWeb [43], which generate TCP
traffic with realistic properties [11]. To increase burstiness, we dis-
able the use of persistent HTTP connections [25]. Both generators
simulate Web users that read a Web page, then are idle for some
time before reading another Web page, etc. Therefore one has to
allow the system to reach its equilibrium during a startup period,
where all clients are started at random times (to avoid synchronisa-
tion effects) after the route computations have finished and before
the startup period ends. Like the timeouts, the simulated file sizes
are also heavy-tailed and thus yield many short flows, as well as a
significant number of long-lasting flows.

We note that alternative approaches, such as replaying a pre-
recorded trace, do not suffice, as they do not account for interacting
feedback loops. After all, the self-adjusting traffic engineering pro-
tocol as well as other control loops, foremost TCP, both react to
congestion. Therefore it is crucial to investigate potential interac-
tions of TCP’s congestion control feedback loop with the actions of
our TE protocol.

4.3 Client/Server location

For the Rocketfuel-based simulations, we install workload clouds
containing some number of clients and servers at every border and

Figure 2: The Rocketfuel topology for EBONE (AS 1755, .r0
map) consists of 172 routers.

every access router. The number of clients and servers in each
workload cloud is linear to the degree of the respective router. This
model assumes that well-connected POPs with many routers can be
expected to account for a larger share of the traffic then less well-
connected POPs. To be more specific, we install 30 clients and 3
servers for each link.

In order to add variability to the experienced RTT values [11],
we randomise the link delay for each client and each server. They
are chosen uniformly from the interval [0,60]ms for clients and
[0,25] ms for servers. The bandwidth of each end-host is 40 Mbit/s.
Since Rocketfuel estimates only link latencies but not link band-
widths, we use the former in our simulations while the latter have
to be chosen manually. As TE is most effective in a network where
the bottleneck is in the backbone and not at the periphery, we sim-
ulate an underprovisioning network and set the link bandwidths of
the links between routers to 10 Mbit/s.

4.4 'Traffic Demands

In all of our simulations, the request distribution between Web
clients and Web servers and therefore the traffic demands are uni-
formly distributed, i.e., at all times each client chooses the Web
server hosting the next Web page to be downloaded uniformly, re-
gardless of their location. Our workload demands are thus con-
structed to reflect the traffic matrix model of Zhang et al. [50].

In order to determine the traffic load imposed by such traffic de-
mands in an extremely fast and overprovisioned “ideal” network,
we examine the results of a simulation in which all pairs of work-
load clouds are connected directly by vastly overprovisioned links
with minimal delays, and not via a network backbone. Naturally
this shifts the network bottleneck from the network core to the net-
work edge. In this scenario, the application layer bandwidth con-
sumed by each client is 21 kBytes/s when averaged over the entire
simulation time; the median throughput when downloading Web
objects however is 47 MBytes/s. This large discrepancy indicates
the burstiness of the generated traffic.

4.5 Traffic Engineering Algorithm

After 500s, the startup period ends and the evaluation period
begins. To simplify our notation, we completely ignore the startup
period and define the time at # = 0 to be the beginning of the evalua-
tion period. The evaluation period is used to study the behaviour of
the TE algorithm. Accordingly, the TE instances at each router are
now started. Similar to the Web clients, the TE agents start at ran-
dom times to avoid synchronisation effects. This happens during
t € [0,1] s distributed uniformly across the interval. If communi-
cation between routers is enabled, they establish TCP connections
to their neighbours in order to start exchanging traffic information.
Initially, all route weight settings are neutral; this guarantees an
equal traffic distribution among the available equal-cost routes.

When the algorithm starts, the route weights are still at their un-
biased uniform setting (i. e., each inversely proportional to the num-
ber of same-cost routes to its destination), and have not yet been
optimised. Thus the time at which the TE instances are started
can be seen as a situation in which a drastic traffic change previ-
ously has caused a sudden large-scale readjustment of (almost) all
weights—which our algorithm now needs to mend.

In all our simulations we chose link utilisation as the metric to
optimise, since it is presumable the most popular traffic engineering
goal. Note that our software allows to optimise other goals as well
(e. g., minimise latencies).

S. ARTIFICIAL TOPOLOGIES

The theoretical background of the algorithm indicates fast con-
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Figure 3: The above plots show how weights are adapted for two routes with speeds 10 Mbit and 100 Mbit over time. The optimal
weights for this scenario are 1/11 and 10/11, respectively. For various values of A, 7, and 1 the above plots show the weights for
two different routes over time. For every choice of parameters, we have two plots of weights, one for each route. We observe that

oscillation vanishes as 1, = 1. /T decreases.

vergence. But as this analysis cannot take real world factors into
account, e. g., interactions with the feedback loop of TCP conges-
tion control, we now evaluate its performance under realistic work-
load conditions but on simple topologies. This helps us to tune the
various parameters of the algorithm as well as evaluate the impact
of communication on the behaviour of the algorithm. Furthermore
we check how the algorithm reacts to traffic shifts.

5.1 Choosing the Rerouting Speed

To avoid oscillation effects, we have to judiciously choose the
time interval 7', which specifies how often a router can shift traf-
fic, and the amount of flow A that the router can shift at any one
time. Furthermore, we need to pick the exponential moving aver-
age weight 1 in a way that the algorithm can react quickly enough
but does not overshoot.

We start with the topology depicted in Fig. 1 consisting of four
routers and focus on the traffic from r to v3 with its two alternative
paths, one via v; the other via v,. The router r distributes traffic sent
by a set of HTTP servers connected to it to a set of HTTP clients
that are connected to our sink router v3. Router r has two possible
routes (r,v1,v3) and (r,vp,v3) to distribute its traffic to v3. Our
algorithm splits the traffic between the routes by assigning each one
a weight. To study the capabilities of the algorithm to move from a
uniform traffic distribution which corresponds to equal weights (the
initial setting) to an unbalanced (but optimised) traffic distribution,
we configure different bandwidths for each path. Links (r,v;) and
(v1,v3) have bandwidth S; whereas links (r,v5) and (v,,v3) have
bandwidth S,. Therefore, the optimal weights for the two routes
are S1/(S1+S2) and S /(S| +S2). Note that in this scenario, we

can safely disable communication between the routers: Router r is
able to measure link utilisation on its directly connected links, and
moreover there is no cross traffic.

We start with §§ = 10Mbit and S, = 100 Mbit and a workload
imposed by 40 HTTP servers (on end-hosts connected to r) and 40
clients (connected to v3). Obviously, the optimal weights for this
scenario are 1/11 2 0.91 and 10/11 & 0.09. Fig. 3 shows how our
algorithm adjusts the weights at » during the evaluation period, for
different choices of A, T, and 1. We observe that for all choices
of A and T, the weights (averaged over time) computed by our al-
gorithm is close to the optimal values. Yet, for large values of A
and small values of T, the weights oscillate rather heavily around
their optimal weights. The critical parameter value is A := A /T.
As this value decreases, both amplitude and frequency of the oscil-
lation decrease until the oscillation vanishes (almost) completely.
The simulations are in good conformance with theory.

The top row of Fig. 3 shows two extreme cases: For T = 8s and
A =0.1, the & is 0.01255~ 1. Convergence to the optimal weights
is very smooth, but rather slqw. For the other extreme case, T = 2s
and A = 0.4, the resulting A is 0.2s~!. Here we observe heavy
oscillation of the weights around their optimal values. This is ex-
pected, as the load and therefore the losses vary due to the variabil-
ity in the imposed traffic load. .

The bottom row of Fig. 3 shows the results with A = 0.025s7!
(i.e., A =0.05 and T = 25 for the left-hand side plot and A = 0.2
and T = 8s for the right-hand side plot). Here, we see significant
reduction in the oscillation and fast convergence. With a longer
measurement interval T and larger value of A, the amplitude of the
oscillation increases slightly. We conclude that one should choose



T as small as possible such that reasonable measurements can be
taken. A should be chosen as large as possible but small enough
to avoid oscillation. The plots presented in this section use link
delays of 10ms; similar results are obtained for other values of link
delays (0.1 ms to 100ms) and workload parameters, which we omit
for brevity.

Fig. 3 also reveals the impact of the EMA weight parameter n:
Small values for 1 smooth peaks and values and thus stabilise the
weights that the algorithm is assigning to each alternative path. Val-
ues such as 0.01 appear to be too small as they cause the algorithm
to be inert—it can no longer react to the effects of its rerouting
decision.

Choosing the right parameter is a tradeoff between convergence
speed and oscillation. We suggest to choose T =25, A = 0.05, and
n = 0.1 as a good compromise. These parameter settings achieve
convergence within 200s with almost no oscillation.

5.2 Quality of Adaption

To study how the algorithm is capable of utilising the capacity
on the links, we examine how the relative utilisation of the two
routes changes over time: If the algorithm works well, the load on
both routes has to be balanced over the two links, i.e., if the to-
tal imposed load is 11 Mbit and one link has capacity S; = 10 Mbit
while the other has capacity S = 100 Mbit, one expects the former
to carry 1 Mbit and the latter 10 Mbit; thus each route should see
a utilisation of 10%. Using the same topology (Fig. 1), we assign
different bandwidths to one link §; € {10Mbit, 34 Mbit, 100 Mbit}
while keeping the other at S, = 100 Mbit. The optimal weights, ig-
noring traffic variability, are consequently 0.09/0.91, 0.25/0.75,
and 0.5/0.5. Fig. 4 shows that the algorithm finds the optimal
weights (top graph) and that the link utilisation is balanced once the
algorithm has converged to the optimal weights (bottom graph).

5.3 Necessary Number of End Hosts

One of the insights pointed out in Section 3.2.2 is that deran-
domising using hash functions can only perform well if the range
of input values to the hash function is sufficiently large. Since we
use source and destination IP as well as port numbers as inputs,
and since all packets belonging to one TCP connection thus form
the same input, the variable in question is thus the number of dis-
tinct connections.

We can increase the number of distinct connections by increas-
ing the number of clients or servers, or by changing the work-
load parameters. So as not to change the established parameters
of our workload generators, we choose to only vary the number of
clients and servers. For these experiments we again use the topol-
ogy shown in Fig. 1 with link bandwidths 10Mbit and 100 Mbit.
The routers r and v3 are connected to a set of n end hosts, running
HTTP servers and clients, respectively. We experiment with dif-
ferent values of n. Note, that while there are only n? client-server
pairs, the set of connections and therefore the input to the hash
function is even larger, as end hosts pairs can maintain multiple
connections in parallel on different ports.

For these experiments we use very conservative parameters with
regards to convergence speed by choosing T =4s, A = 0.05, 1 =
0.2. Fig. 5 shows how the weights assigned of the two routes
change over time. We observe that for one, two, and five end hosts
on every side, the algorithm is unable to find the optimal weights
in the beginning. However, for n > 10 clients and servers, the al-
gorithm reliably finds the optimal weights. While we still observe
some oscillation for n = 10, the solution becomes stable as n is
increases further.

Weights for different bandwidth relations

route weights
COOOoOOOO
=W A UNAAI00\O —

0 250 500 750 1000 1250 1500

simulation time [s]

10MBit — 34MBit —— 100MBit ----

Load for different relations of link speeds

0.7 | ‘ ‘ ‘ ‘

0.6 10MBit/100MBit |
34MBit/100MBit —----

0.5 - 100MBit/100MBit -------- .

route utilisation

0 250 500 750 1000 1250 1500

simulation time [s]

Figure 4: The weights assigned to the routes for different rela-
tions of bandwidths. The upper plot shows the weights whereas
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Figure 5: Dependence of the stability of the solution dependent
on the number of hosts 7.

Figure 6: The Web servers are connected to two client subnets,
each reachable via two different routes. Bottleneck edges are
dashed.
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5.4 Benefiting from Communication

So far none of the topologies can significantly benefit from com-
munication between the routers, as the route utilisation is more
or less equivalent to the link utilisation at the router, which can
be measured directly. Therefore we now study a topology that
can benefit from communication, see Fig. 6. The router r is con-
nected to two routers v; and v, via 100Mbit links. Each of these
routers is connected to two other routers v3 and v4, who are each
connected to a subnet of end hosts. If (vi,v3) as well as (v2,v4)
are 100Mbit links and links (v1,v4) as well as (v2,v3) (shown as
dashed lines) are assigned smaller bandwidth (in our simulations
we used 10 Mbit, 34 Mbit, and 100 Mbit) these become the bottle-
necks in this topology. We see that r can reach the two subnets
of end hosts either via v or via v,. However, it cannot directly
measure which of the paths has the least utilisation, since the bot-
tlenecks are behind v and v,, respectively. To enable such mea-
surements we need to enable communication. If the two routers
vi and v, are sending messages every 7' = 8s about the two client
networks which are modelled as two prefixes, this causes a com-
munication overhead of only 4 - 6bytes/8s = 3 bytes/s.

Router r now has to maintain four weights, two for each subnet.
The optimal weights can be computed as above. From Fig. 7 we
see that our algorithm is able to quickly find these weights, and it
converges fast. Further simulations show that the algorithm is not
able to find the optimal weights for this topology if communication
is disabled; in this case both route weights vary around 0.5. This
means that if the algorithm has no information about which route
is better, it reverts to the default behaviour: it just distributes the
traffic equally across all best equal-cost paths.

5.5 Drifting Traffic Demands

Up to now, we have assumed that the traffic demands are static,
even though the workload itself is bursty. However, the ultimate
reason for deploying a traffic engineering protocol is to adapt the
routing quickly to traffic changes. To examine such a situation, we
use the topology shown in Fig. 8. Here, the HTTP clients at end
hosts in subnet 2 are inactive at first and start waking up after time
Ty = 500s within some time interval 7>. These HTTP clients are
then responsible for additional traffic on link (r,v;). Let the to-
tal traffic demand imposed by the sets of HTTP clients in subnet
1 and 2 be D and D/k, respectively. Before the additional HTTP
clients are woken up, the traffic is supposed to be equally balanced
between the two routes P = (r,vy,v3) and P, = (r,v2,v3) (with
respective weights of 0.5 and 0.5). After the additional clients
have woken up, an additional traffic of volume D/k is added to
link (r,v;). Hence, the traffic is balanced if the weights w and
1 —w for P; and P, satisfy w-D= (1 —w)-D+ % or, equivalently,
w=min{$ + 5, 1}.

Fig. 9 shows the simulation results for kK = 1, 2, and 4. In this
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Figure 9: Weights following a change of traffic demands within
500s (top) and 10s (bottom). Each plot shows simulations for
different ratios of additional traffic: 1, 1/2, and 1/4.

case the optimal weights for P are 1, 0.75, and 0.625, respectively.
We observe that our algorithm indeed readjusts the weights to these
desired values. How quickly this happens, depends on the length
of the interval [T7,75] during which the additional HTTP clients
are woken up. We observe that for 7, — 77 = 500s, the weights
assigned by our algorithm follow the intermediate flow demands
smoothly, whereas for 7, — 77 = 10s, the algorithm needs its reg-
ular convergence time to adapt to the sudden change in flow de-
mands.

6. ROCKETFUEL TOPOLOGY

In this section, we analyse the performance of REPLEX in simu-
lations involving a realistic topology. We focus on the EBONE net-
work topology from the 2002 Rocketfuel [37] data shown in Fig. 2,
as it features a sizable number of routers and links. Moreover its
good connectivity offers offers good path diversity, which our al-
gorithm can take advantage of.

In total, we connect 5,400 Web clients and 417 Web servers to
the 61 access and border routers of this topology. Since each of the
61 resulting “workload clouds” is assigned its own network prefix,
the communication overhead on each link amounts to 61‘5‘??65 =
1.2kbit/s in the simulations when communication is enabled. As
parameters, we choose A = 0.3,€ =0.15, T = 2.5s.

We start with analysing the oscillation behaviour of our algo-
rithm. As the topology consists of 367 links, it is not feasible to
show weight changes for individual links. Instead, we sum up all
route weight changes at all routers for each 5-second interval. As
already indicated by the experiments in Section 5, we expect the
weights to be subject to small fluctuations even in the converged
state, due to the bursty nature of the generated realistic workload




Bandwidths 10Mbit/100MBit

Bandwidths 34Mbit/100MBit

Bandwidths 100Mbit/100MBit

route weights

\
destin
destination 2 - ---— — 0.8

destination | —— —
destination 2 - ---- ]
o= 0.7 — |

I
ation | ——— — 09 +—

\ \ \ 0 \ \ \ \ \

0 250 500 750 100012501500 0

simulation time [s]

250 500 750 1000 1250 1500 0

simulation time [s]

250 500 750 1000 1250 1500

simulation time [s]

Figure 7: Simulation results for the topology depicted in Fig. 6 using bandwidths 10 Mbit, 34 Mbit and 100 Mbit, respectively for the

bottleneck edges and 100 Mbit for the other edges.

AS1755, Changes to route weights

n

e}

c

o

g g | . o

$ 8 . i —— with communication
- ' . .

a_) ! | --- nho communication

S

o o (I

2 g4

o g

g _ .

ke o

o 2

= <

Z _

n

2

o o -

£

>

%]

0 100 200 300 400 500 600

Simulation time [seconds]
Figure 10: Development of weight shifts during the first 10 min-
utes. Large weight shifts occur only within the first 2 minutes
(vertical line).

AS1755, performance and convergence

z‘ —
%)
2
) %)
o) o °
3 8 s
3 © g
o n
° )
Qo n —
< g
E @
£ & £
g S 5
[ 8 n
@ -
5 =y
£ >
= . . . . — [
= —— mean througput with communication g 3
5 o --- mean througput, no communication | ®» B
3 S | median throughput with communication | g
= . . .
£ 9 median throughput, no communication L 8 o
6 —— weight shifts with communication N
F o - e - o

I T T T T T T I
0 500 1000 1500 2000 2500 3000 3500

Simulation time [seconds]
Figure 11: Network performance during 1 hour of simulation
time. Application layer throughput increases even after the
main weight shift has occurred (vertical line) and only ceases
increasing well after 10 minutes.

traffic.

Fig. 10 shows the development of the weight changes for sce-
narios with (continuous line, bottom) and without communication
(dash-dotted line, top). We see that in in the former scenario, our
protocol converges quickly as indicated by the theory: Significant
weight shifts occur only within the first 120 s (marked by the verti-
cal line) of the simulation, thereby showing a swift decline. If we
disable communication between the routers such that they have to
rely on their own measurements, algorithm converges at roughly
the same time, although significantly more weight shifts occur.

While convergence certainly is a pleasant property, it remains to
show that REPLEX actually improves network performance. We
chose to measure the performance experienced by end users: For
each transferred HTTP object, we measure the achieved TCP band-
width, and group these values into 20-second bins. Fig. 11 shows
the development of the average (red; top lines) and median (green;
middle lines) for each 20-second bin over time. Again we com-
pare the scenario with communication (continuous lines) against
the scenario without (dash-dotted lines). For comparison, we re-
peat the development of weight shifts in the communication sce-
nario (blue line; bottom) from Fig. 10.

Fig. 11 moreover shows that even if we disallow communication
(dash-dotted lines), REPLEX improves network performance sig-
nificantly: While median (average) throughput begins at around
23,000 Bytes/s (42,000), but it increases to around 29,700 Bytes/s
(46,500) within a short time. This means that REPLEX increases
TCP median (average) throughput by 29 % (11 %).

If the routers can exchange information (continuous lines), the
gain is even greater. In this case, REPLEX boosts median (average)
throughput to around 37,300 Bytes/s (54,000), which corresponds
to an increase of the performance as perceived by the end user by
64 % (29 %).

Fig. 11 also allows us to compare the development of the weight
shifts against the increasing throughput. Again, we have marked
t = 120s by a vertical line. We see that a considerable throughput
gain has been achieved when the weights (continuous blue line at
bottom) cease undergoing significant changes, i. e., after two min-
utes. Interestingly though, the algorithm has not fully converged at
this point, as one can see the performance to increase significantly
even beyond this point for some more minutes.

7. SUMMARY AND OUTLOOK

In this paper we have presented REPLEX, a traffic engineer-
ing protocol that automatically balances traffic between equal-cost
routes provided by an underlying routing architecture, such as
OSPF, MPLS or BGP. Our simulations show that the protocol con-



verges quickly, which is in good conformance with its game-theo-
retic background. REPLEX scales well even in large networks,
since information distribution is done in a distance vector-like fash-
ion. The protocol-induced communication overhead on a link is
only linearly dependent on the number of prefixes. Furthermore the
“protocol” is even applicable in a scenario where communication
between the routers is not desired, e. g., in interdomain contexts.

We plan to perform further simulation-based analyses. These
comprise simulations involving other AS topologies and compar-
isons against other TE techniques (e. g., [41]), and the behaviour if
two neighbouring ASes use REPLEX without each other’s knowl-
edge. While our evaluation focuses on minimising the maximum
link utilisation as the traffic engineering goal, we intend to anal-
yse other metrics in the future as well, e. g., minimising latencies
by measuring queue lengths, or minimising packet losses. More-
over we intend to improve performance (a) by applying the weight
changes in a “soft” manner [21] so as to reduce the number of TCP
connections affected by shift-induced packet reordering per time
interval, and (b) by changing the inter-update times on demand
(“important news travels fast”). We believe that further improve-
ments can be achieved (c) by making use of typical flow size dis-
tributions [44] when using improved hashing techniques such as
DHFV [20] or aggregating same-egress prefixes [38], (d) by pro-
viding more path alternatives to select from by using MPLS tun-
nels, for which TeXCP’s link feedback mechanism [21] can provide
valuable information for each LSP, or (e) by using PSTARA-like
routing [31] instead of MPLS-based solutions.
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