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Abstract—Today diagnosing problems, deploying new services, In this paper we show how properly implemented VNets
testing protocol interactions, or validating network configurations  enable us with good diagnosis and debugging capabilities. W
are still largely unsolved problems for both enterprise and proposeMirror VNets which replicate networks and traffic in

Internet Service Provider (ISP) networks. Due to the intrinsically - . .
distributed nature of network state, frequent timing depen- a safe fashion. Thus, the new Mirror VNet and the production

dencies, and sources of non-determinism involved, any chga VNet can operate in parallel and the user traffic is duplitate
may introduce undesired effects—even the impact of a simple either completely or in part to both networks.

configuration change can be hard to predict. This allows the network owner to investigate a problem and
In this paper we show how to leverage network virtualization ocate jts root cause in the Mirror VNet without interfering
to improve our debugging ability: By replicating and cloning . . . .
production networks and then applying the changes to the with the production traffic. Then’ a fix can ,be de_veloped,
cloned network in a safe fashion.Mirror VNets thus enable tested, and deployed even with real user traffic again withou
troubleshooting as well as safe upgrades to both software dn affecting the production setup. Once the network operaor i
configuration. convinced that the new setup is stable and fixes the problem
he can switch the production VNet with the Mirror VNet in
a near-atomic fashion. Therefore, Mirror VNets offer netivo
Despite all efforts, problem diagnosis, troubleshooting a operators a new range of capabilities from (a) safely evalga
safe evolution of networks remains a challenging probleand testing new configurations, via (b) testing new software
due to their distributed nature. As such, diagnosis is oftemmponents at same scale of the production network and under
attempted in “artificial” environments (analytical modedan- real user traffic, to (c) troubleshooting live networks.
ulators, testbeds) that offer good monitoring capabdijtr in This approach builds on the agility and isolation proper-
a trial-and-error fashion in the actual production envinemt. ties of the underlying virtualized infrastructure and does
However, these approaches have severe limitations: Modedguire changes to the physical or logical structure of the
and simulations have limited prediction capabilities dwal- production network. Instead, a network owner can dynaryical
stract modeling assumptions, testbeds are limited in shade provision a Mirror VNet as required. It does not require
to their costliness, and trying to fix things on the produttiochanges to the production network within the VNet— its
network often leads to other errors [16], [24]. Therefoné, aprotocols, its applications, or its configuration.
these approaches often do not suffice to diagnose and thefhis paper makes the following contributions: (i) we in-
resolve real-life network problems since these often stemf troduceMirror VNets (ii) discuss their intrinsic benefits and
complex interactions of many parties. Problems that ontyioc limitations (iii) present an implementation based on XEN
sporadically or are triggered by user interactions are kmtaw and OpenFlow and (iv) demonstrate its usefulness in a case
be especially problematic, even if it is possible to refgéca study. We conclude thatlirror VNets have the potential to
complete setup in a lab environment. substantially ease network operation and improve residien
We propose to utilizeVirtual Networks (VNets) to help against mistakes.
tackle these network diagnosis and troubleshooting pnafle Our work bears some similarities to tifghadow Config
VNets expand the existing concepts of virtualized hosts aagproach by Alimi et al. [6], designed to improve the safety
links to the entire network. Therefore, a VNet may spaand smoothness of configuration updates, but by virtue of
multiple physical network domains. Note that virtualizetla the underlying virtualization extends the scope beyond con
shared resources are already common in today’s networkiguration changes. Another sibling to our approach has been
Examples include Ethernet VLAN's and MPLS, VPN’s angroposed by Lin et al. [23]. The authors introduce a framéwor
VRF tables, IP service over DSL lines, shared undersdwt enables full reproducibility by recording and repfayall
cables, shared mobile phone stations, etc. VNet managemean-deterministic events. Note that the necessary coatidim
frameworks unify the management of these resources amtl transaction modules inside the Hypervisor add sigmifica
enable VNets to be dynamically provisioned and configuredmplexity to theproduction datapathand thus cannot be
and to operate in parallel on a shared physical infrastractufully transparent to the production network. Numerous opthe
A controlling instancasolatesthe individual VNets from each approaches for improving troubleshooting support in netao
other. As a result, it is possible to experiment with one \(Nehave been proposed. Some authors [8], [18] propose adding
while maintaining stability in the rest of the system. pervasive tracing support throughout the network, which is
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same (or partial) user traffic. This means that it is now fesi
Ext1; VNodefa j— VNode2a (— VNode3a r—wy Ext 2 to use VNet B to troubleshoot network problems, test a new
software or hardware release or reconfigure the network.

" VNode1b [~ [ VNode2b [~ ] VNode3b 1 = = ) Once the problem has been diagnosed and a solution has
11 been found, deployed to the Mirror VNet B and validated,
| Control H——{ Control j4—-| Control | the Mirror VNet B can be upgraded to become the new

production VNet. To this end, the VNet attachment points of
Tig'Q L 5 Sué’sl\;r.ate %‘”i”g production ;’Uﬁt dA’SbC(;rl])SiBSl:ing oNddes  hoth VNets to external hosts are swapped: External hosts now
! t ' it ’ I H H .
@2, 3a, and MITor VINEL B, consising of Vitede communicate with VNet B, and VNet A acts as a Mirror VNet,
and its output is discarded. This is a relatively simple aien

difficult because it requires changes to all involved hOStgnd can be completed quickly. Finally, the old VNet A can be

routers, and software stacks. Automatic inference [5]’]’[10dismantled and its substrate resources released.
[27] can help debug many problems. The scale of testbeds CaNote that not all traffic has to be mirrored and not all

be increased W'.th the help of t|m_e—d|Iat|ng frameworks [19]mirrored traffic needs to be transmitted over the wire. Delpen
[20], but sporadic problems remain chalIengmg o r_epr.@ducmg on the scenario, the operator can nsieror strategiesto
A compIEme?t?ry appr_oachft[Zl] IS tct> use virtualization t‘c?ldapt the volume of the traffic to be mirrored and transmitted
IMprove bug-lolerance in software routers. Possible Mirror strategies includ€a) Full Mirror: Every

1. MIRRORVNETS packet is mirrored verbatim and transmitted independently

In this section, we show how network virtualization enabIEJ%Oth VNets. (b) Packet HeadersOnly packet headers are

Mirror VNets. Then we discuss Mirror VNet use-cases arfggnsmitted in the Mirror VNet, the payload is reconstrdcte
discuss their intrinsic benefits and limitations. with dummy data at the nodetc) Traffic Stats:Instead of

actual packets, only aggregated traffic statistics aresinitted
A. Assumptions and similar traffic is reconstructed at the nodes under inves

Our approach is based on the assumption that the netwégation. (d) Sampling:Only a selected fraction of packets or
is virtualized. This includes node as well as link virtualflows is mirrored to the Mirror VNet.
ization with proper isolation and resource management andlhese strategies can dynamically and selectively be applie
accountability. As mentioned, many virtualized resouraes t0 parts of the traffic. Note, for instance, that Control glan
present even in today’s network infrastructures, e.g., MsA traffic has been shown to account far1% of traffic volume,
MPLS, VPNs, and comprehensive management framewofRgt cause> 95% of bugs [7]. Accordingly, many problems
are currently emerging. Virtualization is also consideaddey (€.9., routing problems) can be investigated by only mingr
enabler the Future Internet [17]. In addition, we assume tHgPntrol-plane messages verbatim. For the data-planectraffi
the infrastructure is shared among a reasonable numberhgfders or even reconstructed summaries may well suffice.
VNets and thus none of the VNets uses more than a fractigifess testing of a new software release can be startedyat onl
say 10%, of the overall substrate resources. a fraction, e.g.5%, of the overall traffic.

Another assumption is that we can duplicate input traffic
multiple VNets. Such capability is also commonly deploye
in today’s network infrastructure, e.g., spanning ports on Mirror VNet can be useful in many scenarios, including
Ethernet switches, multicast in routers, optical spkitéawful fouting optimizations and updates of network services.

. Use-cases

intercept, and the functionality offered by OpenFlow. Routing Configuration OptimizationwWhen a network op-
erator decides that he wants to re-optimize routing, ey., b
B. Approach changing the link weights of his interior routing protocal o

To upgrade or troubleshoot, e.g., a production VNdiy introducing routing policies, he often does not want to
(VNet A) in Fig. 1, the operator clones it and pairs it withexperiment on the production network. Among the drawbacks
a parallel Mirror VNet (VNet B). Thus VNet B starts with theare unintentional path choices, link overloads, packetden
identical configuration and state as VNet A, e.g., by relyang ing and losses during convergence, erroneous configusation
the same techniques as used for network node migration. Téte. However, by using a Mirror VNet he can perform all
operator ensures that the input traffic for VNet Anigrrored changes while traffic in the production VNet continues to flow
either completely or in part to VNet B. This has to happen anaffected. Indeed, the operator can monitor the Mirror YNE
all attachment points between the VNet and external esitigor the expected benefits or unexpected side effects. Ongnwh
e.g., end-systems or network entry points. Therefore, aey uthe operator is “happy” with the new configuration state, he
traffic traverses both VNets. However, only traffic from thewitches roles, and exposes the new routing to his users. The
production VNet A is send back to external nodes. Trafficapacity overhead is very small as it is sufficient to mirror
from the Mirror VNet B is discarded, silently. routing protocol messages exchanged between externaenti

Both VNets A and B now operate in parallel. Moreover, thegnd the Mirror VNet.
are fully isolated from each other, on a node- and link-level Update of a faulty network serviceConsider a wide area
Thus, from now on they operate independently but under thetwork service based on an overlay network, e.g., a popular



Internet Telephony system. Suppose a number of overlay swaffic load). Finally, assuming many co-existent VNets on
pernodes crash in irregular intervals. In this case, theatpe a well dimensioned (e.g., 2/3 loaded) substrate, debugging
can instantiate a Mirror VNet, in the exact same state as Rslimited number even at Full-Mirror mode is feasible. If
production VNet. The bugs responsible for the problem atlee impact of a proposed change cannot be determined by
tracked down by manipulating selective traffic passed to tlother means, then the capacity-overhead may reflect a fair
Mirror VNet. When a possible fix has been developed, thgrice. In the event of an unexpected traffic or load spike,
new version is deployed to the Mirror VNet, and an increasirthe production VNets are always granted priority over Mirro
amount of traffic is mirrored to the Mirror VNet. VNets. Therefore, debugging or testing is affected but e u
This can cause some overhead especially with regardsstyvice in the production VNet is not deteriorated.
bandwidth capacity. However, the benefit is that the new
software components are stress-tested under real usfc traf [1l. I MPLEMENTATION OPTIONS
and are effectively probed for possible unknown regression
Circumstances that might be very hard to discover in areiti
models or test-labs. Upon satisfactory results the MirrbieY/
can be swapped with the production VNet.

This work assumes the presence of a virtualization solution
that enables duplication of a virtual machine. In addition,
we require the network substrate to be able to dynamically
replicate traffic as required.

D. Discussion Node virtualization: Today, virtualization concepts are al-

The benefits of Mirror VNets are many-fold and include: ready ubiquitous in data centers [9] and router vendors,

Resilience against operational mistakestistakes during including Cisco and Juniper, offer support for virtualized

the configuration and/or update process are limited to t%uters. XEN [11], an open source virtual node monitor or

Mirror VNet. Thus they do not affect the production network. ypervisor is among the most commonly used open source

Moreover, the entire change set is tested under realistie cg'mtjahzat'(_)g Sglu“%ns ;rg\l agowsbto runhmultuzle bopaamgt_ bl
ditions before affecting production. systems side-by-side. as been shown 10 be a viable

Real user traffic:Mirror VNets expose the new system antizlrlét\';;réo[lt:i'Ig'?thc'ﬁ]:ngfr;?;?kasn(;?ems;g;gg ;Onr;”?;c'; d
its configuration to real user traffic at full scale and thugiof ) . ; ) P

o . carefully. Performance isolation and fairness issues can b
the opportunities to detect more bugs earlier.

Complex setupsSome problems can only be reproduceﬁlﬂhalllenglng espemglly W'th _regards _to network I./O [12].3 11
in complex setuns. which can not be reproduced with modedany other node virtualization solutions are availablesoffg
P bS, P individual trade-offs between performance and flexihiliyg.,

simulations, or in test-labs. The only way to test under-ree'{‘;MWare [4]. KVM [22], OpenvZ [2]. XEN. and many

world conditions is to deploy in a real network — however . S . :
. o . d{hers, featurdive migration support, which can be easily

mirror VNets enable us to do this in a safe manner, withou . ) . .

. . o X extended to enable instant creation of mirror nodes, which

impacting the reliability of the production network.

Rollback/Undo for Networkstf after being set into produc- egsenﬂally corrgsponds tp_a live-migrationtocal host,
without disbanding the original guest.

tion, an upgraded Mirror VNet exposes unexpected problem-P ket lication: O h . kets 10 b
atic side effects (e.g., due to a closed loop effect, seendelo acket repiication: Dur approach requires packets to be

the operator can easily revert back to the old producti&‘i’plicated and delivered to two different virtual networks

network, and continue to investigate the problem withot? parallel. It is known that naively bridging interfacesnca
aﬁecting’ the production users any longer impose severe performance penalties [12]. Fortunately, se

An inherent limitation of this approach is that closed-loo ral hardware accelerated link virtualization technadsgare

effects caused by hosts outside the VNets cannot be prddic gout to become commercially available, including Multi-

by monitoring the Mirror VNet. For example, an upgrade th?eugeue[;]\;lCI:ov(\:/Z:dtsﬁearll/% C())F\)/zrr]r':;c;\l(\j/' t:\f/ugillc?vvii:epglietcsargs

provides faster delivery of requests to an external senayr ' - i
result in faster response traffic which may cause an ovednar(]:i1|0e delivered directly to_ the target VNode. OpenFlow [25]
nables an external entity, the controller, to control Ethe

the network. Such effects only occur once the Mirror VNet igne . . .
made productive and thus cannot be predicted by monitoriﬁy'mhesf Th|§ controller can dynamically set the forwagdi .
the Mirror VNet while it is still in mirror mode. Note that '4'eS Using Wlldca_rd pgtterns across the.packet headets whi
closed-loopsvithin the VNets are not affected by this problemthe frame fprwardlng is done by the swﬂch_hardware. Thus,
so one possible solution is to integrate all communicatin penFlow is a _f!gxmle and powerful solution for the link
parties, including the end hoststo the VNet itself, and have bstrate capabilities required by our approach.
the VNet operateend-to-end

Another concern is that the substrate has to carry the
additional load imposed by the Mirror and the Control VNets. We present a case study highlighting the potential of Mirror
Note that depending on the problem under investigation, th@&lets for troubleshooting a problem in a production network
mirroring strategies discussed in Section II-B can redibee tWe build a prototype system utilizing XEN 3.4 for host
amount of traffic that actually has to be mirrored signifitgnt virtualization and OpenFlow 0.8.9 for link virtualizatior
and stress-testing can be done gradually (e.glp% of the custom OF controller based on NOX serves the purpose of

IV. CASE STUDY
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Consider the following scenario: A VNet operator that osfer _ % wNETB ey

both VoIP and Internet access across a best effort VNet, T T T T T T
considers moving to a setup with service differentiation to 1 2 3 4 5 6
offer better quality of service (QoS) to its VoIP traffic.
For our experiment, a VoIP call and background traffic afig. 4. Averaged MoS values per experiment phase, as mehstitein
varying intensity is routed through the virtualized subtsr VNets A, B and at the end host (receiver).
(Fig. 2). The substrate network consists of three nodes. We
now instantiate two parallel VNets, VNet A and B, each with
a maximum bandwidth of 20 Mbs throughout the experiment, The experiment is conducted in six phases with a length of
enforced by traffic shaping on node 2. Moreover, we setdiye minutes each. Fig. 3 shows the rate of the background
an additional virtual network for monitoring. On entry totfaffic (shaded area) averaged over 10s (scale on right axis)
the VNet, traffic is duplicated to both VNets A and B andcross time. In addition, Fig. 3 shows the number of dropped
forwarded within each via node 2 to node 3 using separdl@ckets across time, again using 10s bins (scale on left axis
virtual links (VLANS). On exit, when leaving node 3, onlyDrop rates for VNet A are depicted as blue plus signs, VNet B
output from one VNet is sent to the receivers. In additior, tifiS red crosses, and the values measured at the receiveeas gre
monitoring VNet “Moni” receives a copy of only the \olp diamonds. Table | summarizes the configuration of each phase

traffic from both VNets. Results: In phase 1, background traffic is running at low

Metrics: For our evaluation, we measure at two points in thi@tensity. In the middle of phase 2 the intensity of the Inegr
experiment: Moni records data for both VNets on exit of thaffic is switched to high. This causes a problem in VoIP
VNet, while the receiver records the quality as experiermed quality as measured by the MoS value, see Figure 4. The
the user. We record the percentage of dropped packages orP@igeived quality drops from a MoS score ¢£4 which
VoIP call as a rough quality indicator, and calculate khean corresponds to a “very satisfied” service level dropsttt6

Opinion ScorgMoS) as defined by the ITU-T E-model [15] Which corresponds to a level of “satisfied”.
As such, the VNet operator asks to instantiate a Mirror VNet

ﬁ}% the beginning of phase 3. This means that all packets are
now duplicated at node 1 and are routed in both VNets A
gnd B. However, the end user for VoIP service is still getting
service through VNet A. This allows the operator to assess
e impact of the degradation and to do root cause analysis in
et B. Indeed, the quality of the call decreases furthenin o

Phase

Setup: For the VoIP traffic we use thgjsip [26] client, an
open source VoIP client based on SIP. It generates tra
at a constant rate 0 kb/s using theG.711 codec with a
net bitrate of64 kb/s. Each VolP RTP packet contains 20m
voice and has a payload of 160 Bytes. A pool of servers
used to generate the background traffic, using Harpoon [2

with properties that are consistent with those observethén t . . .
prop experiment. In our case the operator decides to priorit@d®V

Internet — heavy-tailed file distributions and self-similaffic, .
emulating the Internet access traffic by the users of the .\/thfﬁ'C to counter the bad performance. He enables QoS at the

To account for different intensities of the backgroundficaf art of _phas_e 4. Even though the background traffic Inceease
. : . . further in this phase, the QoS reduces the loss rates within
during different times of the day we use two different loa

levels: L/H that correspond to 20-25%, 60-86% average lin ';)Igt ABt tsr:gngfmagﬂtym?dvm; '\AAOSS a{?lﬁzréngreasee.sngizge?
utilization. All traffic sources are located on the left igFR. "’ ime, IS Nl y !

traffic, causing heavy congestion. In consequence, the VoIP
MoS score drops td.45 (“not recommended”).

At the start of phase 5 the operator switches his production
VNet from VNet A to VNet B. Note that packet drops as
experienced by the end user do not increase noticeablyglurin
the switch. After the switch is completed, the user can profit

1The E-model states that the various impairments contrigut the overall
perception of voice quality (e.g., drops, delay, jitter)e aadditive when
converted to the appropriate psycho-acoustic sdal&a¢tor). The R-factoris
then translated via a non-linear mapping to Mean opinion ScofgV/0S),
a quality metric for voice.MoS values range from 1.0n6t recommendgd
to 5.0 {very satisfiell
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from the good performance provided by VNet B. With phase €8] A. Anand and A. Akella. Netreplay: a new network priméivin ACM

the operator deactivates VNet A.
This very simple scenario shows how an operator can beneﬁ’ﬂ

from Mirror VNets, e.g., to smoothly upgrade his network

configuration to amend a network performance problem. EaLEI
results indicate that the approach also works for the other

cases mentioned in Section 1I-C and that it can scale todarge
topology sizes. Ongoing evaluation within larger OpenFlow!1l
enabled infrastructures that are currently being deplayiéd
provide additional insights into the scalability.

V. SUMMARY AND FUTURE WORK

[12]

In this paper, we present an approach that adds netwqrd
troubleshooting capabilities to virtualized enterprise ISP
networks.Mirror VNets enable operators to upgrade config[14]
urations and software in an operationally safe manner with
transaction semantics while exposing the new system ddel
configuration to real user behavior. Less expensive, spec'[fié;]
problems can be investigated and debugged, and interaction
can be studied by sending only selected traffic to the Mirrd¥’]
VNet, e.g., control plane messages. The experiences V\fggn
our prototype implementation underline the feasibilitytoé
approaches, especially if used on a virtualization platftmat
offers good isolation. In the future, we plan to further exzé
the scalability of the system in the large scale OpenFlow-
enabled testbeds currently planned, e.g., the Ofeliagddt].

The debugging capabilities of Mirror VNets are of particula

[19]

[20]

[21]

interest in such environments where real users are using
experimental software.
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