Wireless Internet Routing

Learning from Deployments
Link Metrics

Learning From Deployments

C Early worked focused traditional routing issues
o Control plane: topology management, neighbor discovery
o Data plane: forwarding, avoiding loops
C Andthen people started deploying research networks
0 MIT Roofnet
o Microsoft research
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What is Routing (Again)

Control Plane:

C Topology discovery
o0 Neighborhood discovery

C Route discovery and maintenance
o Faultrecovery

Data Plane:
C Forwarding

What is Routing (Again)

C Topology:
0 Nodes and links

C Route discovery:
o Howto find routes?
o Howto choose between different routes available?

Links and route metrics
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Link and Route Metrics

C Link Quality : A sends 100 packetsto B. Since B received
all 100, link quality = 100%.
C RouteQuality : Since A-Bis 100% and B-C is 50%,
Quality(A -B-C) = Q(A-B)*Q(B -C) = 50%.
C Comments?
B

Link Quality = 100% 50%

A C

51% 51%
D

Components of a Routing Metric

C Link Metric : Assign a weight to each link

C Path Metric : Combine metrics of links on path
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Outline

C Needfor new link/routing metrics

C Challenges in design of wireless link and routing
metrics
o Wireless interference

Asymmetric links

Different data rates and packet sizes

Channel diversity

Temporal variability

Link quality estimation over time

O O O o o

Hop Count Link Metric

C One possibility is to assign each link a metric of 1
(hop-count based routing)

C Problems:

o Maximizes the distance traveled by each hop
o Lowsignal strength -> high loss ratio
0 May uses a higher TxPower -> interference

o Different links have different qualitie
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Performance of Hop Count

RunR1: 1 mW, 134-byte packets
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Motivation for a Better Metric
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Can we Use the SNR? One RoofNet Link
Over 24 Hours
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C Cannot use Prism S/N ratio to predict link quality
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Hop Count: Good or Bad Metric?

C Intuition from wired networks is wrong
o Links share spectrum
o Capacity penalty for more hops

‘ > ‘ Throughput=1
‘ _— . —_— ‘ Throughput=1/2

. —_— . — . — . Throughput=1/3

C What should we optimize?
o Per-route throughput, network capacity, power?
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Route Metric

B

Delivery ratio = 100% 50%
A C

51% 51%
Bottleneck throughput: { A"B-C =50%
A-D-C =51%
End-to-end delivery ratio: { A-B-C = 50%

A-D-C = 51%*51%=26%
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Actual Throughput

Delivery ratio = 100% 50%

A C

51% 51%
D

Actual throughput; A B-C: % %& %)EB 33%
A D-c: XA — 25%
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Metric: Expected Xmn Count (ETX)

Minimize total transmissions per packet

(ETX, O6Expected Trans

Link throughput © 1/ Link ETX

Delivery Ratio Link ETX Throughput

1000 @——@ 1 100%

50% .—* Q@ <2 50%
33% .:i ® 33%
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Capturing Bi -directionality of a Link

C Assuming link-layer acknowledgments (e.g.: 802.11)
and retransmissions:
0 P(TX success) = P(Data success) x P(ACK success)

Data R
AQE “@°

ACK

1

Bi-directional Link Quality =

3
p forward preverse

De Couto et al, Woo et al
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Route ETX
Route ETX = Sum of link ETXs

Route ETX Throughput

O——0O 1 100%
O —% @) 2 50%

O @) O 2 50%
O @) ¥ O 3 33%
O O —% O :* @ 5 20%
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ETX Comments

C Advantages:

0 Better estimate of link quality and interference
than hop count.

C Problems:

o0 ETX assumes that all radios run at same bitrate
and all packets are of same size.

o0 802.11brates: {1, 2, 5.5, 11} Mbps

o0 ETXis a worst case measure and assumes that no
spatialreuse is possible.

18
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Metric: Expected Transmission
Time(ETT)

C Linkloss rate =p
C Expected number of transmissions

1
ETX =—

1-p
C Packetsize = S, Link bandwidth = B
C Eachtransmission lasts for S/B

C Lower ETT implies better link
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ETT: lllustration

ENRIVIVE]
5% loss '

L/ 4P L

Source 18 Mbps Destination
50% loss

1000 Byte Packet
ETT:0.77ms
ETT:0.839ms
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Path Metric using ETT

C Add ETTs of all links on the path
C Usethe sum as path metric

(Lower SETT implies better path)

21

SETT does not favor channel diversity

6 Mbps 6 Mbps
I NoLoss I No Loss
1.33ms 1 33ms

- L/

Source Mesh Router Restination
6 Mbps
6 Mbps
NO LoSS No Loss
Path Throughput SETT
Red-Blue 6 Mbps 2.66 ms
Red-Red 3 Mbps 2.66 ms

22

6/17/2009

11



How Can You Get Diversity

C Use multi -radio and/or multi -channel setup

C 802.11b:
0 20 MHz channel, 5 MHz spacing
0 11 channels
03 o0orthogonal 6

C 802.11a
0 20 MHz channels, 20 MHz spacing
oAround 20 o0orthogonal 6 channel
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S

Capturing Channel Diversity

C Group links on a path according to channel
0 Links on same channel interfere

C AddETTs of links in each group

C Find the group with largest sum.
oThis is the oO0bottleneckd group
oToo many | inks, or |inks with

C Usethis largest sum as the path metric
o0 Lower value implies better path

24
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BG-ETT Example

ﬁ 6Mb sg 6 Mbps g 6 Mbps
1.33ms 1.33m sw 133msg
Path Throughput | Blue Sum | Red Sum BG-ETT
All Red 1.5 Mbps 0 5.33ms 5.33 ms
1 Blue 2 Mbps 1.33ms 4ms 4ms
Red-Blue 3 Mbps 2.66 ms 2.66 ms 2.66 ms
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BG-ETT does not favor short paths

L
L) >

—> L >

1.33ms

6 Mbps : : 6 Mbps :D :
1.33ms

6 Mbps : i 6 Mbps g 6 Mbps g 2 Mbps

1.33ms 133ms 1.33m 4ms
Path Throughput | BlueSum | Red Sum BG-ETT
3-Hop 2Mbps 0 4 ms 4ms
4-Hop 2Mbps 4ms 4 ms 4ms
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WCETT: Weighted Cumulative ETT

C SETT favors short paths
C BG-ETT favors channel diverse paths

Weighted Cumulative ETT (WCETT)

WCETT =(1-b) *SETT +b *BG-ETT

b is a tunable parameter

Higher value: More preference to channel diversity
Lower value: More preference to shorter paths
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Example of WCETT

[ & cramait =) crannei2 |
ETT=10 ETT=5 ETT=12
RO OO
ETT=10 ETT=5 ETT=12 ETT=6
 (EOSO=0O=0®
ETT=9 ETT=T7 ETT=11 ETT=7
. QL@@
ETT=2 ETT=2 ETT=2 ETT=2
. @O @EO®

Path | Sum | Max | WCETT | WCETLT
(B=09) | (3=01)
T 27 | 22 725 265
2 33 | 22 231 319
3 31 | 20 214 326
1 8 8 5 8
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Link Metric: Straw Men

C Discard links with loss rate above a threshold?
o Risks disconnecting nodes!

C Product of link delivery ratios as probability of
end-to -end delivery?

o Ignoresinter -hopinterference: prefers2 -hop route
with 0% loss over 1 -hop with 10% loss, when latter is
nearly double the throughput

C Throughput of highest -loss link on path?
o Alsoignores inter -hop interference
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ETX: Expected Transmissions

C Link ETX: predicted number of transmissions

C Path ETX: sum of link ETX values on path

C Calculate link ETX using forward and reverse
delivery ratios

C Toavoid retry, data packet and ACK must

Does path ETX allow overlapping
transmissions along a path?

Does path ETX offer equal accuracy for
paths of all lengths?

30
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ETX: Measuring Loss Rates

C Periodically send broadcast probe packets of fixed
size
C Allnodes know sending rate of probes

C Allnodes compute loss rate based on how many arrive
per measurement interval

C Nodes enclose loss measurements in their probes (B
tells Aloss from A A B)
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ETT: Expected Transmission Time

C ACKsalways sent at 1 Mbps
C Data packets typically 1500 bytes

C Nodes send 1500-byte broadcast probes at every
bitrate b (delivery ratio: d ¢p)

C Nodes send 60-byte (min size) broadcast probes
at 1 Mbps (delivery ratio: d )

C Ateach bit -rate b, ETX p =1/ (d¢p xd;)
C For packet of length S, ETT |, =(S/b) X ETX
C Link ETT = miny, (ETTy)

32
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ETT: Assumptions

C Path throughput t given by:
1
S L
o where t; =throughput of hop |
C Underestimates throughput for long paths
o Distant nodes can send simultaneously

COverestimates throughput
collisionso

t =

f o

33

Impact of Interference

C Interference reduces throughput

C Throughput of a path is lower if many links are on
the same channel
o Path metric should be worse for non -diverse paths

C Assumption: All links that are on the same
channel interfere with one another
o Pessimistic forlong paths

34
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Capturing Temporal Variability
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C How to distinguish between links with random
errors vs links with bursty errors?

Temporal Properties of Low Power Wireless Links:
Modeling and Implications on Multi -Hop Routing, Cerpa et a. 2005l 35

RNP: Required Number of Packets

Consider the following packettraces ( :success, : failure)

X
< P VUVU gV VY ...  10pksTx 5pkisRx;
R X IX I XTI XXl RR=5/10=0.5; 1/RR=2.0;
RNP=S(2 121 21212 1)/10=15 RNP=L5
v HHHRG T me e P,
R / et =0. 7 =2. ,
x LD IXX XXX RNPo2 &
RNP=S(1 111 65432 1)/10=25

RNP takes into account the underlying loss distribution.

RR =reception rate
36
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A Good Link Estimator

C Accurate
C Agile yet stable
C Small memory footprint

C Simple

Woo et al
37

Link Estimator Study

C Study 7 estimators
0 by tuningto yield the same error bound

C Results
o WMEWMA(T, a) Estimator

o Stable, simple, constant memory footprint
o Compute success rate over non -overlapping window (T)
o Average over an EWMA( a)

0 Key:
0 10% |error| requires at least 100 packets to settle
o Limits rate of adaptation

38
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Why a new routing metrics?
-ETX (Expected transmission count)

C Shortest path routing not suitable
o Multi rate issue
C ETX
o P=1-(1-pf)*(13p)
0 p: probability that the packet transmission is not successful
o ETX=1/(1-p)
o Goodin homogeneous singleradio environments than shortest
path routing
C Disadvantages

o ETXonly consider loss rates on the links and not their
bandwidths.

o ETXis designed to give preference to shorter paths over
longer paths in case of loss rate is similar.

o Two bad example scenario: a node with 802.11a and 802.11b
NICs, even 2 802.11b NICs
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ETT (Expected transmission time)

CETT: oObawmdlwiudttred ETXO
o ETT=ETX * (S/B)
0 S:thesize of packet
o B:the bandwidth of the link
C The back -off time is counted in and can not significantly
affect the result. Proved in Appendix A
C pr, p,can be got by probing (O(n))
C Bandwidth of each link (infrequent unicast probing O(n  2))
0 One way is to restrict the bandwidth manually
0 Measure it empirically , *= ,

o Packet pair 1 “
C Whynot use RTT for ETT? o F s o
o Selfinterference (load dependent) — :%f .= Hre
o Per-neighbor probing is O(n ?) CrEmmzenae  iimauiese

40
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WCETT ( Weighted Cumulative ETT)

C 1.Anestimate of the end -to-end delay:

WCETT=§ ETT
i=1

C 2.Considers the impact of channel
diversity:

Xj — a ET'[I' WCETT= rl?jaz )ﬂ
Hop i is on channelj

C 1+2Y WCETT=( -b) & ETT 4 max X
=1 1) &

41

Implementation and such

C Measure loss rate and bandwidth
0 loss rate measured using broadcast probes similar to ETX
0 updated every second
0 bandwidth estimated using periodic packet -pairs
0 updated every 5 minutes

C Implemented in a source -routed, link -state protocol,
Multi -Radio Link Quality Source Routing (MR -LQSR)

0 nodes discover links to its neighbors, measure quality of

those links
o linkinformation floods through the network
oeach node has o0full knowledgebo

osender selects Obest patho
0 packets are source routed using this path

42
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Evaluations

47Approx. 32Zm—————

Approx. 61 m

23 nodes running Windows XP.
Two 802.11a/b/g cards per node: Proxim and NetGear (Autorate)
Diameter: 6-7 hops.
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Media Throughput
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3500

3000

2500

2000

1500

Throughput (Kbps)

-
(=]
(=]
o

500

WCETT ETX HOP

a4

6/17/2009

22



6/17/2009

Media Throughput
(Baseline, two radios)
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Impact of b value
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Channel diversity is important; especially for shorter paths 46
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Summary

C Link metrics play a crucial role in the performance of
a routing algorithm for wireless networks

C They are still an active area of research

C In practice (today), ETX appears to be the most and
widely used metric

47
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