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IEEE 802.11a/b/gé/né/s

Ç IEEE 802.11s: draft IEEE 802.11 amendment for 
mesh networking
o How to interconnect wireless devices to create an ad -hoc 

network

o Draft 3.0 as of March 2009
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What is the current picture?
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Removing the paradox
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Zooming in 802.11s architecture

ÇDevice classes
o Mesh point (MP)

o Establishes peer 
links with MP 
neighbors

o Mesh access point 
(MAP)

o MP + AP 
functionality

o Mesh portal (MPP)
o Gateway

o Station (STA)
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What is the target?

ÇUnmanaged WLAN 
mesh networks 

ÇEnabling 
interoperability 
with low complexity

ÇInternal behavior is 
transparent to 
higher layers
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Goal of 802.11s Interworking

ÇAchieving 802 .11 LAN 
segment behavior

ÇThrough mesh
o Broadcast LAN 

(transparent forwarding)

o Overhearing of packets 
(bridge learning)

o Support for bridge to 
bridge communications 
(Mesh portals being a 
part of the spanning tree 
protocol)
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802.11s Interworking: How?

ÇNeed to determine if the destination is inside or 
outside the mesh

Ç Inside mesh
o Layer -2 mesh path discovery/forwarding

ÇOutside mesh
o Which MPP is the right one?

o If known, unicast to this node

o If unknown, send to all MPPs
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Topology discovery

ÇMesh Points
o Passive scanning

o Periodic beacons

o Active scanning
o Probes

o Look for matching profiles

o (Mesh ID, Path 
Selection Protocol ID, 
Link Metric ID)

o Membership is 
determined by secure
peer links with neighbors

5
7

1
2

6

4

3

X

Capabilities:
Path Selection: HWMP, 
Metrics: airtime,  latency
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Mesh 
Identifier:
Mesh 1

Mesh Profile:
(HWMP, airtime 

metric)
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IEEE 802 .11s Topology

ÇMulti -radio support
o Each MP may have one or more logical radio interface

o Each interface belongs to one Unified Channel Graph
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Channel Selection

ÇSimple channel unification mode 
o Follow rules to coalesce into a common, fully 

connected graph on one channel

ÇAdvanced mode (multi -radio, multi -channel) 
o Multi -radio capability creates alternative paths

o Framework for flexible channel selection 
algorithms beyond the standard scope 
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802.11s Routing

ÇOptimizations for unicast traffic

ÇMight support for multicast/broadcast

Ç802.11s Routing
o Layer-2 routing based on MAC addresses

o HWMP 
o Hybrid Wireless Mesh Protocol

o Default routing protocol

o RA-OLSR 
o Radio-Aware Optimized Link State Routing

o Optional routing protocol
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HWMP - Routing

Ç Typical routing categorization
o On-demand Routing

o Discover routes only when they are needed

o Pros: Low routing overhead

o Cons: Extra route discovery delay and data buffering

o Proactive Routing
o Each node maintains routes to all reachable destinations 

at all times

o Pros: Low delay 

o Cons: High routing overhead

Ç HWMP 
o Combines the advantages of on -demand and proactive routing 
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HWMP ðLink Metric

ÇAirtime

ÇOthers are possible 
o Power-aware, load-balancing, QOs
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Â ept: frame error rate
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Link Metric Example

This path having the minimum airtime cost is the Best!

48Mb/s, 

10% PER

54Mb/s, 

8% PER

12Mb/s, 

10% PER

54Mb/s, 

2% PER

54Mb/s, 

2% PER

48Mb/s, 

10% PER
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HWMP - Details

ÇOn-demand route 
discovery

o Used in intra -mesh 
routing for routing 
optimizations

o Radio Metric AODV 
(RM-AODV) ðRFC 
3561  

ÇProactive routing 

o Used when a root 
portal (MPP) is 
present

o Tree -based routing
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HWMP ðOn-demand 

ÇMain idea (very similar to AODV)
o Route discovery

o Reverse paths set up  by path requests
(broadcast/unicast)

o Path replies are sent unicast by destination or the 
intermediate nodes
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HWMP ðOn-demand: Algorithm 

Ç Source broadcasts PREQ  (path 
request) 

o the destination and metric 
initialized

Ç Upon receiving PREQ, MPs 

o update the path to source 

o if sequence number is 
greater and offers a better 
metric 

o May forward PREQ

o If a new path is created or 
the existing one is modified

Ç òTarget Onlyó and òReply and Forward 
Flagsó
o If TO= 1

o Only destination sends PREP 
(path reply)

o If TO= 0 and RF =0
o Intermediate node with path 

sends a unicast PREP to the 
source MP and does not 
forward PREQ

o If TO= 0 and RF =1
o The first intermediate node 

with the path to the 
destination sends a PREP and 
forwards PREQ setting TO = 1
to avoid other intermediate 
nodes to send back PREP
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HWMP ðOn-demand

ÇLoop freedom
o Supported by using a destination sequence number

ÇRoute maintanence
o When a link error is detected, a route erro r is sent by 

unicast 

o Route errors are rate -controlled
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HWMP ðTree -based routing

ÇProactive RREQ 
mechanism
o Root issues a broadcast 

RREQ (Route request)

o MPs may respond with 
unicast RREP (Route 
reply)

o 2- way handshaking

ÇProactive RANN 
mechanism
o Root issues a broadcast 

Root announcement

o MP responds with a 
RREQ

o Root responds with a 
RREP

o 3- way handshaking
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Proactive RREQ Mechanism

Ç The root MP periodically 
propagates a PREQ into the 
network

o Destination address set to all 1s

o TO=1 and RF=1

Ç Upon reception of a PREQ, each MP 
has to create or refresh a path to 
the root MP

o òProactive PREPó= 0, MP may send a 
proactive PREP if required

o òProactive PREPó =1, MP shall send a 
proactive PREP
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HWMP ðTree -based routing

ÇTree maintanence
o MPPs monitor the root and 

take over if the root fails 
(Root arbitration)

o MPs monitor upstream 
links and may switch to 
back up links 

o 3-1 Ÿ 3-2-1

o RERRs sent for failing links
o Downstream nodes

o May select their own 
back up paths

o AODV path holders
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HWMP ðExample 1

ÇOn-demand path setup to 
inside of the mesh

ÇMP4 ðMP9
o MP4 sends a RREQ

o MP9 sends back a RREP
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HWMP ðExample 2

ÇOn-demand set up to  outside 
mesh

ÇMP4 ðX
o MP4 does not have a route

o Broadcasts a RREQ

o MP4 does not receive a response

o MP4 directs messages for X 
to MP1 

o MP1 sends to X
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