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Goals of the Project

Approaching Linux netfilter framework
Developing kernel sniffer

Comparing with an existing packet capturing tool
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Motivation

Finding ways to improve capturing rates

Userspace vs Kernelspace
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Revision

Linux Netfilter Framework

Main Data Structures

Receive Livelock

Processing Multiple Frames During an Interrupt(NAPI)
NAPI/non-NAPI Frame Reception

Packet Path through the IP Kernel Stack

Netfilter Hooks 1n Details

Kernel Sniffer
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NAPI/non-NAPI Frame Reception

ﬁp_rcv arp_rcv ... 1pv6_rcv packet_rcv
packet_type->func packet_type->func
/
netif receive_skb \
/ . .
process_backlog netif receive_skb
Non-NAPI NAPI

dev->poll-—»eth0
H

net_rx_action

%

netif rx_schedule > __netif _rx_schedule - netif rx_schedule
A

netif rx

i

interrupt handler
Non-NAPI device driver

interrupt handler
NAPI device driver
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TUTI

IPv4 Kernel Stack
L4 Protocols Transport/L4 protocols
ip_push_pending_frames| ip_queue_xmit raw_send_hdrinc ReceiveARoutine
NF_IP_LOCAL_OUT
ip_forward_finish ip_local_deliver_tfinish
S |
1p_output
| NF_IP_FORWARDING NF_IP_LOCAL_IN
ip_finish_output T A
ip_forward 1p_local_deliver
-~ \
NF_IP_POST_ROUTING T ip_rcv_finish

1p_finish_output2 NF_IP_PRE_ROUTING
hard_start_xmit 1p_rcv
v

Device Driver
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Design

How to capture packets ?
How file operations work 1n kernelspace ?

How to capture packets and write them into a file ?
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Design

How to capture packets ?

NF_IP_LOCAL_IN

NF_IP_FORWARD , * NF_IP_POST_ROUTING

NF_IP_LOCAL_OUT
A
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Design

How file operations work in kernelspace ?

Userspace applications

open close {ead write ...

System call interface

:

VES

Ext2

Ext3

DOS
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Design

How file operations work in kernelspace ?

Storage device -« Superblock
. .)’
include/linux/fs.h = Inode Inode
| L
| Dentry Dentry
Process A = File ! ‘

Process B = File A
include/linux/dcache.h
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Design

How to capture packets and write them into a file ?

NF_IP_PRE_ROUTING NF_IP_FORWARD ™ NF_IP_POST_ROUTING | >
NF_HOOK 5

nf_hook_slow |

nf_hooks[pf][pre_routing] NF_IP_LOCAL_IN

nf_hook_ops.hoo

NF_IP_ LOCAL_OUT |
A /

\/

~__

— »Writing packets into a file<

Not possible: context switch disabled in nf_hook_slow
while writing invokes scheduling if necessary!



NF_IP_PRE_ROUTING

hook func

v

NF_IP_LOCAL_IN

Design
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How to capture packets and write them into a file ?

77777777777 » NF_IP_FORWARD

NF_IP_POST_ROUTING

hook func

NF_IP_LOCAL_OUT
A
v
kernel thread
skbuff_queue log.pcap

How to store the packets until further procession ?
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Design

VES
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filp_open
v

VES

file->f_op->write
v

NF _IP PRE ROUTING
hook_ func

[P POST ROUTIN
hook func i

,,,,,,,,,,, +=sk_buff _head

dev_set_promiscuity<
v

net_enable_timestamp
 J

nf_register_hook

y
kernel thread

sk_buff
sk_buff

kernel thread
threaded_write

A
VES .
file->f_op->write

dev0
devl

devn

\/
log.pcap

pcap header

pcap packet header

packet

pcap packet header
packet
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1p_rcv

int ip_rcv(struct sk_buff *skb, struct net_device *dev, struct packet_type *pt, struct net_device *orig_dev)

{

1. When the interface is in promiscuous mode drop all the crap

thatitreceiVTS, dO not try to analyze 1t.
if (skb->pkt_type == PACKET_OTHERHOST)
goto drop;

2.Call the prerouting netfilter hook.
return NF_HOOK(PF_INET, NF_IP_PRE_ROUTING, skb, dev, NULL, ip_rcv_{finish);

3.By error discard the sk_buff structure.
inhdr_error:

drop:
kfree_skb(skb);
out:
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VES
filp_open
v

VES
file->f_op->write dev0
A/

IPv4 Stack

dev_set_promiscuity< >devl
A4

TP POST _ROUTING
hook func

net_enable_timestamp devn
v

nf_register_hook
NF_IP_PRE_ROUTING y ptype_all

hook_func dev_ad*d_pack " ksniff_rcv

kernel thread

sk_buff _head '

log.pcap
EE—EEE pcap header

kernel thread

threaded_write
# pcap packet header

packet
VFS VFS :
file->f op->write  file->f_op->writeV i

pcap packet header
packet




Network Architectures

Enhancements

Communication through the procfs
-Start,stop,restart

Interaction with the sniffer
-queue_size
-device_name

-logfile

-snaplen

Statistics

-Errors

-Received packets
-Captured packets

Logging packets from a certain network device
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tcpdump vs kernel sniffer

Test machine:
Athlon XP 1800, RAM:256
maximal disk's write speed ~ 34 MB/s

TEST 1 : kernel sniffer, snaplen=1500 \TEST 1: tcpdump, snaplen=1500

Packets:2000000 (1496byte,0frags) ackets:2000000 (1496byte,Ofrags)
70808pps 847Mb/sec (847432454bps) errors: 0 §/0800pps 847Mb/sec (847344015bps) errors: Of

|Captured packets:603874 89831 packets captured
Received packets:655560 61719 packets received by filter
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tcpdump vs kernel sniffer

TEST 2: kernel sniffer, snaplen=96

TEST 2: tcpdump, snaplen=96

Packets:2000000 (1496byte,Ofrags)
70799pps 847Mb/sec (847331807bps) errors:

|Captured packets:647783
Received packets:647783

TEST 3: kernel sniffer, snaplen=1500 \TEST 3: tcpdump, snaplen=1500

ackets:2000000 (1496byte,0frags)
0808pps 847Mb/sec (847431164bps) errors: O

42799 packets captured
45014 packets received by filter

Packets:10.000.000 (1496byte,Ofrags)
472 74pps S65Mb/sec (565784851bps) errors:

|Captured packets:3791329
Received packets:9844006

ackets:10.000.000 (1496byte,0frags)
7088pps 563Mb/sec (563557308bps) errors: 0

643704 packets captured
930613 packets received by filter
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Interesting and Future Questions

Queue vs Ring-buffer
Direct 10 vs non-Direct 10 file operations

Finding ways to improve capturing rates
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Thanks for the attention



