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1 Introduction

Theoretical foundations of Byzantine fault-tolerance (BFT) were established nearly three decades
ago [9, 8]. Nevertheless, it took nearly 20 years for BFT to gain the attention of systems researchers
[3]. However, and perhaps surprisingly, even after a decade of intensive systems research, it seems
that BFT is not much closer to a practical instantiation than when it was at its infancy.

Some immediate potential ’rationales’ behind this might actually be misleading. Whereas the
BFT failure model might appear way too general, this is not evident in the context of the today’s
web-based computing and the advent of cloud computing. Similarly, there is an increasing number
of proofs that the cost of BFT solutions and their performance degradation relative to their crash-
tolerant counterparts are actually acceptable (e.g., [6, 1]). So the roots of the problem seem to
stem from elsewhere.

In this talk, we look for them in the context of the BFT state-machine replication, a fundamental
BFT application. We identify and address two often neglected aspects of BFT: maintenance and
abstractions. Like any software, if indeed adopted in a practical setting, a BFT protocol must be
maintainable; in particular, easily and provably upgradable. In contrast, the current tendency is
to implement a new BFT protocol either from scratch or by modifying an existing solution in a
completely non-modular manner. Such non-modular modifications with upgrades in mind might
even chain (e.g., [3]-[7]-[11]), typically ending up with more than 20.000 lines of sophisticated C code.
This reflects the difficulties that BFT researchers face when they wish to upgrade their protocols
and the great need for reusable abstractions that will facilitate such upgrades. In this talk we
propose and advocate one such abstraction: ABSTrACT : ABortable STate mAChine Replication.

2 The abstraction

Abstract ’s specification looks like that of a replicated state machine; nevertheless, Abstract may
sometimes abort a client request. If it does, it returns a digest of which requests had committed so
far which can be further used by a client proxy to pursue the computation using another Abstract
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instance, transparently from the perspective of the actual client. From there on, further requests
from that client go directly to this instance (until this, in turn, possibly aborts). The condition
under which Abstract is allowed to abort models a progress semantics and is a generic parameter.
We build a BFT protocol as a dynamic composition of instances of our abstraction. Each instance,
intended for specific operating conditions, is developed, proved and tested independently. Required
progress semantics for normal (common case) operating conditions, will cast Abstract outside the
scope of the FLP [5] impossibility, allowing for very efficient Abstract implementations.

From a different perspective, Abstract formalizes and ’standardizes’ (by defining the appropriate
API) the concept of views and view changes, used in virtually every BFT protocol to date. Just
like changing views, changing the Abstract instance allows system reconfiguration. However, while
a typical BFT protocol merely reiterates a single protocol across different views (where only replica
leader is changed), Abstract allows simple and flexible switching among different protocols, which
can be individually tailored and tuned for particular operating conditions. In a sense, Abstract
switching provides the unprecedented ability to change the entire BFT protocol on a ’view-change’.

Abstract facilitates upgrades of BFT state machine replication algorithms by allowing black-
box reuse of the code, simplifying testing and even allowing model checking (to some extent) of
BFT protocols. As an example of our approach, we were able to design a new BFT protocol using
Abstract that outperforms existing ones in key performance metrics (latency and throughput) under
common-case system conditions, without sacrificing the reliability of the protocol in the worst-case
conditions (e.g., as in [4]). The size of the new code, developed exclusively to address common-case
operating conditions, is an order of magnitude smaller than that of a modern BFT protocol.

While Abstract has been initially designed with strongly consistent replication semantics in
mind, the work is ongoing to port Abstract to weak-consistency [10, 11], another ineluctable item
in the BFT research agenda [2].
———————————————————————————————————————————

The above speaks much in favor of applicability of Abstract in bringing BFT protocols closer to
the real world. However, one point is particularly important with this goal in mind: Abstract is an
abstraction and abstractions are nice. We use abstractions all the time when teaching students, the
future practitioners, about the fundamentals of computing. Arguably, BFT world is very complex
and badly needs the larger number of adequate abstractions to facilitate its enlargement beyond
the research boundaries.
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