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Organization of Internet Routing

More than 30,000 autonomous routing domains:
A domainis a set of routers, links, hosts and local area
networks under the same administrative control

Domains size: from one to millions of hosts
Interconnections between domains are complex
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Types of domains: transit

Transit domains:
A transit domaimallows external domains to use its
own Infrastructure to send packets to other domains

Implicit hierarchy of transit domains according to
“size”

Examples: AT&T, UUNet, Level3, Opentransit,
KPN,...

15% of all ASs
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Types of domains: stub

Stub domains:
A stub domairdoes not allow external domains to
use its infrastructure to send packets to other @am

A stub Is connected to at least one transit domain
Content stub domains: Yahoo, Google, MSN, BBC,...

Access stub domains: ISPs providing Internet acaess
CATV, DSL,...

85% of all ASs
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Intra- and inter-domain routing

Interior Gateway Protocol (IGP):
Routing of IP packetsiside each domain
Only knows topology of its domain

Exterior Gateway Protocol (EGP):
Routing of IP packetsetween domains
Each domain is considered as an atomic structure




Intra- and inter-domain routing

Inter-domain link — /
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Advertizinga prefix
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Intra-domain link ——




Traffic paths
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BGP Is not shortest-paths!
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Intra-domain routing

Goal:allow routers to transmit IP packets along the

best path towards their destination

bestusually means thehortespath
Allow to find alternate routes in case of failures

Behavior:all routers exchange routing information
Each domain router can obtain routing informationthe whole

domain
The network operator or the routing protocol sadiaé cost of each

link




Types of IGPs

Static routingonly useful in very small domains
Distance vector routing:
Routing Information Protocol (RIP)
Still widely used in small domains despite its ations
Link-state routing:

Open Shortest Path First (OSPF): widely used iarpnse
networks

Intermediate Systenintermediate-System (1S-1S): widely
used by ISPs




Distancevector routing

Each router sends periodically a distance vector
containing, for each known prefix :

1. The IP prefix

2. The distance between itself and the destination

The distance vector is a summary of the router"
routing table

Each router receives its neighbor's distance veetms
builds its routing table based on those vectors




Link-state routing

Each router builds link state packets

containing Iits local topology

Link state packets are created at regular inteiaads
when the local topology changes

Link state packets are reliably flooded to all
routers inside the domain

Each router knows the complete domain
topology by maintaining a LSP database



Outline

Organization of Internet routing
Types of domains

ntra- and inter-domain routing
ntra-domain routing
nter-domain routing
Organization of the Internet




Inter-domain routing

Goal:allow to transmit IP packets along the

best pathiowards their destination

From an interdomain viewpoinbgest patloften means
cheapespath

Behavior:

Each domairspecifies inside itsouting policythe domains
for which it agrees to provide a transit servicd dre
method It uses to select the best path to readh eac
destination

Each router of the domain chooses its best patbraicg to
the routing policies, and advertises them to Iigh@oring
routers




Inter-domain routes redistribution

Between domains (eBGP

Goal:propagate external reachability to neighbors

Implementationprivate peerings, public interconnection
points

Inside a domain (IBGP

Goal: propagate the routes learned from neighbors to the
routers inside the domain

Implementationfull-mesh between BGP routers, route-
reflection, or confederations




Conceptual operation of a BGP router
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Conceptual operation of a BGP router



Path selection In a domain



Routing policies

BGP allows each domain to define its own routing
policy
Some policies are common:
customer-provider peering
Customer Cbuys Internet connectivity fromrovider P

shared-cost peering

Domains xand y agree to exchange packets by using
a direct link or through an interconnection point



Routing policies

Routing policies implement business relationships
between domains

The routing policy of a domain is implemented \nha t

route filteringmechanisnon BGP routers

Inbound filtering:Upon reception of a route from a peer, a BGP router
decides whether the route is acceptable, andwirsdher to change
some of its attributes.

Outbound filteringBefore sending its best route towards a destinaion
BGP router decides which peers should receiverthige and whether to
change some of its attributes before sending it.




Customer-provider peering

Customer sends to its provider its internal roated the routes learned
from its own customers => Provider will advertieede routes to the
entire Internet to allow anyone to reach the Custom

Provider sends to its customers all known route€astomer will be able
to reach anyone on the Internet



Sharedcost peering

Shared cost —
Customer -Rrevider

$
— &

Peer X sends to Peer Y its internal routes and thesdearned from its own customers
Peer Y will use shared link to reach Peer X and Reecustomers
Peer X's providers are not reachable via the sharkd li

Peer Y sends to Peer X its internal routes and thesdearned from its own customers
Peer X will use shared link to reach Peer Y and FPeecustomers
Peer Y's providers are not reachable via the sharkd li



Business relationships and BGP

* Relationships between ASs stem from their mutual
Interest:

e If Interest Is not balanced, customer-providet wil
typically arise

e if balanced interest, peer-peer or other partial
agreement will arise

* As long as business relationships remain so inapgrt
the interdomain routing protocol does not matter so

much, 1.e. technical changes in BGP should notaffe
iInterdomain routing so much



Classical IBGP

e IBGP full-mesh:
e connect all routers
e each router knows all the best routes of all otbaters

e Redistribution rules:

* Redistribute best route to all peers except tleefoom
which the route was received

* Do not redistribute a best route If it was learfredn an
IBGP peer (IBGP peers must have learned this route
directly from the concerned peer)




IBGP full-mesh: path selection



Routereflection
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Routereflection: path selection



IBGP and loss of path diversity

AS2 S

| iJ AS 3 &

— eBGP session

-------- IBGP session
route propagatior




IBGP: summary

IBGP full-mesh:

- Pro’s: full visibility of external routes, small neergence time

- Con: N*(N-1)/2 IBGP sessions

Route-reflection:

- Pro: #IBGP sessions ~ # physical links

- Con’s: opaqueness of best route selection, slowargence, route

oscillations

For more details:

A. Basu, C. Ong, A. Rasala, B. Shepherd, and G.onglifRoute oscillations in iBGP with
route ReflectionACM SIGCOMM 2002.

T. Griffin and G. Wilfong.On the correctness of iIBGP configuratigkCM SIGCOMM
2002.
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Internet hierarchical structure

e Tier-1ISPs
o About 20 large ISPs
* Provide transit service
o Tier-2 ISPs
 Regional or National ISPs
o Customers of T1 ISP(s)
* Providers of T3 ISP(s)
e Tier-3 I1SPs

 Smaller ISPs, Corporate Networks
Content providers

e Customers of T2 or T1 ISPs




