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ABSTRACT
A mobile ad hoc network consists of a collection of wireless mobile nodes that are capable of
communicating with each other without the use
of a network infrastructure or any centralized
administration. MANET is an emerging research
area with practical applications. However, wireless MANET is particularly vulnerable due to its
fundamental characteristics, such as open medium, dynamic topology, distributed cooperation,
and constrained capability. Routing plays an
important role in the security of the entire network. In general, routing security in wireless
MANETs appears to be a problem that is not
trivial to solve. In this article we study the routing security issues of MANETs, and analyze in
detail one type of attack — the “black hole”
problem — that can easily be employed against
the MANETs. We also propose a solution for
the black hole problem for ad hoc on-demand
distance vector routing protocol.
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There has been explosive growth in the use of
wireless communications over the last few years,
from satellite transmission to home wireless personal area networks. The primary advantage of a
wireless network is the ability of the wireless
node to communicate with the rest of the world
while being mobile. Two basic system models
have been developed for the wireless network
paradigm. The fixed backbone wireless system
model consists of a large number of mobile
nodes and relatively fewer, but more powerful,
fixed nodes. These fixed nodes are hard wired
using landlines. The communication between a
fixed node and a mobile node within its range
occurs via the wireless medium. However, this
requires a fixed permanent infrastructure.
Another system model, the mobile ad hoc network (MANET) has been proposed to set up a
network when needed; however, the transmission range of each low-power node is limited to
each other’s proximity, and out-of-range nodes
are routed through intermediate nodes.
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A MANET is considered a collection of wireless mobile nodes that are capable of communicating with each other without the use of a
network infrastructure or any centralized administration. The mobile hosts are not bound to any
centralized control like base stations or mobile
switching centers. Although this offers unrestricted mobility and connectivity to the users,
the onus of network management is now entirely on the nodes that form the network. Due to
the limited transmission range of wireless network interfaces, multiple hops may be needed
for one node to exchange data with another
across the network. In such a network, each
mobile node operates not only as a host but also
as a router, forwarding packets for other mobile
nodes in the network that may not be within
direct wireless transmission range of each other.
Each node participates in an ad hoc routing
protocol that allows it to discover multihop
paths through the network to any other node.
The idea of MANET is also called infrastructureless networking, since the mobile nodes in
the network dynamically establish routing
among themselves to form their own network
on the fly. It is formed instantaneously, and uses
multihop routing to transmit information.
MANET technology can provide an extremely
flexible method of establishing communications
in situations where geographical or terrestrial
constraints demand a totally distributed network
system without any fixed base station, such as
battlefields, military applications, and other
emergency and disaster situations. A sensor network, which consists of several thousand small
low-powered nodes with sensing capabilities, is
one of the futuristic applications of MANET.
Figure 1 shows example applications of wireless
MANETs. Obviously, security is a critical issue
in such areas.
However, recent wireless research indicates
that the wireless MANET presents a larger security problem than conventional wired and wireless networks [1, 2]. While most of the underlying
features make MANETs useful and popular.
First, all signals go through bandwidth-constrained wireless links in a MANET, which
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makes it more prone to physical security threats
than fixed landline networks. Possible link
attacks range from passive eavesdropping to
active interference. Mobile nodes without adequate protection are easy to capture, compromise, and hijack. An attacker can listen to and
modify all the traffic on the wireless communication channel, and may attempt to masquerade as
one of the participants. Authentication based on
public key cryptography and certification authorities may be difficult to accomplish in a MANET
due to the absence of any central support infrastructure.
Second, mobile nodes are roaming independently and are able to move in any direction.
Therefore, any security solution with a static
configuration would not be adequate for the
dynamically changing topology. In most routing
protocols for a MANET, nodes exchange information about the topology of the network so
that routes can be established between a source
and a destination. All messages are transmitted
over the air; any intruder can maliciously give
incorrect updating information by pretending
to be a legitimate change of routing information. For instance, denial of service (DoS) can
easily be launched if a malicious node floods
the network with spurious routing messages.
The other nodes may unknowingly propagate
the messages.
Third, decentralized decision making in the
MANET relies on the cooperative participation
of all nodes. The malicious node could simply
block or modify the traffic traversing it by refusing cooperation to break the cooperative algorithms. This property makes some centralized
intrusion detection schemes fail.
Finally, some or all of the nodes in a MANET
may rely on batteries or other exhaustible means
for their energy. An attacker could create a new
type of DoS attack by forcing a node to replay
packets to exhaust its energy. Due to the limited
network capacity and battery power of wireless
nodes, frequent disconnection is common in
wireless MANETs, which makes anomalies hard
to distinguish from normalcy.
In general, the wireless MANET is particularly vulnerable due to its fundamental characteristics of open medium, dynamic topology, absence
of central authorities, distributed cooperation,
and constrained capability. The existing security
solutions for wired networks cannot be applied
directly in wireless MANETs.
In this article we study the security issues
when routing is performed in a MANET, analyze in detail one type of attack — the “black
hole” problem — that can easily be deployed
against MANETs, and propose a feasible solution for ad hoc on-demand distance vector
(AODV) routing protocol [3]. The rest of the
article is organized as follows. We discuss the
routing security issues in a MANET and give an
overview of current security schemes proposed
for MANETs in the literature. The different
routing protocols are also introduced. We
describe the black hole problem in AODV protocol in detail. To mitigate the attacks, one feasible solution to the black hole problem is
presented. Finally, we provide conclusions and
directions for future research.
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■ Figure 1. Example applications of MANETs.

ROUTING SECURITY IN MANETS
The nodes in an ad hoc network also function as
routers that discover and maintain routes to
other nodes in the network. The primary goal of
a MANET routing protocol is to establish a correct and efficient route between a pair of nodes
so that messages may be delivered in a timely
manner. If routing can be misdirected, the entire
network can be paralyzed. Thus, routing security
plays an important role in the security of the
whole network. Here, we first briefly introduce
some currently proposed routing protocols for
MANETs.

ROUTING PROTOCOLS OF MANETS
Many different routing protocols [4] have been
developed for MANETs. They can be classified
into two categories:
Table-driven: Table driven routing protocols
essentially use proactive schemes. They attempt
to maintain consistent up-to-date routing information from each node to every other node in
the network. These protocols require each node
to maintain one or more tables to store routing
information, and any changes in network topology need to be reflected by propagating updates
throughout the network in order to maintain a
consistent network view.
On demand: A different approach from tabledriven routing is source-initiated on-demand routing. This type of routing creates routes only when
desired by the source node. When a node requires
a route to a destination, it initiates a route discovery process within the network. This process is
completed once a route is found or all possible
route permutations have been examined.
Three main routing protocols for a MANET
are destination-sequenced distance-vector routing protocol (DSDV), AODV, and Dynamic
Source Routing protocol (DSR). DSDV is a
table-driven routing protocol based on the classical Bellman-Ford routing mechanism. In this
routing protocol, each mobile node in the system
maintains a routing table in which all the possible destinations and the number of hops to them
in the network are recorded. AODV builds on
the DSDV algorithm described above and is an
improvement since it typically minimizes the
number of required broadcasts by creating routes
on a demand basis, as opposed to maintaining a
complete list of routes as in DSDV. It is an ondemand route acquisition system, since nodes
that are not on a selected path do not maintain
routing information or participate in routing
table exchanges. DSR is different from AODV
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■ Figure 2. Propagation of RREQ.
in the sense that each mobile node keeps track
of the routes of which it is aware in a route
cache. Upon receiving a search request for path,
it consults with its route cache to see if it contains the required information. This protocol
uses more memory while reducing the route discovery delay in the system.
Effective operation of a MANET is dependent on maintaining appropriate routing information in a distributed fashion. But no security
is considered in currently proposed routing protocols, which makes the routing protocol an easy
target for attackers.

ROUTING SECURITY IN MANETS
Security always implies the identification of
potential attacks, threats and vulnerabilities of
a certain system. Vesa Karpijoki [1] and Janne
Lundberg [5] discussed selected types of attacks
that can easily be performed against a MANET.
Attacks can be classified into passive and active
attacks. A passive attack does not disrupt the
operation of a routing protocol, but only
attempts to discover valuable information by
listening to routing traffic, which makes it very
difficult to detect. An active attack is an
attempt to improperly modify data, gain authentication, or procure authorization by inserting
false packets into the data stream or modifying
packets transition through the network. Active
attack can be further divided into external
attacks and internal attacks.An external attack
is one caused by nodes that do not belong to
the network. An internal attack is one from
compromised or hijacked nodes that belong to
the network.
Internal attacks are typically more severe,
since malicious nodes already belong to the
network as authorized parties. Therefore, such
nodes are protected with the network security
mechanisms and underlying services. Next, we
describe some types of active attacks [1, 5] easily performed against a MANET in the network layer.
Black hole: In this attack, a malicious node
uses the routing protocol to advertise itself as
having the shortest path to the node whose packets it wants to intercept. We provide a detailed
description herein.
Denial of service: The DoS attack results when
the network bandwidth is hijacked by a malicious
node. It has many forms: the classic way is to
flood any centralized resource so that the network

72

no longer operates correctly or crashes. For
instance, a route request is generated whenever a
node has to send data to a particular destination.
A malicious node might generate frequent unnecessary route requests to make the network
resources unavailable to other nodes.
Routing table overflow: The attacker attempts
to create routes to nonexistent nodes. The goal
is to have enough routes so that creation of new
routes is prevented or the implementation of
routing protocol is overwhelmed.
Impersonation: A malicious node may impersonate another node while sending the control
packets to create an anomaly update in the routing table.
Energy consummation: Energy is a critical
parameter in the MANET. Battery-powered
devices try to conserve energy by transmitting
only when absolutely necessary. An attacker can
attempt to consume batteries by requesting routes
or forwarding unnecessary packets to a node.
Information disclosure: The malicious node
may leak confidential information to unauthorized
users in the network, such as routing or location
information. In the end, the attacker knows which
nodes are situated on the target route.
The research in security for MANETs is still
in its infancy. Several security schemes for
MANETs have been proposed. In distributed
key management services [2], the task of transmitting routing information is achieved in a
redundant way such that if some route fails or a
relatively small amount of nodes are compromised, the network is not critically affected. To
frustrate attacks that attempt to find out the certificate authority’s secret key within a short span,
the share refreshing is also used. But it is
assumed that the shared signature of private key
of key management service cannot be disclosed
to adversary. This assumption may not be true if
the internal node is compromised. Stajano and
Anderson [6] elucidate some of the security
issues facing MANETs and investigate ways for
low-compute-power MANETs such as sensor
networks, and personal digital assistants (PDAs)
where full public key cryptography may not be
feasible. Sergio Marti et al. [7] introduced Watchdog and Pathrater techniques that improve
throughput in a MANET by identifying misbehaving nodes that agree to forward the packets
but never do so. Watchdog is used to identify
misbehaving nodes, and Pathrater to help routing
protocols avoid these nodes. Zhang and Lee [8]
first presented a new intrusion detection and
response mechanism for MANETs. The basic
assumption is that the user and associated program activities are observable, and the underlying distributed system needs to be cooperative.
In this architecture, every node participates in
the intrusion detection and response mechanism.
The data collection mechanism present in every
node gathers streams of real-time audit data
from various sources. Local detection analyzes
the local data traces gathered by the local data
collection module for evidence of anomalies.
This article provides a good guide for designing
an intrusion detection model for MANETs.
Albers [9] recently defined an adapted intrusion
detection architecture for the MANETs by going
through the requirements of intrusion detection
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systems. They showed how a simple trust-based
mechanism coupled with a mobile-agent-based
intrusion detection system could ensure the
security services required by users in the
MANET.
An external attack prevention and internal
attack detection model for AODV was proposed in [10]. The External Attack Prevention
Model (EAPM) secures the network from external attacks by implementing message authentication code (MAC) to ensure integrity of route
request packets. A scheme to eliminate excessive flooding of the authentication control message is also proposed. The Internal Attack
Detection Model (IADM) is used to analyze
local data traces gathered by the local data collection module and identify the misbehaving
nodes in the network. Whenever the IADM
determines a misbehaving node, the response
model (RM) sends out alarm messages to the
whole network to isolate the misbehaving node.
One problem of the IADM is the high false positive rate since abnormal behavior is sometimes
very difficult to separate from normal behavior.
In this article we attempt to avoid the high false
positive rate problem.

THE BLACK HOLE PROBLEM IN
CURRENT AODV PROTOCOL
AODV is an important on-demand routing protocol that creates routes only when desired by the
source node. When a node requires a route to a
destination, it initiates a route discovery process
within the network. It broadcasts a route request
(RREQ) packet (Fig. 2) to its neighbors, which
then forward the request to their neighbors, and
so on, until either the destination or an intermediate node with a “fresh enough” route to the
destination is located. In this process the intermediate node can reply to the RREQ packet only if
it has a fresh enough route to the destination.
Once the RREQ reaches the destination or an
intermediate node with a fresh enough route, the
destination or intermediate node responds by unicasting a route reply (RREP) packet (Fig. 3) back
to the neighbor from which it first received the
RREQ. After selecting and establishing a route, it
is maintained by a route maintenance procedure
until either the destination becomes inaccessible
along every path from the source or the route is
no longer desired.
In this article we address one routing attack
that could easily happen in wireless MANETs,
the black hole problem. According to the original AODV protocol, any intermediate node may
respond to the RREQ message if it has a fresh
enough route, which is checked by the destination sequence number contained in the RREQ
packet. This mechanism is used to decrease the
routing delay, but makes the system a target of
a malicious node. The malicious node easily disrupts the correct functioning of the routing protocol and makes at least part of the network
crash. For example, node 1 wants to send data
packets to node 4 in Fig. 4, and initiates the
route discovery process. We assume node 3 to
be a malicious node with no fresh enough route
to destination node 4. However, node 3 claims
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■ Figure 3. The path of a routing reply.
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■ Figure 4. The black hole problem.
that it has the route to the destination whenever
it receives RREQ packets, and sends the
response to source node 1. The destination
node and any other normal intermediate nodes
that have the fresh route to the destination may
also give a reply. If the reply from a normal
node reaches the source node of the RREQ
first, everything works well; but the reply from
malicious node 3 could reach the source node
first, if the malicious node is nearer to the
source node. Moreover, a malicious node does
not need to check its routing table when sending a false message; its response is more likely
to reach the source node first. This makes the
source node think that the route discovery process is complete, ignore all other reply messages, and begin to send data packets. As a
result, all the packets through the malicious
node are simply consumed or lost. The malicious node could be said to form a black hole in
the network, and we call this the black hole
problem. In this way the malicious node can
easily misroute a lot of network traffic to itself,
and could cause an attack to the network with
very little efforts on its part.

A PROPOSED SOLUTION TO THE
BLACK HOLE PROBLEM
One possible solution to the black hole problem is to disable the ability to reply in a message of an intermediate node, so all reply
messages should be sent out only by the destination node. Using this method the intermediate node cannot reply, so in some sense we
avoid the black hole problem and implement a
secured AODV protocol. But there are two
associated disadvantages. First, the routing
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delay is greatly increased, especially for a large
network. Second, a malicious node can take
further action such as fabricate a reply message
on behalf of the destination node. The source
node cannot identify if the reply message is
really from the destination node or fabricated
by the malicious node. In this case, the method
may not be adequate.
We propose another solution using one more
route to the intermediate node that replays the
RREQ message to check whether the route
from the intermediate node to the destination
node exists or not. If it exists, we can trust the
intermediate node and send out the data packets. If not, we just discard the reply message
from the intermediate node and send out alarm
message to the network and isolate the node
from the network.
The following is the detailed checking process. We use the same example as in Fig. 4, and
assume node 3 is a malicious node. In the proposed method, we require each intermediate
node to send back the nexthop information
when it sends back an RREP message. Thus,
node 3 sends back the nexthop information
when it sends the RREP packet to source node
1. Here we assume the nexthop it sends back is
node 5. When node 1 receives the reply message
from node 3, it does not send the data packets
right away, but extracts the nexthop information
from the reply packet and then sends a FurtherRequest to the nexthop (node 5 in Fig. 5) to verify that it has a route to the intermediate node
who sends back the reply message, and that it
has a route to the destination node. To avoid
the problem of recursiveness, only the requested
nexthop can send back a FurtherReply message,
which includes the check result. The inquired
intermediate node may also send back the FurtherReply message when it receives the FurtherRequest. In this method we ignore the
FurtherReply message from the inquired inter-

mediate node (node 3 in Fig. 6). Thus, we avoid
the situation of the intermediate node taking
further action such as fabricating the reply message on behalf of the nexthop node. When the
source node receives the FurtherReply from the
nexthop, it extracts the check result from the
reply packets. If the result is yes, we establish a
route to the destination and begin to send out
data packets. If the nexthop has no route to the
inquired intermediate node, but has a route to
the destination node, we discard the reply packets from the inquired intermediate node, and
use the new route through the nexthop to the
destination. At the same time, send out the
alarm message to the whole network to isolate
the malicious node. If the nexthop has no route
to the requested intermediate node, and it also
has no route to the destination node, the source
node initiates another routing discovery process,
and also sends out an alarm message to isolate
the malicious node.
Using this method, we avoid the black hole
problem, and also prevent the network from
further malicious behavior. We don’t disable
the ability of a replying message from intermediate nodes, but the routing overhead is greatly increased if we do the check process to
every intermediate node that sends a reply
message. Moreover, we do not need this
mechanism in a normal network environment.
We propose to use this method whenever we
find any suspected node in the network. To
find the suspected node, any intrusion detection methods can be used. We use the IADM
for our prior work [10] to find the suspected
node. Whenever we are suspicious, we trigger
our method to detect if the suspected node is
really malicious or not. Our simulation results
show that we are able to secure the AODV
protocol from black hole attacks and achieve
increased throughput, while keeping the routing overhead minimal.

CONCLUSION AND FUTURE WORK
The MANET is an emerging research area with
practical applications. However, a wireless
MANET presents a greater security problem
than conventional wired and wireless networks
due to its fundamental characteristics of open
medium, dynamic topology, absence of central
authorities, distributed cooperation, and constrained capability. Routing security plays an
important role in the security of the entire network. In general, routing security in wireless networks appears to be a nontrivial problem that
cannot easily be solved. It is impossible to find a
general idea that can work efficiently against all
kinds of attacks, since every attack has its own
distinct characteristics.
In this article we study the routing security
issues of MANET, analyze one type of attack,
the black hole, that can easily be deployed
against a MANET, and propose a feasible solution for it in the AODV protocol.
One limitation of the proposed method is
that it works based on an assumption that malicious nodes do not work as a group, although
this may happen in a real situation. We are currently looking at this problem of team attacks.
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